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Preface

The contemporary business environment is characterized by increasing
complexity, driven by digital transformation, intensified global competi-
tion, expanding risk exposure, and growing regulatory expectations.
These developments have significantly reshaped the role and relevance
of internal audit and internal control functions. Internal audit is no
longer understood merely as a traditional control activity concerned with
detecting errors, irregularities, or compliance deficiencies. Rather, it has
evolved into a strategic assurance and advisory function that supports
corporate governance, evaluates risk management practices, strengthens
ethical culture, and contributes to organizational value creation.

This book examines the transformation of internal audit in the digital
age from both theoretical and practical perspectives. It addresses the
fundamental concepts of internal audit, internal control systems, risk-
based auditing, corporate governance, digital audit tools, cybersecurity,
artificial intelligence-supported audit practices, and case-based applica-
tions. By adopting a holistic approach, the book aims to demonstrate
how internal audit has become an essential component of modern gov-
ernance and risk management structures.

The primary objective of this book is not only to provide conceptual
knowledge, but also to offer a practical framework for understanding
how internal audit can be applied in contemporary organizations. In this
respect, it is intended to serve as a useful resource for students, academ-
ics, internal auditors, external auditors, risk managers, control specialists,
and professionals working in the field of corporate governance. As dig-
italization continues to transform business processes, the competency
profile of internal auditors is also changing. Internal auditors are now
expected to go beyond traditional accounting and auditing knowledge
and develop capabilities in data analytics, information technologies, cy-
bersecurity, ethical reasoning, and professional communication.

Accordingly, the future of internal auditing depends on a risk-oriented
and value-creating audit approach that integrates human judgment with
technological tools. It is hoped that this book will contribute to both the
academic literature and practical understanding of internal auditing in
the digital age.
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Introduction

Contemporary organizations operate in an environment shaped by
intensified global competition, increasing financial and operational
risks, stronger regulatory expectations, and the rapid diffusion of dig-
ital technologies. These developments have substantially changed the
role of internal audit and internal control. Internal audit is no longer
limited to the retrospective examination of transactions, the detection
of errors and irregularities, or the verification of compliance with
rules and procedures. It has increasingly become a strategic assurance
and advisory function that contributes to corporate governance, risk
management, ethical culture, cybersecurity, digital transformation,
and organizational value creation.

The historical development of internal auditing reflects this transfor-
mation. Initially, internal audit emerged as a mechanism for protect-
ing assets, reducing record-keeping errors, and preventing fraud.
Over time, however, its scope expanded beyond financial verification
to include management control, operational effectiveness, risk man-
agement, and the evaluation of governance processes (Ramamoorti,
2003). This evolution is closely associated with the separation of own-
ership and management, the growth of transaction volume, the in-
creasing complexity of business operations, and the need for reliable
information in decision-making. As organizations became larger and
more complex, management and stakeholders required an independ-
ent assurance mechanism capable of evaluating both financial and op-
erational activities. In this respect, internal audit gradually moved
from an activity performed “for management” to a broader function
that also examines management systems, controls, and governance
structures (Ramamoorti, 2003).

The role of internal audit in corporate governance became particularly
visible after major corporate scandals such as Enron and WorldCom.
These failures demonstrated that external audit alone is not sufficient
to ensure accountability and transparency. Effective governance re-
quires the coordinated operation of internal control systems, internal
audit, audit committees, executive management, and boards of direc-
tors. Within this structure, internal audit serves as an important

13



Internal Audit in the Digital Age

governance mechanism by providing independent and objective as-
surance to the board, audit committee, senior management, and other
stakeholders. While corporate governance aims to ensure that an or-
ganization is managed transparently, responsibly, fairly, and account-
ably, internal audit evaluates whether these principles are effectively
embedded in organizational practices (Alwyah, 2025; Laflafli & Saidi,
2025).

The literature also shows that internal audit is not a one-dimensional
activity. Internal auditors provide assurance on governance, risk man-
agement, and internal control processes, while also offering advisory
support for process improvement, efficient resource use, and organ-
izational performance. However, this multi-role structure can also
create ambiguity regarding the boundaries and core identity of inter-
nal audit. Roussy and Perron’s structured literature review identifies
three major themes in internal audit research: the multiple roles of
internal audit, internal audit quality, and internal audit practice. Their
study also emphasizes that internal audit is sometimes perceived as a
governance actor expected to address nearly every organizational is-
sue, although its actual role, quality criteria, and practical boundaries
still require further clarification (Roussy & Perron, 2018).

For this reason, the value of internal audit should not be measured
merely by the production of audit reports. Rather, its value lies in the
extent to which it supports the achievement of organizational objec-
tives. Internal audit creates value when it strengthens governance, im-
proves the effectiveness of internal controls, helps identify risks at an
earlier stage, reduces fraud risk, and provides reliable information for
decision-making. Recent studies indicate that stakeholders associate
the contribution of internal audit to governance, internal control, and
risk management with organizational value creation. However, this
value should be assessed not only from the perspective of internal
auditors themselves, but also in light of the expectations of audit com-
mittees, senior management, boards of directors, and other stake-
holders (Amo et al., 2020).

Internal control constitutes the fundamental structure within which
internal audit operates. It refers to the set of policies, procedures, and

14
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practices designed to safeguard assets, ensure the reliability of finan-
cial and operational information, support effective and efficient op-
erations, and secure compliance with laws and regulations. Histori-
cally, internal control was primarily associated with the accuracy of
accounting records and the prevention of errors. In contemporary
organizations, however, it has evolved into a broader managerial sys-
tem linked to risk management, information production, decision-
making, and organizational sustainability. The COSO framework
conceptualizes internal control as an integrated structure composed
of five interrelated components: control environment, risk assess-
ment, control activities, information and communication, and moni-
toring activities (Ferdia & Kammoun, 2024).

The relationship between internal audit and internal control is recip-
rocal and complementary. Internal control operates as a managerial
mechanism that reduces risks in day-to-day activities and supports the
orderly functioning of business processes. Internal audit, by contrast,
independently evaluates the adequacy, design, and operating effec-
tiveness of that system. Weak internal controls may result not only in
operational errors, but also in financial reporting problems, asset
losses, regulatory breaches, and fraud risks. A strong internal audit
function contributes to organizational resilience by identifying con-
trol deficiencies, communicating them to management, and support-
ing corrective action (Shah et al., 2023).

Fraud risk management is one of the most critical areas in which in-
ternal audit contributes to organizational governance. Fraud is not
merely a financial irregularity; it is also a governance failure that can
damage reputation, stakeholder trust, ethical culture, and the efficient
use of organizational resources. Studies conducted in both public and
private sector contexts show that internal audit plays an important
role in fraud prevention, detection, and reporting. In particular, the
relationship between internal audit quality, ethical behavior, and or-
ganizational culture suggests that fraud management should not be
treated solely as a technical control issue. It must also be considered
in relation to ethical norms, social behavior, and organizational values
(Mintah et al., 2025; Kabuye et al., 2020).
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Ethical culture is therefore a central determinant of internal audit ef-
fectiveness. Internal audit should not be limited to testing whether
controls exist; it should also contribute to the development of integ-
rity, accountability, fairness, responsibility, and ethical conduct within
the organization. The finding that ethical behavior strengthens the
relationship between internal audit quality and fraud management in-
dicates that internal audit is not only a structural or technical function,
but also a behavioral and cultural governance mechanism. Accordingly,
an effective internal audit system should be evaluated together with inde-
pendence, competence, professional standards, and an organizational cli-
mate that supports ethical conduct (Kabuye et al., 2020).

Independence and objectivity are among the core principles that sus-
tain the credibility of internal audit. Nevertheless, because internal au-
ditors operate within the organization, their independence is not ab-
solute or free from tension. Internal auditors are expected to provide
advisory support to management while also independently evaluating
management’s activities, decisions, and control systems. This dual
role creates a persistent challenge. Recent studies indicate that internal
auditors use various tactics to protect, model, and extend their inde-
pendence in order to maintain their position as a third-line assurance
provider within the organization (Eklév Alander & Holmgren
Caicedo, 20206).

Digital transformation has further expanded the scope, methods, and
expectations of internal audit. Financial transactions, procurement,
inventory management, human resources, customer relations, and re-
porting processes are increasingly carried out through digital plat-
forms and integrated information systems. As a result, the nature of
audit evidence has changed. Physical documents, manual approvals,
and periodic reports are now complemented by system logs, ERP rec-
ords, electronic approval trails, automated control reports, database
outputs, and real-time transaction traces. Digital transformation
therefore makes audit processes more data-intensive, analytical, and
continuous (Ma & Zhang, 2020).

The impact of digital transformation on internal audit quality can be
understood as the result of a mutually reinforcing relationship

16



Introduction

between human capability and technological infrastructure. Digitali-
zation increases the need for internal auditors to acquire competen-
cies in areas such as data literacy, information systems, analytical
thinking, artificial intelligence, and cybersecurity. These competencies
allow auditors to interpret digital evidence more effectively and to
evaluate technology-based risks with greater professional judgment.
In parallel, investments in digital infrastructure expand the opera-
tional capacity of internal audit by enabling the use of data analytics
platforms, automation tools, and real-time monitoring systems. When
auditor expertise and technological resources are aligned, internal au-
dit can achieve higher levels of audit quality, efficiency, and respon-
siveness (Ma & Zhang, 2020).

Artificial intelligence, machine learning, and data analytics are among
the most influential technologies shaping the future of internal audit.
Traditional audit approaches largely rely on sample-based testing,
whereas advanced analytics and machine learning techniques enable
auditors to examine full populations of transactions. These technolo-
gies support anomaly detection, continuous auditing, process mining,
predictive risk assessment, and automated transaction testing. Al-as-
sisted auditing can help identify high-risk transactions eatrlier, allocate
audit resources more effectively, and provide a stronger analytical ba-
sis for audit findings (Shivram, 2024).

However, the use of technology also introduces new risks. Explaina-
bility, data quality, algorithmic bias, professional skepticism, ethical
oversight, and the preservation of human judgment are critical con-
cerns in Al-supported audit environments. Audit technologies do not
remove the auditor’s responsibility for professional judgment. On the
contrary, they increase the need for auditors to critically evaluate tech-
nological outputs, interpret model results, and place findings within
the broader organizational context. In this sense, the digital auditor is
not a passive user of technology, but a professional judgment actor
who governs technology-supported assurance processes (Shivram,
2024).

Cybersecurity has also become one of the most strategic areas of in-
ternal audit in the digital age. As organizations become increasingly
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dependent on digital infrastructures, they are exposed to risks such as
data breaches, ransomware, phishing, unauthorized access, system
disruption, and information leakage. Internal audit must therefore
evaluate not only financial controls, but also I'T governance, cyberse-
curity policies, data privacy compliance, access controls, and incident
response processes. The quality of cybersecurity auditing is closely
associated with the IT expertise of the chief audit executive, direct
communication with the audit committee, strong I'T governance, and
the regular review of cybersecurity policies by internal audit (Alzeban
et al., 2020).

Blockchain technology also has the potential to transform audit prac-
tices. By enabling transactions to be recorded in an immutable, trans-
parent, and traceable manner, blockchain can enhance the reliability
of audit trails. It may contribute to transaction verification, record
integrity, real-time monitoring, and the reduction of intermediary de-
pendence. However, blockchain-based auditing also creates chal-
lenges related to regulatory compliance, data privacy, interoperability,
and technical complexity. Therefore, the integration of blockchain
into audit processes should be treated not merely as a technological
innovation, but also as a governance and risk management issue
(Syahputra, 2022).

The effectiveness of internal audit also depends on organizational cul-
ture, human interaction, and behavioral factors. The audit process of-
ten creates an asymmetric relationship between auditors and audited
units. Auditees may perceive audit as a threat, criticism, or punitive
mechanism, which can limit information sharing, cooperation, and
acceptance of findings. For this reason, internal audit is not only a
procedural and documentation-based activity; it also requires com-
munication, trust, empathy, persuasion, ethical awareness, and emo-
tional intelligence. Audit effectiveness depends not only on technical
knowledge, but also on the quality of the relationship between audi-
tors and auditees (Wronka, 2019).

Cultural context is another factor that influences internal audit prac-
tice. In multinational organizations, national differences in power dis-
tance, uncertainty avoidance, future orientation, communication
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style, and perceptions of authority may affect how internal audit
standards are implemented. In high power-distance environments, in-
ternal auditors may find it more difficult to challenge senior manage-
ment or maintain a critical stance. In cultures that support open and
assertive communication, auditors may be better able to raise risks
and defend professional judgments. Thus, while international internal
auditing standards provide a common global framework, their imple-
mentation cannot be separated from cultural and institutional con-
texts (Hallak & Feghali, 2020).

This book examines the transformation of internal audit in the digital
age through a multidimensional approach. Its central argument is that
internal audit can no longer be understood solely as compliance test-
ing, error detection, or financial control evaluation. It should instead
be viewed as an integrated assurance and advisory function linked to
corporate governance, internal control, risk management, ethical cul-
ture, fraud prevention, cybersecurity, digital transformation, artificial
intelligence, blockchain, and human behavior. The book first explains
the historical and theoretical foundations of internal audit, then ex-
amines its relationship with internal control, corporate governance,
risk management, and digital technologies, and finally applies these
concepts through case analyses.

The purpose of the book is not only to present conceptual
knowledge, but also to provide a practical framework for understand-
ing how internal audit can be applied in digitally transformed organiza-
tions. It is intended as a resoutce for students, academics, internal audi-
tors, external auditors, risk managers, control specialists, information
systems auditors, and professionals working in the field of corporate
governance. By addressing topics ranging from the historical evolution
of internal audit to Al-assisted auditing, from internal control systems to
cybersecurity audits, and from fraud cases to ethical issues, the book aims
to offer both academic and practice-oriented value.

In conclusion, internal audit in the digital age is moving away from a
retrospective control function focused on detecting past errors. It is
becoming a forward-looking strategic function that provides assur-
ance, anticipates risks, uses technology, supports ethical culture,
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strengthens governance, and contributes to organizational value. This
transformation requires internal auditors to possess not only account-
ing and auditing knowledge, but also competencies in data analytics,
information technology, cybersecurity, artificial intelligence, commu-
nication, ethical reasoning, and cultural awareness. The future of in-
ternal audit depends on a risk-based, continuous, data-driven, and
value-creating assurance approach in which human judgment and dig-
ital
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PART I

FOUNDATIONS OF INTERNAL AUDIT
IN THE DIGITAL AGE






Chapter 1 — Fundamentals of Internal
Audit

Introduction

Internal audit in modern organizations has evolved from a traditional
control activity focused mainly on financial records into a strategic
assurance and advisory function. As businesses grow, operations be-
come more complex, and technological systems become increasingly
central to business processes, the scope of internal audit has ex-
panded significantly.

Today, internal audit is closely linked to risk management, internal
control, corporate governance, ethical culture, operational efficiency,
and digital assurance. Internal auditors are no longer expected only to
identify errors, irregularities, or compliance deficiencies. They are also
expected to evaluate risks, assess the effectiveness of controls, pro-
vide recommendations for process improvement, and support value
creation within the organization.

This chapter discusses the definition and objectives of internal audit,
its relationship with corporate governance, internal control systems,
the risk-based audit approach, and the changing role of internal audi-
tors in modern organizations. The chapter aims to show that internal
audit is not merely an activity that detects errors and fraud, but an
integrated assurance function that adds value to the organization, an-
ticipates risks, and supports sound governance.

1.1. Definition and Objectives of Internal Audit

Internal audit historically arose from the need to prevent errors,
fraud, asset loss, and record inaccuracies in businesses; over time, it
transformed from a narrow activity that only checked financial trans-
actions into a strategic assurance function that evaluates the risk
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management, internal control, and corporate governance processes
of the company (Ramamoorti, 2003).

The modern understanding of internal audit is not limited to examin-
ing only the past transactions of the company; it also aims to identify
potential future risks, improve control systems, and provide recom-
mendations that add value to management. According to the IIA’s
contemporary definition of internal audit, internal audit is an inde-
pendent and objective assurance and advisory activity carried out to
add value to and improve the operations of an organization. This ac-
tivity aims to evaluate and improve the effectiveness of risk manage-
ment, control, and governance processes with a systematic and disci-
plined approach (Laflafli & Saidi, 2025).

This definition shows that internal audit is not just a mechanism that
looks for errors, but a professional management function that con-
tributes to the achievement of the company’s objectives. The funda-
mental objectives of internal audit include evaluating the adequacy of
the internal control system, improving the effectiveness and effi-
ciency of operations, ensuring the reliability of financial and opera-
tional information, monitoring compliance with legislation and inter-
nal policies, contributing to the protection of assets, and providing
management with reasonable assurance about risks (Shah et al., 2023;
Ramamoorti, 2003).

In this respect, internal audit is an assurance mechanism that supports
both the financial and operational sustainability of the company. In
the digital age, the objectives of internal audit have further expanded.
Internal auditors no longer only review accounting records or manual
controls; they also evaluate information systems, data security, digital
transaction trails, automated controls, cyber risks, and technology-
based processes. The inclusion of technologies such as blockchain,
data analytics, and artificial intelligence in audit processes is trans-
forming the scope of internal audit into a more analytical, continuous,
and real-time structure (Syahputra, 2022).
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1.2 Internal Audit and Corporate Governance

Corporate governance refers to the management of businesses in ac-
cordance with the principles of transparency, accountability, respon-
sibility, fairness, and independence. An effective corporate govern-
ance system aims to reduce conflicts of interest between business
management and stakeholders, make decision-making processes reli-
able, and protect business value (Luckyanayu et al., 2025).

Internal audit is considered one of the fundamental elements of the
corporate governance system. In the literature, internal audit is con-
sidered one of the main oversight mechanisms of corporate govern-
ance, along with management, the audit committee, and external audit
(Alwyah, 2025). The internal audit function provides reliable infor-
mation to the board of directors, the audit committee, and senior
management by independently evaluating the activities carried out
within the company.

The relationship between corporate governance and internal audit
can be explained particularly in the context of information asymmetry
and the agency problem. According to agency theory, conflicts of in-
terest may arise between business owners and managers because man-
agers may not always act in the interests of shareholders. In this con-
text, internal audit gains importance as a mechanism that monitors,
controls, and reassures stakeholders about the activities of managers
(Alwyah, 2025; Laflafli & Saidi, 2025).

Internal audit contributes to the strengthening of corporate govern-
ance through its assurance and advisory functions in relation to inter-
nal control, risk management, and ethical compliance. By evaluating
the design and operating effectiveness of internal control systems, in-
ternal audit enhances accountability within the organization. Further-
more, its assessment of risk management practices provides manage-
ment with more reliable information for informed decision-making.
Internal audit also functions as an early warning mechanism by iden-
tifying potential indicators of unethical behavior, irregularities, and
fraud before they escalate into significant governance failures (Lucky-
anayu et al., 2025; Mintah et al., 2025).
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There is a positive relationship between the quality of corporate gov-
ernance and the quality of internal audit. A strong corporate govern-
ance structure increases the independence and effectiveness of inter-
nal audit; and quality internal audit contributes to the increase in busi-
ness value (Zhao & Xu, 2025). Therefore, in modern businesses, in-
ternal audit is not only a technical unit that provides control, but also
a strategic part of the corporate governance system.

1.3. Internal Control Systems

An internal control system is the entirety of policies, procedures,
methods, and practices created to support the achievement of a com-
pany’s objectives. Internal control is a fundamental management tool
in terms of protecting assets, ensuring the reliability of financial in-
formation, conducting operations effectively and efficiently, and en-
suring compliance with legislation (Ferdia & Kammoun, 2024).

The concept of internal control has undergone a significant transfor-
mation over time. Initially focusing more on preventing errors and
fraud, ensuring the accuracy of accounting records, and protecting
assets, the understanding of internal control has evolved into a more
comprehensive structure with the growth of businesses, the increas-
ing complexity of operations, and the increased use of technology.
Today, internal control is not only related to the accounting system;
it is considered an integrated system encompassing all the activities,
risks, information flow, and monitoring mechanisms of the company
(Ferdia & Kammoun, 2024).

According to the COSO approach, an effective internal control sys-
tem consists of five basic components: control environment, risk as-
sessment, control activities, information and communication, and
monitoring activities. These components form the control culture of
the company and provide reasonable assurance to management (Fer-
dia & Kammoun, 2024). Internal audit is the fundamental function
that evaluates the effectiveness of this system and contributes to its
improvement.
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Internal control systems have not only a protective but also a preven-
tive and developmental function for businesses. An effective internal
control system reduces financial losses, operational errors, regulatory
violations, and fraud risks. It also facilitates management’s decision-
making based on reliable information (Shah et al., 2023).

Digitalization has significantly changed internal control systems. Manual
controls are increasingly being replaced by automated controls, system-
based approval mechanisms, data analytics-supported monitoring tools,
and real-time alert systems. While this increases the effectiveness of in-
ternal control systems, it also brings new risk areas such as cybersecurity,
access rights, data integrity, and system dependency to the forefront
(Syahputra, 2022).

1.4. Risk-Based Auditing

Risk-based auditing is a contemporary auditing approach that focuses
on directing internal audit resources to the most important risk areas
of the company. While traditional auditing focuses more on examin-
ing the accuracy of past transactions, risk-based auditing attempts to
identify current and potential risks that may prevent the company
from achieving its objectives (Ramamoorti, 2003).

In the risk-oriented approach, the audit plan is prepared according to
the risk profile of the company. Therefore, internal auditors deter-
mine which processes carry higher risk, which controls are critical,
and which areas should be audited as a priority. Thus, the audit activ-
ity ceases to be merely a routine control exercise; it transforms into
an assurance mechanism aligned with the strategic objectives of the
company.

Modern businesses face operational, strategic, technological, compli-
ance, and reputational risks in addition to financial risks. In particular,
digital transformation has broadened the risk map; cyberattacks, data
breaches, system outages, automated transaction errors, and algorith-
mic decision-making risks have become new areas of examination for
internal auditing (Syahputra, 2022). Risk-based auditing is also an
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important tool in managing fraud risks. Internal auditors assess risks
such as weak control points that could lead to fraud, unusual transac-
tions, and management circumvention of controls. Regular internal
audit activities are considered critical in combating fraud, in terms of
preventing, detecting, and reporting fraud risks (Mintah et al., 2025).

The effectiveness of risk-based auditing is closely related to internal
auditors’ data analytics, process knowledge, and risk assessment com-
petencies. In the digital age, internal auditors can analyze large da-
tasets to detect anomalies eatlier and respond to risks in real time
through continuous auditing practices. Therefore, risk-based auditing
is one of the fundamental building blocks of the digital internal audit-
ing approach.

1.4. The Role of Internal Auditors in Modern

Organizations

In modern organizations, the role of internal auditors has gone far
beyond the traditional understanding of control. While in the past in-
ternal auditors were primarily seen as individuals who examined fi-
nancial records, cash transactions, accounting documents, and com-
pliance controls; today, they also play an active role in risk manage-
ment, corporate governance, internal control, process improvement,
technology auditing, and strategic consulting (Ramamoorti, 2003).

Internal auditors are professionals who provide independent assurance
within the company. This assurance is not only related to the accuracy
of financial statements; it also concerns the effectiveness of business pro-
cesses, the adequacy of controls, the maturity of risk management, and
whether the governance structure is functioning propetly (Laflafli &
Saidi, 2025).

Another important role of modern internal auditors is their consult-
ing function. Internal auditors offer suggestions to management on
process improvement, efficient use of resources, cost control, perfor-
mance measurement, and risk reduction. In this respect, internal au-
diting has become a function that not only finds errors but also
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increases the value creation capacity of the company (Luckyanayu et
al., 2025).

The competency profile of internal auditors has also changed in the
digital age. Today’s internal auditors need more than just accounting
and finance knowledge. They also need to be knowledgeable about
data analytics, ERP systems, cybersecurity, blockchain, artificial intel-
ligence, automated control systems, and digital reporting tools (Syah-
putra, 2022).

Internal auditors also play a significant role in strengthening ethical cul-
ture and reducing fraud risks. Effective internal audit activities increase
employee compliance with rules, make control weaknesses visible, and
support a culture of accountability within the company (Shah et al., 2023;
Alwyah, 2025).

In conclusion, in modern organizations, the internal auditor is a stra-
tegic professional who not only controls but also analyzes, anticipates
risks, provides assurance to management, uses technology, and con-
tributes to corporate value. With digital transformation, this role is
expanding even further, and the internal audit function is becoming
central to the sustainability of businesses.

Chapter Summary

This chapter discusses the fundamental concepts, objectives, and role
of internal audit in modern businesses. It emphasizes that internal
audit is not merely a traditional control activity that detects errors,
fraud, and record inaccuracies; it is an independent and objective as-
surance function that supports risk management, internal control, and
corporate governance processes.

The chapter also explains the relationship between internal audit and
corporate governance, internal control systems, and a risk-based au-
diting approach. It is stated that an effective internal audit function
makes significant contributions to businesses in terms of transpar-
ency, accountability, regulatory compliance, asset protection, and pro-
cess improvement.
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Finally, the impact of digitalization on internal audit is evaluated; it is
stated that areas such as ERP systems, data analytics, automated con-
trols, artificial intelligence, and cybersecurity have expanded the du-
ties and competencies of internal auditors. In this context, internal
audit stands out as a strategic management tool in modern organiza-
tions that adds value to the company, anticipates risks, and supports
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Chapter 2 — Digital Transformation and

the Audit Environment

Introduction

Digital transformation has significantly changed the way businesses
operate, their control structures, and their audit processes. Manual
and paper-based processes are being replaced by ERP systems, cloud
computing, big data analytics, artificial intelligence, blockchain, and
automated controls. While these developments have made audit ac-
tivities faster, more comprehensive, and data-driven, they have also
created new audit areas such as cybersecurity, data integrity, access
rights, and algorithmic risks.

This chapter addresses digitized business processes, the impact of In-
dustry 4.0 on auditing, cloud systems, remote auditing applications,
ERP systems, and digital risks. The aim of the chapter is to explain
how the audit environment has changed in the digital age and how
internal auditors should adapt to this new environment.

2.1. Digitalization of Business Processes

Digitalization transforms businesses’ business processes from man-
ual, paper-based, and fragmented structures to data-driven, inte-
grated, and technology-supported structures. This transformation is
not only about transferring existing processes to electronic environ-
ments; it also includes the redesign of production, sales, accounting,
financial reporting, supply chain, internal control, and audit pro-
cesses. Businesses use digital technologies to generate information
faster, increase communication between processes, and make deci-
sion-making processes more analytical (Leng & Zhang, 2024).

Among the most commonly used technologies by businesses within
the scope of digital transformation are big data analytics, artificial in-
telligence, blockchain, cloud computing, ERP systems, and robotic
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process automation. These technologies enable faster recording of
transactions, easier tracking of data, and greater transparency of fi-
nancial information. For example, big data technologies make not
only structured financial data but also unstructured data such as text,
images, audio, and video usable for auditing purposes (Leng & Zhang,
2024).

From an auditing perspective, the digitalization of business processes
is changing the nature of audit evidence. While in traditional auditing
the auditor primarily evaluates documents, invoices, accounting rec-
ords, and year-end reports; in digitized businesses, audit evidence is
generated through system records, transaction logs, automated approval
traces, database records, and digital control outputs. Therefore, the au-
ditor should now evaluate not only the accuracy of financial transactions
but also the reliability of the information systems in which these trans-
actions are generated (Aditya et al., 2018).

Digitalization is also expanding the scope of auditing. The traditional
sample-based audit approach is increasingly being replaced by more
comprehensive methods that can analyze the entire data population.
Thanks to big data analytics and Al-powered systems, auditors can
analyze more transactions in a shorter time, identify unusual transac-
tion patterns, and determine fraud risks at an earlier stage (Bani et al.,
2025).

However, digitalization does not only create opportunities; it also
generates new risks. Issues such as system complexity, data security,
cyberattacks, access rights, algorithmic errors, data integrity, and the
reliability of digital evidence have become critical from an auditing
perspective. Therefore, auditing digital business processes requires
knowledge of information technologies, data governance, and cyber-
security that goes beyond classical accounting auditing (Fang et al.,
2025; Aditya et al., 2018).

2.2. Industry 4.0 and its Effects on Auditing

Industry 4.0 refers to a new production and management model in which
automation, artificial intelligence, the Internet of Things, big data, cloud
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computing, robotic systems, and cyber-physical structures are used to-
gether in businesses. In this model, business processes become more in-
terconnected, faster, and more data-driven. From an auditing perspec-
tive, this means that the operational structure of the audited business
becomes more complex.

In an Industry 4.0 environment, the auditor is no longer just someone
who examines transaction documents; they must also understand
how systems work, how data is generated, how controls are auto-
mated, and what algorithms decision-making mechanisms are based
on. In particular, artificial intelligence and machine learning applica-
tions can support the auditor’s professional judgment; however, they
also raise issues of algorithmic transparency and explainability (Green
et al., 2023).

Industry 4.0 technologies have the potential to improve audit quality.
Artificial intelligence can be used in anomaly detection, big data ana-
Iytics in the analysis of the entire transaction population, blockchain
in the immutability of transaction records, and RPA in the automa-
tion of repetitive audit tasks. Thanks to these technologies, auditing
becomes faster, more comprehensive, and more evidence-based
(Manita et al., 2020; Bani et al., 2025).

Big data analytics enables auditors to work with large datasets instead of
samples. This expands the scope of audits and allows for earlier detection
of indicators of errors or fraud. Blockchain technology, on the other
hand, increases transaction traceability by allowing transactions to be rec-
orded in a timestamped and immutable manner (Bani et al., 2025; Leng
& Zhang, 2024).

However, Industry 4.0 also creates significant competency challenges
for auditors. Auditors need more than just knowledge of accounting,
finance, and regulations. In the digital age, auditors must also be
knowledgeable in data analytics, ERP structures, cybersecurity, cloud
systems, automated controls, and the interpretation of artificial intel-
ligence outputs. Otherwise, the auditor may be able to interpret the
data generated by the technology; however, they may not be able to
adequately assess whether this data is reliable (Aditya et al., 2018; Bani
et al., 2025).
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2.3. Cloud Systems and Remote Work

Cloud computing allows businesses to perform data storage, transac-
tion execution, application use, and reporting processes through in-
ternet-based infrastructures instead of physical servers. This structure
provides businesses with flexibility, scalability, cost advantages, and
ease of remote access. From an auditing perspective, cloud systems
enable auditors to access client company data without physically vis-
iting the company (Bani et al., 2025).

Cloud systems have played a significant role in the development of
remote auditing applications. Especially in the post-pandemic period,
audit teams transmit document requests through online platforms, re-
ceive digital evidence through secure file-sharing systems, hold meet-
ings online, and conduct some audit tests remotely. Ez-Zaidi and
Ghandari’s study indicates that digital tools are used in auditing firms,
document sharing has shifted from the classic e-mail method to more
advanced applications, and some audit tests can be performed entirely
remotely (Ez-Zaidi & Ghandari, 2023).

The main advantages of remote auditing are cost savings, time effi-
ciency, geographical flexibility, and easier collaboration for interna-
tional audit teams. Auditors can now collect digital documents from
clients in different countties or cities, conduct interviews online, and
prepare audit files electronically. This makes the audit process more
flexible (Bani et al., 2025; Ez-Zaidi & Ghandari, 2023).

However, cloud systems and remote work also carry significant audit
risks. These include data security, confidentiality, unauthorized ac-
cess, service provider dependency, integrity of digital evidence, and
the reliability of documents obtained remotely. The country where
data stored in the cloud is kept, who has access to it, and the security
protocols used for protection are important from an audit perspective
(Fang et al., 2025; Bani et al., 2025).

Another limitation of remote auditing is the reduction in face-to-face
interaction. The auditor not only reviews documents but also ob-
serves, interviews employees, evaluates physical controls, and tries to
understand the company environment. Remote monitoring can
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create limitations in these areas. Therefore, the remote monitoring
model should be supported by appropriate security protocols, verifi-
cation mechanisms, and robust digital governance structures (Bani et
al., 2025).

2.4. ERP Systems and Integrated Controls

ERP systems are enterprise information systems that bring together
a business’s accounting, finance, purchasing, sales, inventory, produc-
tion, human resources, and reporting processes under a single inte-
grated system. Thanks to ERP systems, business processes are inter-
connected, data duplication is reduced, transaction traceability is in-
creased, and management can access more integrated information.
Therefore, ERP systems have a central importance in terms of inter-
nal control and auditing in digitized businesses.

From an auditing perspective, the most important feature of ERP
systems is the systematic and traceable recording of transactions. For
example, in the purchasing process, the stages of request creation,
supplier selection, approval, order, goods receipt, invoice recording,
and payment can be carried out interconnectedly within the ERP sys-
tem. This structure allows the auditor to evaluate control points from
the beginning to the end of the process (Kagermann et al., 2008).

ERP systems include automated controls in addition to manual con-
trols. Authorization limits, separation of duties, automatic approval
flows, consistency checks, mandatory field checks, system alerts, and
transaction logs are among these controls. An effectively designed
ERP control structure can reduce the risk of erroneous transaction
entries, unauthorized access, and irregular transactions. From an in-
ternal audit perspective, what matters is not only whether these con-
trols are defined in the system, but whether they are actually function-
ing (Kagermann et al., 2008).

ERP systems also strengthen the link between information technol-
ogy auditing and internal auditing. When evaluating the accuracy of
financial data, the auditor should also analyze the system environment
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in which this data was generated. User permissions, superuser access,
separation of duties violations, batch-input processes, interface con-
trols, data transfers, and system changes are critical areas in ERP au-
diting (Kagermann et al., 2008).

With digital transformation, ERP systems are becoming integrated
with IoT, MES, and smart dashboards. This integration, especially in
manufacturing businesses, increases process traceability and can re-
duce audit time. According to a systematic review by Bani et al., IoT,
ERP, MES, and smart dashboard integrations strengthen traceability,
increase compliance, and reduce audit time (Bani et al., 2025).

However, ERP systems are not without risks. Incorrectly configured
permissions, inadequate separation of duties, incomplete log records,
poor change management, data transfer errors, and system integration
problems can lead to serious audit findings. Therefore, in ERP audits,
not only transaction accuracy but also system design, control logic, user
roles, and data flows should be evaluated together (Aditya et al., 2018;
Kagermann et al., 2008).

2.5. Emerging Digital Risks

While digital transformation provides businesses with speed, transpar-
ency, efficiency, and comprehensive analysis capabilities, it also generates
new risk categories. These risks go beyond classic financial errors or lack
of control; they encompass areas such as cybersecurity, data integrity,
algorithmic decision-making, system dependency, technology provider
risk, lack of regulation, and the reliability of digital evidence (Fang et al.,
2025; Bani et al., 2025).

Digital transformation has introduced a set of emerging risks that ex-
tend beyond the traditional boundaries of financial control and oper-
ational compliance. As organizations increasingly rely on intercon-
nected systems, cloud-based infrastructures, mobile applications, au-
tomated workflows, and external digital interfaces, the internal audit
function is required to evaluate not only the efficiency of digital pro-
cesses but also the vulnerabilities created by these technologies. In
this context, digital risks directly influence the reliability of financial
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reporting, the integrity of audit evidence, the effectiveness of internal
controls, and the overall resilience of the organization.

Cybersecurity and data privacy constitute one of the most critical risk
areas in digitally transformed organizations. Business data is now gen-
erated, processed, stored, and transferred across multiple platforms,
including enterprise systems, cloud environments, mobile applica-
tions, and third-party connections. This interconnected structure in-
creases exposure to unauthorized access, data leakage, malware at-
tacks, service interruptions, and other forms of cyber disruption.
From an audit perspective, such risks are significant because they may
compromise the reliability of financial information and weaken the
evidential basis on which audit conclusions are formed (Aditya et al.,
2018; Fang et al., 2025).

A further risk area relates to system complexity and integration. Dig-
ital transformation often requires organizations to connect legacy sys-
tems with newly adopted technologies. However, differences in sys-
tem architecture, data formats, process logic, and user capabilities
may generate operational uncertainty. Weak integration between old
and new systems can create inconsistencies in data flows, reduce pro-
cess transparency, and increase the need for additional audit proce-
dures. As a result, auditors may be required to obtain broader evi-
dence, perform more detailed system evaluations, and reassess the re-
liability of information produced within digitally integrated environ-
ments (Leng & Zhang, 2024).

Algorithmic opacity has also become an important concern for inter-
nal auditors. Artificial intelligence-supported audit tools can identify
unusual transactions, assign risk scores, and classify specific activities
as suspicious. Nevertheless, the logic behind these classifications may
not always be sufficiently transparent. This creates challenges for ex-
plainability, professional judgment, audit documentation, and ac-
countability. Although advanced digital tools can increase the speed
and scope of audit procedures, they may also introduce new difficul-
ties when auditors cannot clearly determine why a system has treated
a particular transaction as risky (Green et al., 2023).
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Digitalization also changes the temporal and structural nature of audit
evidence. In traditional audit environments, evidence is generally col-
lected and evaluated at specific points in time, often after the com-
pletion of a reporting period. In contrast, continuous audit environ-
ments generate evidence through real-time or near-real-time data
flows. Therefore, audit findings are no longer limited to static conclu-
sions derived from periodic reviews; they may instead emerge from
constantly updated system-based assessments. This transformation
requires auditors to reconsider how evidence is collected, evaluated,
documented, and reported in dynamic digital environments (Green et
al., 2023; Sadek et al., 2024).

Human resource and competency-related risks represent another major
challenge in digital auditing. The effectiveness of digital audit tools de-
pends not only on the technical quality of the systems used, but also on
the auditor’s ability to understand, interpret, and critically evaluate their
outputs. Limited digital literacy, resistance to technological change, in-
sufficient training, and the misinterpretation of system-generated results
may reduce the effectiveness of digital audit practices. Therefore, the
successful use of digital audit technologies requires continuous profes-
sional development, stronger technological competence, and the integra-
tion of professional skepticism with analytical and digital skills (Farhan
& Kawther, 2023; Bani et al., 2025).

Consequently, digital risks are expanding the scope of internal audit and
demanding a more integrated perspective from the auditor. The auditor
should now evaluate not only financial records but also systems, algo-
rithms, data flows, access rights, cloud infrastructure, automated con-
trols, and the reliability of digital evidence together. Therefore, in the
digital age, internal audit is being repositioned as a strategic assurance
function that is technology-supported but based on human judgment.

Chapter Summary

This chapter examines the impact of digital transformation on busi-
ness processes and the audit environment. With digitalization, the na-
ture of audit evidence has changed; system records, transaction logs,
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automated approval trails, and digital control outputs have become
more important in the audit process.

The chapter also evaluates the contributions of Industry 4.0 technol-
ogies, cloud systems, remote work, and ERP systems to auditing. Fur-
thermore, it emphasizes that risks such as cybersecurity, data confi-
dentiality, algorithmic opacity, system integration, and lack of digital
competence create new responsibilities for internal auditing.

In conclusion, in the digital age, internal auditing is transforming from
an activity that merely examines financial records into a strategic as-
surance function that evaluates systems, data, automated controls,
and digital risks together.
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Chapter 3 — Audit Methodology in the
Digital Age

Introduction

In the digital age, audit methodology is moving away from the tradi-
tional understanding of document review and periodic control, trans-
forming into a risk-oriented, data-driven, and continuously updated
structure. The increasing reliance of businesses on digital systems,
ERP infrastructures, cloud-based applications, artificial intelligence
tools, and big data analytics directly affects the planning, evidence
gathering, analysis, monitoring, and reporting phases of the audit pro-
cess.

This chapter addresses the fundamental elements of audit methodol-
ogy in the digital age. First, risk-based audit planning is explained;
then, digital audit evidence, data-driven audit, continuous audit, and
continuous monitoring practices, as well as digital working papers, are
evaluated. The aim of the chapter is to reveal how digitalization is
transforming audit methods and what methodological approaches in-
ternal auditors need in this new environment.

3.1. Risk-Based Audit Planning

Audit planning is one of the most critical areas of transformation in
audit methodology in the digital age. While planning in the traditional
audit approach is mostly shaped by the annual audit calendar, stand-
ard audit programs, and past period findings; digitalization has trans-
formed the planning process into a more dynamic, data-driven, and
continuously updated structure. In the digital economy, businesses’
business processes, product and service delivery methods are being
restructured through technology; this makes businesses more agile,
efficient, and competitive, while also making it necessary for the audit
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function to become more flexible, transparent, and analytical (Daidj,
2022; Guliyeva & Gaziyeva, 2025; Betti & Sarens, 2021).

Audit planning is a strategic stage carried out at the beginning of the
audit process and aims to give sufficient attention to critical areas,
identify potential problems in a timely manner, and use audit re-
sources effectively. In international audit standards, planning is also
considered as the creation and documentation of the overall strategy
that determines the scope, timing, and direction of the audit. At this
stage, the company’s activities, industry conditions, internal control sys-
tem, reporting obligations, materiality level, and potential risk areas are
taken into consideration (Guliyeva & Gaziyeva, 2025; Fang et al., 2025).

The risk-based auditing approach forms the theoretical basis of audit
planning in the digital age. According to this approach, the audit plan
should be created taking into account the company’s risk universe,
and audit resources should be directed to the areas with the highest
risk. Therefore, before preparing the annual audit plan, the institu-
tion’s risk records, risk map, and existing control weaknesses should
be analyzed in detail. Areas with a high risk level are subjected to more
frequent, or even continuous, audits when necessary; while relatively
low-risk areas can be audited less frequently. This approach ensures
that audit needs are met systematically and proportionally to the risk level
(Guliyeva & Gaziyeva, 2025; Stepanyan, 2023; Kabuye et al., 2017).

Digitalization has transformed risk-focused planning from a purely
annual activity into a continuous risk assessment and planning mech-
anism. While traditional audit plans are usually prepared at the begin-
ning of the year and implemented with limited changes throughout
the year, the risk profile changes much faster in digitized businesses.
The initiation of a new digital project, a major update to the ERP
system, a cybersecurity breach, a sudden increase in sales volume, an
unexpected change in the cost structure, or the detection of internal
control weaknesses may necessitate a revision of the audit plan.
Therefore, in contemporary internal audit functions, the audit plan
has acquired the character of a “living document” (Betti & Sarens,
2021; Stepanyan, 2023; Ahmed & Japee, 2025).
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The fundamental difference in risk-focused planning in the digital age
is that planning decisions are based not only on management opinions
or past audit findings, but also on big data analysis, risk indicators,
and system-based alerts. Advanced internal audit units create risk
dashboards by monitoring operational and financial metrics in real
time; and redefine audit priorities when anomalies are detected. For
example, an unusual increase in returns for a specific product group,
irregularities in supplier payments, sudden changes in access rights,
or an increase in manual entries outside the system may lead to the
addition of a new task to the audit plan (Ahmed & Japee, 2025; Ayoub
et al., 2025; Lotfy, 2020).

This transformation has also brought the agile audit approach to the
forefront. Agile audit refers to conducting audit activities with short
cycles, prioritized task lists, and rapid feedback mechanisms. Instead
of traditional annual plans, monthly or quarterly updated plans, audit
backlog lists, and short audit sprints can be used. Thus, the audit func-
tion can respond to the rapidly changing risk environment in a shorter
time. This approach is based on the understanding that “today’s risk
should not wait for tomorrow” (Stepanyan, 2023; Daidj, 2022).

Digitalization has also increased the possibilities of robotic process
automation and analytical reporting in the planning phase. Auditors
can now identify which accounts, units, or processes are showing un-
usual activity in the planning phase by analyzing large datasets. Some
sources state that thanks to digital innovations, audit process flows
and documentation can be automatically updated, strategic analysis
reports can be generated during the planning phase, and routine tasks
such as data collection, process mapping, and preliminary reporting
can be supported by RPA (Ahmed & Japee, 2025; Stepanyan, 2023;
Ishaku et al., 2023).

Another dimension of risk-focused digital planning is auditor compe-
tencies. In the digital environment, the scope of the internal audit
function is not limited solely to financial controls; it also includes ar-
eas such as information technologies, cybersecurity, data privacy, al-
gorithmic decision systems, cloud-based applications, and digital
business models. Betti and Sarens’ study indicates that digitalization

43



Internal Audit in the Digital Age

affects the internal audit function in three ways: the scope of audits is
expanding, the need for agility and digital information in audit plan-
ning is increasing, and IT risks, and especially cybersecurity threats,
are gaining more importance (Betti & Sarens, 2021). In this context,
risk-focused planning in the digital age seeks answers not only to the
question of “which processes will be audited?” but also to the ques-
tion of “which digital risks threaten the strategic objectives of the
company?” (Fang et al., 2025; Saat et al., 2025).

In conclusion, risk-based auditing planning in the digital age is trans-
forming from a static and periodic process into a dynamic, data-
driven, continuously updated, and technology-integrated methodol-
ogy. In this methodology, the audit function must allocate its limited
resources to high-risk areas while simultaneously holistically evaluat-
ing the company’s digital transformation strategy, cyber resilience,
data governance, and control environment (Daidj, 2022; Betti &
Sarens, 2021; Guliyeva & Gaziyeva, 2025).

3.2. Digital Audit Evidence

Audit evidence is the body of information and documents that sup-
port the conclusions reached by the auditor. In the digital age, the
nature of audit evidence has changed significantly. While in the tradi-
tional audit environment evidence is mostly obtained through physi-
cal documents, signed forms, written approvals, accounting vouchers,
and records examined through sampling; in the digital environment,
evidence is obtained from sources such as ERP systems, cloud-based
accounting software, transaction logs, access logs, system alerts, elec-
tronic approval flows, database outputs, e-mail traces, digital working
papers, and automated control reports (Guliyeva & Gaziyeva, 2025;
Saat et al., 2025; Ahmed & Japee, 2025).

This transformation has both broadened the scope of audit evidence
and made it more complex to assess its reliability. The reliability of
digital evidence depends not only on the content of the document,
but also on the system from which the data was generated, who has
access to the system, whether data changes are traceable, whether
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authorization matrices function correctly, and whether data integrity
is maintained. Therefore, in the digital age, the auditor should evalu-
ate not only the accuracy of the accounting record but also the relia-
bility of the information system that produced that record (Lotfy,
2026; Ayoub et al., 2025; Ishaku et al., 2023).

The widespread adoption of ERP systems provides significant oppor-
tunities for digital audit evidence. Because ERP systems consolidate
a company’s financial transactions on a single platform, auditors can
directly access large datasets, perform automated audit tests, and con-
duct full population tests instead of sampling. Audit software such as
IDEA, CaseWare, and ACL can analyze large financial datasets from
ERP and other digital sources to identify anomalies and risk indica-
tors (Guliyeva & Gaziyeva, 2025; Ahmed & Japee, 2025). This devel-
opment leads to a significant improvement in the quality of audit evi-
dence. In sample-based auditing, the auditor relies on the assumption
that the selected samples represent the population. However, digital
tools allow for testing the entire transaction population whenever possi-
ble. This reduces sampling risk and increases the probability of detecting
indicators of error or fraud. Digital audit evidence can be used not
only for verifying past transactions but also for anomaly detection and
early identification of risks (Ahmed & Japee, 2025; Lotfy, 2026; Ka-
buye et al., 2017).

Although digital evidence enhances the scope and efficiency of audit
procedures, it also gives rise to specific risks concerning reliability,
confidentiality, and regulatory compliance. Data integrity represents
a primary concern, particularly when system records are susceptible
to alteration, audit logs may be deleted, or user authorization controls
are inadequately designed. Under such conditions, the credibility and
auditability of digital evidence may be significantly compromised.
Moreover, the use of datasets containing personal data, commercially
sensitive information, or confidential financial records requires strict
attention to data privacy and confidentiality. Access to such infor-
mation should be limited through appropriate authorization proto-
cols and supported by secure data transmission processes. In cloud-
based systems, further consideration should be given to the physical
location of data storage, the applicable data protection framework,
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and the adequacy of the cloud service provider’s security controls
(Saat et al., 2025; Ahmed & Japee, 2025; Ayoub et al., 2025).

Digitalization has also changed the timing of audit evidence. While
evidence in traditional audits is mostly collected after the period, dig-
ital systems allow for the production of evidence in real-time or near
real-time. Continuous auditing and continuous monitoring practices
make it possible to collect audit evidence not only retrospectively but
also simultaneously. As highlighted by ISACA, continuous auditing
and monitoring practices in the digital transformation environment
support the timely monitoring of risks and the real-time collection of
audit evidence (Guliyeva & Gaziyeva, 2025; Stepanyan, 2023).

Artificial intelligence and machine learning tools are also used in the
evaluation of digital audit evidence. These tools can identify hidden
patterns, unusual transactions, and high-risk records within large da-
tasets. However, Al outputs alone should not be considered as the
final audit evidence. The auditor should evaluate algorithmic results
within the framework of professional skepticism, considering the
model’s data source, assumptions, explainability, and margin of error.
XAl-focused studies also emphasize that traditional black-box Al sys-
tems pose problems in the audit context; it is necessary for auditors
not only to reach the correct conclusion but also to justify this con-
clusion to regulatory authorities, clients, and other stakeholders
(Lotty, 2026; Ahmed & Japee, 2025).

Explainable Al makes a significant contribution to the interpretation
of digital audit evidence. XAl strengthens the transparency, traceabil-
ity, accountability, and auditability features of algorithmic decisions.
Especially when analyzing cybersecurity risks, fraud indicators, or
complex transaction flows, the auditor’s ability to interpret the results
generated by Al is crucial.

It is necessary to understand why the generated risk score was
formed. This shows that digital evidence is not merely a technical out-
put, but an element of evaluation integrated into professional judg-
ment (Lotfy, 2020).
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In digital audit environments, the strength of audit evidence depends
on a chain of reliability that extends from data generation to audit
interpretation. Evidence obtained from digital systems should there-
fore be evaluated in relation to the credibility and security of its
source, the controls embedded in the system from which it is ex-
tracted, and the integrity of the processes through which it is ana-
lyzed. The analytical techniques and technological tools used by the
auditor should also be assessed, since inappropriate processing meth-
ods may weaken the reliability of otherwise relevant data. Equally im-
portant is the auditor’s role in interpreting digital outputs through
professional judgment and documenting the rationale behind the
conclusions reached. Accordingly, the mere availability of data is in-
sufficient for audit purposes. Digital evidence can support robust au-
dit conclusions only when it is reliable, complete, traceable, explaina-
ble, and verifiable within an auditable control framework (Lotfy,
2026; Ahmed & Japee, 2025; Eklov Alander & Holmgren Caicedo,
2020).

3.3. Data-Driven Auditing

Data-driven auditing is one of the most significant areas of transfor-
mation in audit methodology in the digital age. While the traditional
audit approach largely relies on sampling, manual document review,
and periodic control tests; data-driven auditing refers to a more com-
prehensive audit approach conducted with the analysis of large da-
tasets, full population tests, anomaly detection, process mining, Al-
assisted risk scoring, and visualization tools (Ahmed & Japee, 2025;
Betti & Sarens, 2021; Ayoub et al., 2025).

With digitalization, the volume of data produced by businesses has
rapidly increased. Betti and Sarens state that the volume of digital
content is growing very rapidly on a global scale and that businesses
are restructuring their strategies to adapt to this new digital business
environment (Betti & Sarens, 2021). This transformation has ex-
panded the methodological scope of internal audit. The function is
now expected to move beyond limited document-based testing and
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develop the capacity to analyze large datasets, evaluate risks arising
from digital systems, and provide assurance through technology-sup-
ported audit methods (Daidj, 2022; Ishaku et al., 2023).

One of the most important contributions of data-driven auditing is
full population testing. In traditional auditing, auditors select a sample
from the transaction universe due to time and resource constraints.
However, thanks to ERP systems, data analytics software, and auto-
mated testing tools, the entire transaction universe can be analyzed.
This method reduces the risk of traditional sampling and increases
the probability of detecting unusual transactions. In the context of
digital transformation, the fact that ERP systems aggregate financial
transactions on a single platform offers auditors the opportunity to
directly extract and analyze large datasets; thanks to automated tests
and full population analyses, indicators of errors and fraud can be
detected more effectively (Guliyeva & Gaziyeva, 2025; Ahmed &
Japee, 2025; Lotty, 20206).

Data analytics not only allows auditors to veritfy transactions but also
enables them to prioritize risks and more accurately define the scope
of the audit. For example, different suppliers with the same IBAN in
supplier payments, unusual entries made on weekends or outside
working hours, transaction changes made by unauthorized users,
rounded-amount payments, subprime split purchases, or unexpected
inventory movements can be identified using data analytics. Such
analyses direct the auditor’s attention to high-risk transaction clusters
(Ahmed & Japee, 2025; Ayoub et al., 2025; Kabuye et al., 2017).

Artificial intelligence and machine learning are taking data-driven au-
diting to a more advanced stage. Al can identify patterns and relation-
ships in large datasets that are difficult for the human eye to detect.
Furthermore, risk prediction models can be developed using past
events, transaction characteristics, and control results. In the digital
audit literature, it is stated that artificial intelligence and advanced data
analytics transform auditing from retrospective verification to contin-
uous and predictive assurance. Auditing is no longer limited to check-
ing whether past transactions have been correctly recorded; it has
gained the function of anticipating emerging risks, detecting real-time
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anomalies, and generating proactive intervention recommendations
(Lotty, 2026; Ahmed & Japee, 2025; Ishaku et al., 2023).

Another dimension of data-driven auditing is process mining. Process
mining reveals the actual process flow by analyzing the transaction steps
recorded in the company’s information systems. Thus, the differences
between the process defined in written procedures and the process ac-
tually implemented can be seen. For example, whether approval steps
were skipped in the purchasing process, whether pre-payment goods re-
ceipt control was performed, or whether authorization limits were ex-
ceeded can be analyzed with process mining. This method contributes
to identifying gaps between control design and control implementation
(Guliyeva & Gaziyeva, 2025; Daidj, 2022).

Data-driven auditing also improves audit quality. A systematic litera-
ture review indicates that advanced data analytics improves the accu-
racy, reliability, and timeliness of audit results through full population
testing, real-time monitoring, and anomaly detection (Ahmed &
Japee, 2025). This finding demonstrates that data-driven auditing is
not merely the use of a technological tool, but a structural transfor-
mation of the audit methodology that enhances its assurance level.
However, data-driven auditing also has some limitations. The reliabil-
ity of digital audit procedures is closely linked to the condition of the
datasets on which they are based. When data is incomplete, inaccu-
rate, inconsistent, or collected in different formats, analytical proce-
dures may produce results that do not accurately reflect the underly-
ing transactions or risks. In Al-assisted audit processes, another im-
portant concern is the possibility that models may reproduce or am-
plify weaknesses embedded in historical data. For example, models
trained on biased, incomplete, or incorrectly classified data may gen-
erate distorted risk assessments and lead to misleading audit interpre-
tations. These risks indicate that auditors should not rely on digital
outputs mechanically. Instead, they need sufficient competence in
data analytics, statistics, information systems, and cybersecurity to
question, validate, and interpret technology-based audit evidence
within the specific context of the audit engagement.
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The study findings indicate that in the digital age, auditors need tech-
nical competencies in artificial intelligence, analytics, and cybersecu-
rity in addition to traditional audit knowledge; they also need skills
such as ethical reasoning, communication, and compliance (Ahmed
& Japee, 2025; Ayoub et al., 2025; Saat et al., 2025).

In data-driven auditing, professional skepticism becomes even more
important. The auditor should not mechanically accept the results
produced by analytical tools; they should evaluate the data source,
model assumptions, exception criteria, and the meaning of the analy-
sis results in the company context. The XAI approach gains im-
portance at this point. Explainable artificial intelligence helps the au-
ditor integrate the Al output with professional reasoning by showing
why algorithmic risk scores are generated (Lotfy, 2026; Ekl6v Alander
& Holmgren Caicedo, 2026).

In this context, data-driven auditing moves the audit function to a
more proactive, analytical, and strategic structure in the digital age.
However, for this transformation to be healthy, data governance, sys-
tem access controls, model validation, ethical use principles, and au-
ditor competencies must be considered together. Otherwise, data-
driven auditing may risk generating false assurances instead of im-
proving audit quality (Lotfy, 2026; Ahmed & Japee, 2025; Fang et al.,
2025).

3.4. Continuous Auditing and Continuous Monitoring

Continuous auditing and continuous monitoring refer to the evolu-
tion of audit methodology from a periodic structure to a real-time
structure in the digital age. While controls and processes are examined
at the end of specific periods in traditional auditing, digital systems
allow transaction data, control indicators, and risk signals to be analyzed
simultaneously or at short intervals. This change enables the audit func-
tion to work proactively rather than reactively (Guliyeva & Gaziyeva,
2025; Stepanyan, 2023; Ahmed & Japee, 2025).

With digital transformation, traditional end-of-period audits have be-
come insufficient. Transaction volumes have increased in businesses,
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processes have become automated, data flows have accelerated, and
cyber risks can have an immediate impact. Therefore, audits con-
ducted only at the end of the year may not be sufficient to detect risks
in a timely manner. Since digital systems enable real-time data analy-
sis, businesses can detect risks earlier and take necessary precautions
faster. It is stated that significant risks can grow unnoticed and lead
to serious problems if continuous monitoring is not carried out (Gu-
liyeva & Gaziyeva, 2025; Lotfy, 2020).

Continuous auditing refers to the systematic application of audit pro-
cedures at specific intervals or with automated triggers. Continuous
monitoring, on the other hand, is the regular monitoring of process
performance, control indicators, and risk signals by management and
controllers. From an internal audit perspective, these two concepts
complement each other. While management monitors the function-
ing of controls through continuous monitoring, internal auditing eval-
uates the effectiveness and reliability of these monitoring mechanisms
through continuous auditing (Stepanyan, 2023; Ahmed & Japee,
2025; Daidj, 2022).

Risk indicators, control indicators, and automated alert mechanisms
are at the core of continuous auditing practices. For example, exceed-
ing authorization limits, high-value manual entries, duplicate pay-
ments, unusual user access, unexpected decreases in stock levels, in-
creases in canceled sales invoices, or off-system correction entries can
generate automated alerts. These alerts enable the audit function to
initiate a rapid review of the relevant transaction or process (Ahmed
& Japee, 2025; Stepanyan, 2023; Ayoub et al., 2025).

Stepanyan’s study states that the digitally prioritized internal audit
function uses agile internal audit and continuous audit methodolo-
gies; data correlation and real-time big data analytics make internal
audit functions more proactive in identifying potential control failures
(Stepanyan, 2023). In this approach, past events, operational losses,
near misses, and current control indicators are evaluated together to
generate predictions about the probability of the risk occurring in the
future. One of the important advantages of continuous audit is that
it increases the timeliness of audit findings. While a control failure
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may be detected months later in traditional auditing, the same failure
can be detected quickly in a continuous audit system. This is particu-
larly critical in risks such as financial loss, fraud, cyber attack, or non-
compliance with regulations. In digital twin and XAlI-based audit ap-
proaches, real-time assurance, continuous monitoring, predictive risk
simulation, and interpretable decision support are also prominent
(Lotty, 2026; Ishaku et al., 2023).

Continuous auditing is also important in terms of cybersecurity assur-
ance. In digitized businesses, data integrity, system continuity, access
security, and algorithmic transaction reliability are key risk areas. In
XAl-supported digital twin audit frameworks, cyberattack scenarios
can be simulated to evaluate the effectiveness of controls, data integ-
rity, and their impact on audit risk. Such approaches allow the auditor
not only to examine past events but also to assess the impact of po-
tential attack or disruption scenarios in advance (Lotfy, 2026; Saat et
al., 2025).

Continuous auditing and monitoring practices also change the report-
ing approach. While traditional audit reports are mostly prepared in
specific periods and as long documents, dynamic dashboards, risk
scores, automated alerts, and visual reports are used more frequently
in the digital age. Stepanyan states that in digitally-first businesses,
hundreds of pages of physical reports are not compatible with the
core values of the digital age; instead, dynamic continuous reporting
methods with escalation based on the severity of events and risk dash-
boards prepared with visualization tools such as Tableau or Power Bl
can be used (Stepanyan, 2023).

However, continuous auditing does not mean that all audits should
become fully automated. The auditor’s professional judgment, ability
to assess the control environment, and ability to interpret findings
within the company context are still central. Automated systems can
generate risk signals; however, the auditor should assess whether this
signal points to a genuine control deficiency, system error, indication
of fraud, or a change in routine business practices (Lotfy, 2026; Ah-
med & Japee, 2025; Eklov Alander & Holmgren Caicedo, 2020).
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There are certain prerequisites for establishing continuous audit and
monitoring systems. These include a reliable data infrastructure, ERP
or similar integrated systems, clear authorization matrices, regular log-
ging, data quality controls, accurate design of risk indicators, audit
analytics tools, and a qualified auditor staff. In addition, risks such as
data privacy, unauthorized monitoring, algorithmic bias, and false
alarm generation should also be considered in continuous audit sys-
tems (Ahmed & Japee, 2025; Saat et al., 2025; Ayoub et al., 2025).

In conclusion, continuous audit and continuous monitoring trans-
form the internal audit function from a periodic control mechanism
to a strategic structure that provides continuous assurance in the dig-
ital age. This approach supports eatly detection of risks, rapid reme-
diation of control deficiencies, real-time collection of audit evidence,
and more timely decision-making by management. However, an ef-
fective continuous audit system depends on a balanced integration of
technology and professional judgment (Stepanyan, 2023; Lotfy, 2026;
Betti & Sarens, 2021).

3.5. Digital Working Papers and Documentation

The final important dimension of audit methodology in the digital age
is the working paper and documentation process. Working papers are
fundamental tools that document the auditot’s work, collected evi-
dence, applied procedures, conclusions reached, and professional
judgment. While in traditional auditing, working papers mostly con-
sist of physical files, manual checklists, and separately stored docu-
ments; in a digital audit environment, working papers are created in-
tegrated with electronic platforms, cloud-based file systems, audit
management software, automated referencing, digital signatures, data
links, and dashboards (Stepanyan, 2023; Guliyeva & Gaziyeva, 2025;
Daidj, 2022).

One of the most important contributions of digital working papers is
traceability. In the audit process, it can be recorded on the system
which procedure was applied by whom, when, using which data
source, and with what result. This is important for both quality
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assurance reviews and post-audit review processes. Furthermore, dig-
ital working papers allow for the comparison of current period anal-
yses with previous period audit findings, monitoring of control vul-
nerabilities, and tracking of action plans (Stepanyan, 2023; Lotfy,
2026; Ahmed & Japee, 2025).

Digital documentation increases audit efficiency. Routine data collec-
tion, updating process flows, preparation of preliminary analysis re-
ports, and completion of standard working paper sections can be au-
tomated. The added resources state that thanks to digital innovations,
audit process flows and documentation can be automatically updated,
strategic analysis reports can be automatically generated during the
planning phase, and technologies such as RPA can perform routine
planning tasks such as data collection, process mapping, and prelimi-
nary report preparation (Ahmed & Japee, 2025; Stepanyan, 2023;
Ishaku et al., 2023).

Digital working papers also facilitate teamwork. Especially in remote
audits, multi-location audits, and international group audits, cloud-
based working environments allow audit teams to work simultane-
ously on the same files. Auditors can share electronic documents,
conduct interviews online, and record comments and review notes on
the system. Digital planning resources state that cloud technologies
offer auditors secure remote access to the audited entity’s databases,
electronic document sharing, and video conferencing capabilities; this
reduces audit costs and time while increasing continuous monitoring
capacity (Guliyeva & Gaziyeva, 2025; Saat et al., 2025; Betti & Sarens,
2021).

The use of digital working papers creates important control obliga-
tions in relation to access management, document integrity, and in-
formation security. Since audit documentation may include confiden-
tial financial records, operational data, and other sensitive organiza-
tional information, access rights should be restricted according to
clearly defined roles and responsibilities. This ensures that audit per-
sonnel can access only those files that fall within the scope of their
assigned duties. Moreover, version control mechanisms are necessary
to maintain the reliability and audit trail of working papers. Revisions

54



Chapter 3: Audit Methodology in the Digital Age

should be systematically logged by identifying the user who made the
change, the date of modification, and the nature of the update. From
an information security perspective, digital working paper systems
should also incorporate safeguards such as encryption, secure back-
ups, multi-factor authentication, and secure data transfer protocols to
reduce the risk of unauthorized access, data loss, or information leak-
age (Saat et al., 2025; Ahmed & Japee, 2025; Ayoub et al., 2025).

Another dimension of digital documentation is dynamic reporting.
While findings in traditional audit files are often reported at the end
of the period, digital platforms allow for real-time monitoring of the
status of the finding, the level of risk, the responsible unit, the target
date, and the status of the action. Stepanyan’s study states that in dig-
itally prioritized internal audit functions, dynamic continuous report-
ing methods with escalation based on importance should be adopted
instead of physical and lengthy reports; and that visualizing clear find-
ings and risk levels with tools such as Tableau or Power BI is con-
sistent with the digitalization journey of internal audit (Stepanyan,
2023).

Agile audit methodologies also strengthen the use of digital working
papers. Through Scrum or Kanban boards, the stages of the audit
task, those responsible, the completion status, and pending tasks can
be tracked. Thus, audit progress can be seen not only by the audit
team but also by management and audited entities at the appropriate
level of authority. This approach increases transparency, communica-
tion, and accountability in the audit process. Stepanyan notes that
Scrum/Kanban dashboards provide a unified view of audit progress
and enable greater participation of audited parties in the process (Ste-
panyan, 2023; Ekl6v Alander & Holmgren Caicedo, 2020).

Digital working papers are also important in terms of audit quality.
Standardized templates, automated checklists, mandatory fields, elec-
tronically controlled documents are important. Digital approval flows
and quality review notes enhance the completeness of the audit file.
However, digital documentation should not only serve the function
of document storage. A good digital working paper should clearly
show the procedure followed by the auditor, the data source used, the

55



Internal Audit in the Digital Age

findings reached, the risk assessed, and the conclusion reached. In
other words, digitalization does not automatically make weak docu-
mentation strong; it only improves audit quality when combined with
a well-designed methodology (Stepanyan, 2023; Ahmed & Japee,
2025; Daidj, 2022).

At this point, the principles of explainability and auditability are par-
ticularly important. When artificial intelligence, data analytics, or au-
tomated control tests are used, working papers should document not
only the results but also the model used, the dataset, the filtering cri-
teria, the exception rules, and how the auditor evaluated these results.
The XAI approach emphasizes that algorithmic outputs should be
transparent, traceable, accountable, and auditable (Lotfy, 20206). This
principle demonstrates that digital working papers are not merely a
place to store technical outputs, but a fundamental evidence space
where audit reasoning is documented. Consequently, digital working
papers and documentation are not a complementary but a central el-
ement in the digital transformation of audit methodology. All pro-
cesses, from audit planning to evidence gathering, data analysis to
continuous monitoring, findings tracking to reporting, are supported
by digital documentation. An effective digital documentation system
should be traceable, secure, standardized, dynamic, explainable, and
support audit quality (Stepanyan, 2023; Lotfy, 2026; Ahmed & Japee,
2025).

Chapter Summary

This section discusses the transformation of audit methodology in the
digital age. It emphasizes that the traditional approach of document
review and periodic checks has been replaced by a risk-focused, data-
driven, continuous, and technology-integrated audit approach. It ex-
plains that risk-based auditing planning is no longer based solely on
static annual plans, but on continuously updated risk indicators and
data analytics.

The section also evaluates digital audit evidence, data-driven auditing,
continuous auditing, continuous monitoring, and digital working
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papers. It notes that digital audit evidence consists more of system
records, transaction logs, electronic approval flows, and database out-
puts than physical documents. It states that data-driven auditing ena-
bles full population analysis instead of sampling, anomaly detection,
and Al-assisted risk assessment.

It highlights that continuous auditing and continuous monitoring
practices transform the audit function from a retrospective control
mechanism to a strategic structure providing real-time assurance. Fi-
nally, it explains that digital working papers and documentation con-
tribute to the traceable, secure, explainable, and auditable conduct of
the audit process.

In conclusion, this section demonstrates that the fundamental aim of
audit methodology in the digital age is not to replace the auditor’s
professional judgment with technology, but to use it in a way that
makes the audit process faster, more evidence-based, continuous, and
strategic. Therefore, a successful digital audit approach must consider
the use of technology together with the auditor’s professional skepti-
cism, ethical considerations, and analytical thinking skills.
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Chapter 4 — Internal Control Systems in
Digital Organizations

Introduction

In digital organizations, internal control systems are evolving beyond
the traditional manual control approach into a technology-supported,
data-driven, and continuously monitorable structure. ERP systems,
automated controls, Al-powered analytics, digital approval work-
flows, and real-time monitoring mechanisms are making the control
environment of businesses more dynamic and integrated.

This section examines the internal control structure in digital organi-
zations based on the COSO framework; it explains automated con-
trols, preventive and detective controls, and the separation of duties
in ERP systems. The aim of this section is to evaluate how digitaliza-
tion is transforming internal control systems and what new control
areas it is creating from an internal audit perspective.

4.1. COSO Framework in Digital Organizations

In digital organizations, internal control systems have expanded be-
yond their traditional focus on the accuracy of financial transactions
and have become an integrated governance mechanism that supports
operational efficiency, data security, regulatory compliance, cyber risk
management, real-time monitoring, and managerial decision-making.
Within this transformation, the COSO framework remains a central
reference model for designing and evaluating internal control sys-
tems. COSO conceptualizes internal control as a process that pro-
vides reasonable assurance regarding the achievement of operational,
reporting, and compliance objectives, and organizes this process
around five interrelated components: control environment, risk as-
sessment, control activities, information and communication, and
monitoring activities (Batte, 2025; Huang, 20206). The related literature
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also indicates that COSO offers a flexible structure for evaluating in-
ternal control systems in technology-intensive environments, partic-
ularly in processes shaped by ERP systems, artificial intelligence, au-
tomation, and information technologies.

The control environment forms the foundation of internal control in
digital organizations because it reflects organizational culture, ethical
values, management’s control awareness, accountability, and commit-
ment to responsible governance before technological tools are con-
sidered. Even the most advanced ERP systems, artificial intelligence
applications, or automated workflows cannot provide sufficient as-
surance if they operate within a weak control environment. Issues
such as access rights, segregation of duties, approval mechanisms, and
the monitoring of control exceptions ultimately depend on manage-
ment’s attitude toward control and the organization’s accountability
culture. Batte emphasizes that the control environment, through the
“tone at the top,” shapes ethical values, personnel competence, and
management’s operating style, thereby supporting operational, re-
porting, and compliance objectives (Batte, 2025). Espinosa-Jaramillo
similarly highlights the importance of organizational culture and eth-
ical orientation in the functioning of internal control systems in digital
settings (Espinosa-Jaramillo, 2024).

Risk assessment has also become more dynamic as organizations in-
creasingly rely on digital systems and real-time data. In traditional
structures, risk assessment is often based on periodic reviews, previ-
ous audit findings, and managerial experience. In digital organiza-
tions, however, risks can be evaluated through transaction data, user
behavior, system logs, real-time records, and external environmental
indicators. This changes risk assessment from a static identification
exercise into a continuous and data-supported process. Mo argues
that digital transformation affects internal control quality through the
COSO components by automating risk assessment, making control
activities more intelligent, increasing transparency in monitoring, and
strengthening information sharing (Mo, 2023). In this respect, risk
assessment in digital organizations involves not only identifying risks
but also monitoring them algorithmically, linking them to early warn-
ing mechanisms, and using risk indicators to inform control design.
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Control activities represent one of the areas where the impact of digital-
ization is most visible. Approvals, authorizations, reconciliations, segtre-
gation of duties controls, access restrictions, transaction limits, exception
reports, system validations, and automated alerts are all examples of con-
trol activities that can be embedded into digital systems. In contempo-
rary organizations, these controls are increasingly performed through
system rules, automated workflows, and ERP-based control points ra-
ther than through manual procedures alone. Batte states that control ac-
tivities support the implementation of management directives through
policies and procedures such as approvals, verifications, reconciliations,
and segregation of duties. In modern control environments, tools such
as blockchain, automated workflows, and system-based approval mech-
anisms can strengthen the real-time operation of these controls (Batte,
2025). However, the existence of automated controls does not by itself
guarantee effectiveness; the control logic must be properly designed,
aligned with relevant risks, and periodically reviewed.

The information and communication component has also gained
broader significance in digital organizations. It no longer refers only
to formal reporting, but also to the timely, accurate, accessible, relia-
ble, and relevant transmission of information to appropriate users.
ERP systems, data warehouses, automated dashboards, reporting
tools, and control panels support management’s decision-making
processes while also facilitating the early identification of control de-
ficiencies. Batte notes that ERP systems and automated dashboards
improve organizational communication and enable data-driven deci-
sion-making (Batte, 2025). Accordingly, information and communi-
cation in digital internal control systems include not only the produc-
tion of reports but also the communication of control exceptions, the
dissemination of control awareness, and the capacity of management
to respond quickly to emerging issues.

Monitoring activities have become more effective with the develop-
ment of continuous monitoring and continuous auditing approaches.
In traditional control structures, monitoring is often associated with
periodic internal audit reviews or management evaluations. In digital
organizations, however, transaction data, user activities, authorization
changes, system errors, and unusual transaction patterns can be
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monitored on an ongoing basis. Digital monitoring tools can identify
control weaknesses, generate exception reports, and send automatic
notifications to responsible managers, thereby supporting timely cor-
rective action. Batte states that AI-powered monitoring tools can con-
tinuously evaluate control effectiveness and produce real-time anom-
aly alerts (Batte, 2025). This indicates that monitoring in digital or-
ganizations should not be limited to the existence of system-gener-
ated records; it should also involve the systematic analysis of these
records and their integration into corrective and preventive control
actions.

Overall, the COSO framework remains highly relevant in digital or-
ganizations because it allows internal control to be evaluated as a mul-
tidimensional governance system rather than as a narrow set of finan-
cial controls. The effectiveness of internal control in digital environ-
ments depends on the interaction between ethical culture, dynamic
risk assessment, propetrly designed automated controls, reliable infor-
mation flows, and continuous monitoring. Therefore, digitalization
should not be viewed as a substitute for internal control. Instead, it
should be understood as a factor that changes how internal controls
are designed, operated, tested, and improved.

Therefore, in digital organizations, the COSO framework should be
considered not as a static checklist, but as a dynamic internal control
architecture that combines technological infrastructure with govern-
ance principles. Huang’s work on the artificial intelligence industry
also shows that the COSO components do not work independently
but interact with each other; in particular, the relationship between
the control environment, information and communication, risk as-
sessment, and monitoring activities is decisive for internal control ef-
fectiveness (Huang, 2020).

4.2. Automated Controls

Automated controls are one of the most critical elements of internal
control systems in digital organizations. These controls refer to veri-
fication, limitation, approval, matching, warning, record keeping, and
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reporting mechanisms performed by the system without the need for
manual human intervention. The main purpose of automated con-
trols is to reduce the risk of errors and fraud, increase transaction
reliability, standardize control practices, and provide management
with access to real-time information.

Digitalization has moved internal control systems from manual and
paper-based practices toward automated processes for data collec-
tion, analysis, reporting, and monitoring. Boubouh and Ghanim state
that digitalization modernizes internal control systems through auto-
mated solutions that enable faster and more accurate data collection,
analysis, and communication. They also emphasize that technologies
such as artificial intelligence, advanced data analytics, and blockchain
support anomaly detection, improve transaction security, and en-
hance the quality of information used in decision-making processes
(Boubouh & Ghanim, 2025).

One important area of this transformation is the use of input controls
in electronic accounting systems. These controls allow the system to
check whether entered data complies with predefined rules regarding
format, amount, date, account code, document number, and manda-
tory fields. Dhahir, Qassim, and Abbas underline the importance of
automatic data validation, number-date-amount checks, prevention
of duplicate entries, and completion of mandatory fields in detecting
and correcting errors in electronic accounting data processing envi-
ronments (Dhahir, Qassim, & Abbas, 2025). Such controls reduce the
likelihood that inaccurate, incomplete, or duplicate financial data will
enter the system and thereby strengthen the reliability of subsequent
reporting processes.

Automated controls are also widely used in workflow and approval
processes. In ERP environments, transactions such as purchase re-
quests, payment orders, invoice recording, inventory withdrawals,
and payroll processing can be routed automatically according to pre-
defined authorization levels. This structure helps ensure that transac-
tions are processed by authorized personnel and remain within ap-
proved limits. Shakkur notes that the automation of routine pro-
cesses, including data entry, approvals, and reconciliations, reduces
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the risk of error and enables organizational resources to be directed
toward more complex tasks (Shakkur, 2023).

Access controls constitute another essential component of automated
internal control in digital organizations. Through usernames, pass-
words, multi-factor authentication, role-based authorization, transac-
tion limits, and system logs, organizations can define which users may
access specific modules, datasets, and transaction functions. In ERP
systems, these controls support segregation of duties by combining
access restrictions with approval workflows, thereby reducing the risk
of unauthorized activity, error, or fraud (Shakkur, 2023).

Exception and anomaly controls further enhance the effectiveness of
digital internal control systems, particularly in organizations with high
transaction volumes. These controls can automatically identify unu-
sual transaction amounts, records created outside normal working
hours, payments exceeding predetermined thresholds, repeated pay-
ments to the same bank account, or violations of authorization rules.
In the General Motors example, Shakkur explains that ERP systems
can flag transactions that exceed a specified threshold or breach a de-
fined rule for internal control review (Shakkur, 2023). This type of
automated detection allows organizations to identify control devia-
tions more rapidly than would be possible through purely manual re-
view.

Audit trail controls also play a central role in digital control environ-
ments. In digital systems, log records make it possible to trace who
performed a transaction, when it was performed, under which author-
ity, based on which prior data, and with what type of modification.
These records are critical for investigating control deficiencies, eval-
uating fraud indicators, and demonstrating compliance with legal or
regulatory requirements. ERP systems support this function by
providing audit trails for transactions and system activities, thereby
contributing to the monitoring of data changes, the identification of
potential control issues, and the documentation of regulatory compli-
ance (Shakkur, 2023).

However, the mere presence of automated controls does not guaran-
tee internal control effectiveness. Automated controls can function
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properly only when system rules are appropriately designed, authori-
zation matrices are kept current, user access rights are reviewed peri-
odically, system changes are managed under controlled procedures,
and automated alerts are actively followed up. Otherwise, automated
controls may become formal mechanisms that appear to exist in the
system but fail to reduce the relevant risks in practice. For this reason,
automated controls should be evaluated in connection with COSO’s
risk assessment, control activities, information and communication,
and monitoring components.

4.3. Preventive and Detective Controls

In internal control systems, controls can generally be classified as pre-
ventive, detective, and in some cases, corrective/compensatory con-
trols. This distinction is even more important in digital organizations
because systems can prevent errors before a transaction occurs, detect
errors after the transaction, or reduce control weaknesses through
compensatory mechanisms.

Preventive controls aim to prevent risk before errors, fraud, unau-
thorized transactions, or violations of regulations occur. For example,
checking user authorization before a transaction, limiting payment
limits by the system, preventing registration without filling in manda-
tory fields, preventing duplicate invoice entries, enforcing separation
of duties rules by the system, and preventing payments without ap-
proval are examples of preventive controls. In the study by Dhahir,
Qassim, and Abbas, automatic data validation, date-amount verifica-
tion, preventing duplicate data entry, and filling in mandatory fields
are listed among the basic control methods used in electronic envi-
ronments (Dhahir et al., 2025).

The power of preventive controls in digital systems stems from the
fact that the control is embedded in the transaction flow. In manual
environments, it is possible for employees to skip, forget, or incor-
rectly apply control procedures. In contrast, system-based preventive
controls can prevent a process from proceeding unless it meets cer-
tain conditions. For example, the system may prohibit an unauthorized
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user from changing a supplier’s bank account; payments exceeding a
certain amount may not be processed without second approval; or
the creation of a second entry with the same invoice number may be
prevented. In this respect, preventive controls reduce the likelihood
of errors and fraud in digital organizations.

Detective controls, on the other hand, are controls aimed at identify-
ing errors or nonconformities after they occur. Reconciliations, ex-
ception reports, log reviews, unusual transaction analyses, budget-ac-
tual comparisons, audit trail analyses, daily compliance reports, and
system alerts are among the detective controls. Dhahir, Qassim, and
Abbas describe real-time process monitoring, discrepancy and devia-
tion detection, exception reports, daily compliance reports, error re-
potts, and trend/deviation analyses as important components of in-
ternal control systems in the context of electronic financial statements
(Dhahir et al., 2025).

Detective controls become particularly important when preventive
controls are bypassed, poorly designed, or insufficient. For example,
a user may have acted within their authorization limits, but the trans-
action amount, transaction time, or counterparty relationship may be
unusual. In this case, the system needs to generate real-time alerts or
signal the auditor with periodic exception reports. Boubouh and Gha-
nim state that artificial intelligence and machine learning technologies
can analyze large amounts of data in real time to detect anomalies or
suspicious behavior, thereby strengthening fraud prevention and de-
tection processes (Boubouh & Ghanim, 2025).

Corrective controls, on the other hand, aim to remedy the detected
error or control deficiency. Identifying the source of the error, re-
cording the correction, informing responsible parties, updating the
system rule, and designing additional controls to prevent recurrence
are all within the scope of corrective controls. Dhahir, Qassim, and
Abbas describe corrective actions in the electronic financial data en-
vironment as identifying the source of the error and documenting the
corrective actions (Dhahir et al., 2025).

In digital organizations, the strongest internal control structure is one
where preventive and detective controls work together. Relying solely
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on preventive controls is insufficient because system rules may be
poorly defined, authorizations may be incorrectly granted, or new
risks may arise. Similarly, relying solely on detective controls is inad-
equate because even if errors or fraud are detected after they have
occurred, financial, operational, or reputational damage may have al-
ready taken place. Therefore, the ideal approach in digital internal
control systems is a combination of automated blocking before the
transaction, real-time monitoring during the transaction, and excep-
tion analysis after the transaction.

4.4. Separation of Duties in ERP Systems

Separation of duties is one of the most fundamental principles of in-
ternal control systems. This principle aims to prevent the same person
from performing critical stages such as initiating, approving, record-
ing, protecting assets, and reconciling a transaction. The main goal is
to reduce the possibility of a single person making a mistake or com-
mitting fraud and concealing it. In ERP systems, separation of duties
becomes more complex than a manual organizational structure be-
cause it is no longer just about job descriptions, but also about system
roles, user permissions, module access, approval flows, and transac-
tion limits.

ERP systems bring together different business functions on a single
database and integrated system. This structure increases data integrity
in processes such as finance, accounting, purchasing, inventory, hu-
man resources, and production. However, it can also increase the risk
of separation of duties if incorrect authorization is given. According
to Shakkur, ERP systems increase operational efficiency, provide data
visibility, and strengthen financial management processes by integrat-
ing business functions into a single system (Shakkur, 2023). However,
this integrated structure requires strong access control and separation
of duties design. In ERP systems, separation of duties controls are
generally established through role-based access management. Each
user should only be assigned the permissions they need to perform
their task. For example, an employee creating a purchase request
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should not have the authority to open a supplier card, approve pay-
ments, or change bank information. Similarly, a user who records in-
voices should not be able to create and approve payment orders
alone, creating a weak control. Shakkur’s study states that ERP sys-
tems support separation of duties by providing access controls and
approval workflows, and reduce the risk of errors or fraud by pre-
venting a single person from having excessive control over a particu-
lar process (Shakkur, 2023).

Segregation of duties in ERP systems can be strengthened through a
structured authorization governance process that begins before ac-
cess rights are assigned and continues throughout the system’s use.
This process should initially involve documenting business work-
flows, identifying sensitive or high-risk activities, determining combi-
nations of duties that may create control conflicts, and developing a
role-based authorization matrix. Once this structure is established,
user access should be granted only within the boundaries of approved
roles, while exceptional or temporary permissions should be time-
limited and subject to appropriate review. Transactions with signifi-
cant financial or operational implications should also be supported by
layered approval mechanisms. The effectiveness of segregation of du-
ties controls depends not only on initial design but also on continuous
oversight. Therefore, access rights should be reviewed periodically,
permissions of departing employees should be removed without de-
lay, changes in job responsibilities should be reflected in the ERP sys-
tem, and detected SoD conflicts should be reported and addressed in
a timely manner.

In small businesses or organizations with limited personnel, it may
not always be possible to fully ensure separation of duties. In this
case, compensatory controls come into play. Adeboye, Ifeanyi, and
Labisi state that in situations where separation of duties cannot be
implemented due to personnel shortages, compensatory controls
such as owner-level approvals, external accountant reviews, auto-
mated audit trails, and system alerts can be used (Adeboye, Ifeanyi, &
Labisi, 2021). This approach is also valid for digital organizations. Es-
pecially in small and medium-sized enterprises, the lack of separation
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of duties can be reduced with system-based approvals, real-time transac-
tion alerts, and regular independent reviews.

A significant portion of separation of duties violations in ERP sys-
tems stem from managerial, not technical, reasons. Granting users
excessive privileges to “speed things up,” failing to revoke privileges
from previous roles, allowing unlimited access for administrative us-
ers, or the uncontrolled use of emergency privileges all increase these
risks. Therefore, separation of duties in an ERP environment is not
solely the responsibility of the I'T department; it is a shared responsi-
bility of internal audit, accounting, finance, human resources, process
owners, and senior management.

4.5. Control Deficiencies in Digital Systems

In digital systems, control deficiencies differ from traditional control de-
ficiencies in that they have both process and technology dimensions.
While control deficiencies in manual environments mostly manifest as
lack of approval, insufficient documentation, lack of reconciliation, or
breaches of division of labor; in digital systems, additional risks such as
authorization matrix errors, system configuration deficiencies, weak
password policies, lack of log record monitoring, data integrity issues,
algorithmic errors, cybersecurity vulnerabilities, and pootly designed au-
tomated controls are observed.

Although digital technologies can significantly strengthen internal con-
trol systems, their use also introduces new layers of complexity. Bou-
bouh and Ghanim argue that digital technologies contribute to internal
control by reducing human error, accelerating control processes, and en-
abling real-time monitoring. However, they also create challenges related
to data security, privacy, technological incident management, implemen-
tation costs, and organizational resistance to change (Boubouh & Gha-
nim, 2025). Therefore, the mere adoption of technology in a digital con-
trol environment should not be interpreted as evidence of a strong in-
ternal control system. The effectiveness of digital controls depends on
how appropriately they are designed, configured, monitored, and inte-
grated into the broader governance structure.

71



Internal Audit in the Digital Age

One of the most critical control weaknesses in digital systems con-
cerns the management of access rights. Internal control risks increase
when users are granted broader privileges than required for their re-
sponsibilities, when access rights of former employees are not re-
voked in a timely manner, when shared user accounts are used, when
administrator privileges are not propetly restricted, or when critical
system changes are not monitored. Such deficiencies may create op-
portunities for unauthorized transactions, manipulation of data, or
concealment of fraudulent activities. Although ERP systems can sup-
port access control, these mechanisms can produce effective results
only when they are propetly configured, periodically reviewed, and
continuously monitored (Shakkur, 2023).

Another major source of weakness relates to the design of automated
controls. The existence of an automated control does not necessarily
mean that the related risk is adequately addressed. For instance, a pay-
ment threshold may be embedded in the system, but if transactions
exceeding that threshold do not require an additional approval, the
control may remain insufficient. Similarly, a duplicate invoice control
that relies solely on invoice numbers may fail to detect irregularities if
it does not also consider supplier information, invoice dates, and
transaction amounts. Therefore, the logic of automated controls must
be designed in line with the nature of the underlying risk. Mo empha-
sizes that digital transformation can make control activities more in-
telligent, yet this effect depends on a systematic control design that is
consistent with the components of the COSO framework (Mo, 2023).

Monitoring activities also represent a key area of vulnerability in dig-
ital control environments. Digital systems produce large volumes of
logs, alerts, exception reports, and user activity records. However,
these records do not contribute to internal control effectiveness un-
less they are reviewed, analyzed, and linked to corrective action.
Weaknesses may arise when system alerts are ignored, exception re-
ports are not evaluated, user activities are not reviewed, or control
deficiencies are not reported in a timely manner. Batte states that
monitoring activities should assess not only whether controls exist
but also whether they operate effectively, and identified deficiencies
should be communicated without delay (Batte, 2025). In this respect,
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monitoring in digital organizations should not be limited to the auto-
matic generation of system records; it should also include the active
interpretation of these records by responsible personnel and the ini-
tiation of appropriate remedial actions.

Data integrity and data quality problems constitute another important
control risk. Since decision-making and reporting processes in digital
systems largely depend on system-generated data, inaccurate, incom-
plete, duplicate, inconsistent, or manipulated data can weaken the re-
liability of internal controls. ERP systems may improve data con-
sistency by creating a single source of information, but this benefit
can be undermined by incorrect data entry, weak validation controls,
poor master data management, or faulty system integrations. Shakkur
notes that ERP systems support financial statement reliability
through data accuracy, real-time monitoring, and audit trails (Shakkur,
2023). However, these advantages can be realized only when input
controls, validation mechanisms, reconciliation procedures, and data
governance practices operate effectively.

The integration of cybersecurity and privacy risks into the internal
control system is also essential in digital organizations. Financial re-
porting data, customer records, supplier information, personnel files,
and strategic business information are increasingly stored and pro-
cessed through information systems. As a result, unauthorized access,
data leakage, ransomware attacks, system interruptions, and other
cyber incidents may directly threaten the core objectives of internal
control. Boubouh and Ghanim indicate that while digital technologies
enhance internal control capabilities, they also generate new risks
such as cybersecurity threats and systemic vulnerabilities, which
should be addressed through preventive and corrective control mech-
anisms (Boubouh & Ghanim, 2025). For this reason, cybersecurity
and data privacy should not be treated as separate technical issues;
they should be incorporated into the overall internal control frame-
work.

Change management is another area in which digital systems may
generate significant control weaknesses. Software updates, ERP mod-
ule modifications, changes in control rules, new system integrations,
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and data migration processes can all affect the reliability of existing
controls. If a system change is transferred to the live environment
without proper authorization, testing, documentation, and post-im-
plementation review, an effective control may become disabled or a
new vulnerability may be introduced. Therefore, change management
controls should ensure that system modifications are approved,
tested, documented, and monitored after implementation.

Opverall, control deficiencies in digital systems do not arise solely from
human error. They may also result from weaknesses in technology
design, data architecture, authorization management, monitoring
practices, cybersecurity governance, and change management pro-
cesses. For this reason, internal control systems in digital organiza-
tions should address technological, procedural, human, and govern-
ance dimensions together, in line with the five components of the
COSO framework. An effective digital internal control system should
benefit from automated controls, while also ensuring that these con-
trols are properly designed, regularly monitored, updated when nec-
essary, and reported through a reliable governance mechanism.

Chapter Summary

This section addresses the transformation of internal control systems
in digital organizations. It emphasizes that internal control is no
longer limited to manual approvals, document checks, reconciliations,
and traditional separation of duties practices; it has transformed into
a technology-supported, data-driven, and continuously traceable gov-
ernance mechanism.

The COSO framework is examined as a fundamental reference model
for the design and evaluation of internal control systems in digital
organizations. The section explains how the control environment,
risk assessment, control activities, information and communication,
and monitoring activities relate to ERP systems, automated work-
flows, artificial intelligence, blockchain, and real-time reporting tools.
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Furthermore, automated controls, preventive and detective controls,
and the separation of duties in ERP systems are discussed. It is noted
that automated controls increase transaction reliability, reduce human
error, support access management, and strengthen traceability
through system logs and digital audit trails. However, it is stressed
that the mere existence of automated controls is insufficient; these
controls must be properly designed, regularly monitored, updated,
and aligned with the organization’s risks.

Finally, the chapter addresses key control deficiencies observed in
digital systems. Weak access management, poorly designed auto-
mated controls, inadequate monitoring activities, data integrity issues,
cybersecurity risks, and weak change management controls are iden-
tified as prominent control weaknesses in digital organizations. Over-
all, the chapter concludes that an effective internal control system in
digital organizations is possible only through a combination of tech-
nology, process discipline, human accountability, and strong govern-
ance principles.
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Chapter 5 — Cybersecurity and
Information Systems Auditing

Introduction

Digitalization has made businesses largely dependent on information
technology for financial reporting, accounting information systems,
payment processes, supply chains, and management decision-making
mechanisms. While this transformation provides businesses with ad-
vantages such as speed, automation, and data-driven decision-mak-
ing, it has also brought significant cyber risks such as data breaches,
unauthorized access, ransomware, phishing attacks, social engineer-
ing, and system disruptions.

Therefore, cybersecurity is no longer considered merely a technical
IT issue; it is a strategic area directly related to corporate governance,
internal control, risk management, and audit quality. The internal au-
dit function evaluates whether cybersecurity controls are adequately
designed and functioning effectively, providing independent assur-
ance to the board of directors and the audit committee.

This section addresses cybersecurity fundamentals, access manage-
ment risks, user authorization controls, data privacy and
GDPR/KVKK compliance, phishing and social engineering risks,
and incident response processes from the perspective of internal au-
dit and information systems audit.

5.1. Fundamentals of Cybersecurity

Cybersecurity refers to the protection of data, networks, applications,
devices, and information processing infrastructures in digital systems
against the risks of unauthorized access, modification, destruction,
interruption, or misuse. In the context of information systems, the
main objective of cybersecurity is to protect the confidentiality, integ-
rity, and availability of information. Confidentiality means that
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information is accessible only by authorized persons; integrity means
ensuring the accuracy and unaltered nature of the information; and
availability means that systems and data are available when needed.
Shafa and Islam state that in the context of accounting information
systems, cybersecurity is the technical basis that protects the confi-
dentiality, integrity, and availability of financial data; encryption,
multi-factor authentication, intrusion detection systems, and audit
logs are among the fundamental elements of this structure (Shafa and
Islam, 2025, Alzeban et al., 2020).

Cybersecurity risks today are not only technical risks that information
technology departments need to manage. Siyaya et al. emphasize that
cybersecurity risk constitutes a business risk and that internal audit
plays a significant role in addressing these risks in an integrated man-
ner with management, risk management, and internal control pro-
cesses (Siyaya et al., 2025). In this context, cybersecurity is a broad
risk area that can have operational, financial, legal, and reputational
consequences that may hinder a business from achieving its strategic
goals (Calvin et al, 2025).

Cybersecurity fundamentals can be evaluated under three main con-
trol areas from an audit perspective: administrative controls, technical
controls, and physical controls. Administrative controls include ele-
ments such as information security policies, procedures, job and re-
sponsibility definitions, risk management processes, awareness train-
ing, and management oversight. Technical controls consist of firewalls,
intrusion detection and prevention systems, data backup, encryption, ac-
cess control systems, multi-factor authentication, and security monitor-
ing tools. Physical controls relate to the physical security of server rooms,
data centers, backup areas, and critical equipment. Siyaya et al. Internal
auditors should evaluate administrative, technical, and physical controls
together in cybersecurity audits (Siyaya et al., 2025).

From an information systems audit perspective, the primary objective
of cybersecurity is not only to verify the existence of existing controls
but also to assess whether these controls are adequate, effective, and
aligned with business risks. Therefore, the auditor should ask “which
control is designed for which risk?” before asking “does a control
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exist?”. For example, a business may implement multi-factor authen-
tication; however, if this application is only valid for senior managers
and disabled or weakened by exceptions for critical financial system
users, it is not possible to talk about the effectiveness of the control.
The aim of the audit is to examine not only whether the control exists
in the documents but also whether it actually works and whether it
reduces risks to a reasonable level. Adesokan-Imran’s work indicates
that cybersecurity governance is a fundamental element in protecting
critical infrastructure, and that the NIST Cybersecurity Framework
and ISO/IEC 27001 and 27002 standards offer widely used struc-
tured frameworks for managing risks (Adesokan-Imran, 2025). The
NIST framework is built on the functions “Identify, Protect, Detect,
Respond, Recover.” This structure is also useful from an audit per-
spective; because the auditor can separately assess whether the organ-
ization has identified its assets and risks, established protection con-
trols, has the capacity to detect incidents, has response processes, and
has recovery capabilities.

The fundamental assurance question in a cybersecurity audit can be
formulated as follows: Has the organization identified cyber risks that
could affect its critical information assets and business processes, de-
signed appropriate controls to address these risks, monitored the func-
tioning of controls, and established the capacity for response and recov-
ery when an incident occurs? This question shows that a cybersecurity
audit is not merely a firewall, antivirus, or encryption test; rather, it is a
holistic activity linked to corporate risk management, governance, pro-
cess ownership, and audit evidence production.

The basis of a cybersecurity audit is not merely verifying the existence
of security controls, but systematically evaluating how these controls
are linked to standards, frameworks, and business risks. The inte-
grated cybersecurity audit framework developed by Al-Matari et al.
emphasizes collaboration between information systems auditors and
cybersecurity experts, structuring the audit process around four main
control components: physical, administrative, data, and technical con-
trols. This approach demonstrates that a cybersecurity audit is not lim-
ited to technical vulnerability scanning or penetration testing; it requires
a comprehensive approach encompassing physical security, policies and
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procedures, data leakage prevention, access control, log review, incident
investigation, and technical testing (Al-Matari et al., 2021).

According to this framework, a cybersecurity audit can be conducted
using a two-stage logic. In the first stage, physical, administrative, and
data controls are examined to assess the organization’s overall secu-
rity posture, and potential control gaps are reported. In the second
stage, technical controls are implemented; more in-depth tests such
as information gathering, vulnerability assessment, penetration test-
ing, and digital forensics are applied. Thus, the audit first evaluates
the control environment and governance structure, and then pro-
ceeds to generate technical evidence where necessary. This structure
is important for internal auditing because the auditor is not obliged
to use all technical tools directly, but must understand which technical
test is necessary in which control area and how the findings relate to
business risk (Al-Matari et al., 2021).

5.2. Access Management Risks

Access management is the process of determining, implementing,
monitoring, and, if necessary, revoking access to information systems
by whom, with what permissions, for how long, and under what con-
ditions. This area is one of the most critical issues in cybersecurity
and information systems auditing because many cyber incidents stem
from access management vulnerabilities such as weak password prac-
tices, over-authorization, failure to close accounts of departing person-
nel, shared user accounts, failure to monitor privileged accounts, or fail-
ure to implement multi-factor authentication.

Access management represents a critical control area in accounting
information systems, particularly because weaknesses in authorization
structures may directly affect the reliability, confidentiality, and integ-
rity of financial information. One of the most important risks in this
context is unauthorized access, which occurs when users are able to
view, modify, or process system functions and data beyond the scope
of their job responsibilities or business needs. In accounting infor-
mation systems, such access may result in the alteration of financial
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records, manipulation of payment instructions, disclosure of customer
or employee information, or deletion of audit trails. Shafa and Islam em-
phasize that role-based access controls in accounting information sys-
tems restrict users to the data and functions relevant to their duties,
thereby reducing the likelihood of internal misuse (Shafa & Islam, 2025).

A related access management weakness arises when users are granted
broader privileges than required for their assigned tasks. Excessive
authorization creates significant control vulnerabilities, especially in
ERP and accounting information systems where multiple financial
processes are integrated. For instance, allowing the same user to cre-
ate suppliers, initiate payment orders, and approve bank payment files
would undermine the principle of segregation of duties. Such author-
ization combinations may increase the risk of fictitious supplier crea-
tion, fraudulent invoice processing, and unauthorized payments.
Therefore, access management audits should not be limited to review-
ing user lists; they should also examine combinations of permissions
across key business processes and assess whether these combinations
create incompatible duties (Andreanov & Maisyarah, 2025).

Privileged user accounts constitute another high-risk area within ac-
cess management. System administrators, database administrators, se-
curity administrators, and application administrators typically have
extensive authority over critical systems and data. If these privileges
are misused or inadequately monitored, the consequences may in-
clude unauthorized modification of system records, deactivation of
security controls, or extraction of sensitive data. For this reason, priv-
ileged accounts should be subject to stronger control procedures, in-
cluding robust authentication, session logging, periodic access re-
views, segregation of duties, and additional approval mechanisms for
critical system operations.

Access risks may also emerge when user lifecycle management is not
properly maintained. Changes such as recruitment, promotion, trans-
fer to another department, modification of job responsibilities, or ter-
mination of employment require timely updates to user access rights.
If these changes are not reflected in the system, employees may retain
permissions that are no longer necessary for their duties. This risk
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becomes particularly significant when the accounts of former em-
ployees remain active after departure. In access management audits,
human resources records should therefore be reconciled with system
user lists, and particular attention should be given to former employee
accounts, inactive users, and accounts that have not been used for
extended periods.

Weak authentication practices further increase exposure to unauthor-
ized access. Inadequate password policies, absence of multi-factor au-
thentication, and the use of shared accounts make systems more vul-
nerable to both internal misuse and external attacks. Aeni and Mais
show that external auditors use measures such as data encryption,
multi-factor authentication, role-based access controls, and system re-
silience testing to protect client data (Aeni & Mais, 2026). This indi-
cates that access security is not only a technical control issue but also
a factor that directly affects audit quality, data protection, and the re-
liability of audit processes.

The audit of access management risks should ultimately focus on
whether the organization applies the principle of least privilege in
practice. Under this principle, users should be granted only those ac-
cess rights that are necessary to perform their assigned responsibili-
ties. The effectiveness of this principle can be assessed through user
access matrices, job descriptions, authorization request forms, system
logs, privileged account listings, and periodic access review records.
By examining both individual permissions and permission combina-
tions, auditors can evaluate whether access rights are appropriately
restricted, monitored, and aligned with the organization’s internal
control objectives.

The auditor should also establish the connection between access
management and business processes. For example, the auditor should
examine which systems are used in purchasing, payment, payroll, in-
ventory, financial reporting, and customer data management pro-
cesses, who accesses these systems, who can perform critical opera-
tions, and whether these operations are subject to approval mecha-
nisms. Thus, access management auditing moves beyond being
merely a technical user account control; it transforms into an internal
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control assessment linked to risks of financial error, fraud, data
breaches, and operational disruptions.

5.3. User Authorization Controls

User authorization audits are systematic audit activities that evaluate
whether user access rights are properly defined in information sys-
tems, whether authorizations are consistent with job descriptions and
business needs, whether authorization changes are made in a timely
manner, and whether critical operations are subject to appropriate ap-
proval mechanisms.

A user authorization audit should begin with an assessment of the
organization’s access management framework. The auditor is ex-
pected to determine whether the organization has formalized policies
and procedures governing the creation, modification, monitoring,
and termination of user access rights. Such policies should address
the full access lifecycle, including user account creation, authorization
approval, role changes, access revocation, password requirements,
multi-factor authentication, privileged account management, remote
access, third-party access, and periodic access reviews. In cybersecu-
rity audits, the review of administrative security controls is particularly
important, as policies and procedures designed to protect critical in-
frastructure form a key component of the control environment
(Siyaya et al., 2025).

A central part of this audit process is the evaluation of the authoriza-
tion matrix. The authorization matrix provides a structured view of
user roles, system functions, and the level of access granted to each
role. The auditor should examine whether this matrix is current,
aligned with job descriptions, and designed in a way that supports the
segregation of critical duties. This assessment is especially important
in ERP environments, where purchasing, payment, inventory, ac-
counting, banking, and reporting modules are often interconnected.
The auditor should therefore evaluate whether any user has excessive
or conflicting permissions, particularly where the same individual can
initiate, approve, record, and report the same transaction.
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The audit should also include detailed testing of user access rights. By
selecting users from the active user list, the auditor can compare each
uset’s current job description with the permissions assigned in the
system. Access rights that are inconsistent with the employee’s role
should be treated as potential authorization weaknesses. For instance,
if an employee working in the sales department has permission to
modify supplier bank account details, this would indicate a significant
control deficiency because the access granted is not compatible with the
employee’s operational responsibilities.

Another critical area is the timely removal or adjustment of access
rights when employees leave the organization or change positions.
The auditor should compare human resources records with system
user records to determine whether the accounts of former employees
were disabled within an appropriate timeframe. Similarly, when em-
ployees are transferred to different roles, their previous permissions
should be reviewed and revoked where they are no longer necessary.
This control is essential for reducing the risk of unauthorized access
and insider misuse.

Privileged user accounts require separate audit attention due to the
broad authority assigned to such users. System administrators, data-
base administrators, application administrators, and security adminis-
trators may have access rights that allow them to modify system con-
figurations, create users, change permissions, or access sensitive data.
The auditor should identify privileged users, examine the approval
basis for their access rights, assess whether their activities are ade-
quately logged, and determine whether these logs are reviewed by an
independent party. Without independent monitoring, privileged ac-
cess may create a serious control risk.

Periodic access review is another key component of user authoriza-
tion control. Organizations should regularly reassess user permissions
and remove access rights that are no longer required for business pur-
poses. These reviews should not be limited to a formal signature pro-
cess over user lists. Instead, process owners should compare actual
job responsibilities with system permissions and confirm whether
each access right remains justified. The auditor should therefore
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review access recertification records, assess whether the review was
performed substantively, and determine whether identified excep-
tions were followed by corrective action.

The effectiveness of a user authorization audit also depends on the
quality and sufficiency of audit evidence. Relevant evidence may in-
clude active user lists, authorization matrices, access approval records,
system logs, human resources records, job descriptions, access
change requests, password policies, privileged account reports, and
periodic access review documentation. Cybersecurity and infor-
mation security audits are generally supported by predefined check-
lists, control assessments, corrective action tracking, and systematic
documentation of audit data for reporting purposes. Antunes et al.
(2022) emphasize that these processes can be time-consuming and
that audit data should be stored in a structured manner to support
reporting, follow-up, and control evaluation.

In this context, the output of user authorization audits should not be
simply “permissions are approptiate/inappropriate.” The auditor
should clearly state what business risk the authorization vulnerability
creates. For example, a finding such as “User X having simultaneous
permissions to modify supplier bank accounts and create payment
files increases the risk of unauthorized payments and fraudulent sup-
plier transactions” is more valuable from a management perspective
because it links the technical observation to the company risk. The
tools used in cybersecurity audits are an important supporting ele-
ment in terms of their capacity to produce audit evidence. In the study
by Al-Matari et al., cybersecurity audit tools are classified under four
main tasks: information gathering, vulnerability assessment, penetra-
tion testing, and digital forensics investigation. Information gathering
tools provide data on domain names, IP structures, system infor-
mation, employee emails, organizational profiles, and technical infra-
structure. Vulnerability assessment tools aim to identify open ports,
misconfigurations, unpatched services, application vulnerabilities,
and operating system vulnerabilities. Penetration testing tools test the
exploitability level of systems from an attacker’s perspective. Forensic
computing tools are used to examine log files, disk images, deleted
data, and digital evidence (Al-Matari et al., 2018).

85



Internal Audit in the Digital Age

The use of these tools does not mean that the auditor replaces the
technical expert. On the contrary, the information systems auditor
should interpret the test results obtained from the technical teams
within the context of internal control, risk management, and corpo-
rate governance. For example, detecting an open port in a vulnerabil-
ity scan is a technical finding; however, the main assessment from an
audit perspective is which critical business process, which data asset,
which financial or operational risk is affected by this open port, and
whether management accepts this risk. Therefore, cybersecurity tools
should be seen as technical support tools that facilitate evidence pro-
duction in the audit process; the final audit judgment should be
formed by evaluating risk, control design, control operation, and busi-
ness impact together. Using audit tools adaptable to customer or or-
ganizational characteristics in information systems audits provides a
significant advantage, especially for SMEs. Antunes et al. note that
SME:s often lack the complex audit tools, high technological maturity,
or established information security teams designed for large busi-
nesses. Therefore, the developed web-based audit system allows
checklists from different standards to be uploaded to the system, ac-
tions and corrective measures to be defined for each control, and the
audit process to be monitored in a central database (Antunes et al.,
2022).

This finding points to an important aspect of internal auditing: Cy-
bersecurity audits should not be implemented with the same scope
and depth in every business. While large-scale, technologically mature
organizations may utilize detailed penetration testing, advanced log
correlation systems, and continuous monitoring tools, small or me-
dium-sized enterprises may prioritize basic access controls, backup,
policy documentation, awareness training, data classification, and the
protection of critical systems. Therefore, the audit approach should
be based on standards but adapted to the size, sector, technological
maturity, and risk profile of the organization.
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5.4. Data Privacy and Compliance with the General Data
Protection Regulation (GDPR) / Personal Data
Protection Law (KVKK)

Data privacy refers to the lawful, ethical, secure, and purpose-bound
processing of personal data. In digital businesses, data privacy is not
solely the responsibility of the legal department or compliance depart-
ment; it is directly related to information systems, internal control,
financial reporting, auditing, and corporate governance. This is be-
cause unlawful processing of personal data, data breaches, unauthor-
ized access, or data leaks not only lead to administrative fines but also
negatively impact customer trust, investor perception, financial trans-
parency, and corporate reputation. Shafa and Islam define data pri-
vacy as the lawful and ethical management of personal and sensitive
information; they consider consent, purpose limitation, data minimi-
zation, and retention period control as fundamental principles of pri-
vacy governance (Shafa and Islam, 2025). In the context of account-
ing information systems, these principles require the protection of
sensitive data such as employee payroll records, customer transac-
tions, supplier invoices, bank information, and management reports
against unauthorized access.

The auditor’s primary task in terms of GDPR and KVKK compliance
is to evaluate the organization’s personal data processing processes
not only in terms of formal compliance with the legislation, but also
in terms of information systems controls. While GDPR is a compre-
hensive regulation on the protection of personal data in the context
of the European Union, KVKK constitutes the basic legal framework
for the processing and protection of personal data in Turkey. The
uploaded resources explicitly refer to GDPR; KVKK can be evalu-
ated within the same data protection logic in the Turkish context.
However, it should be noted that the specific articles and provisions
of KVKK are not detailed in the uploaded resources; therefore, they
are addressed not as a detailed legal interpretation, but within the
framework of data protection principles similar to GDPR.

Vuko et al. state that GDPR is a significant coercive corporate pres-
sure element within cybersecurity and privacy regulations, causing
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organizations to integrate privacy protections into processes, services,
and products (Vuko et al., 2025). However, the same study also notes
that compliance alone is not sufficient for cybersecurity audit effec-
tiveness; internal auditor competence, board support, and coopera-
tion with the first/second line of defense are also shown to be critical
(Vuko et al., 2025).

A data privacy audit should begin with a clear understanding of the
organization’s data inventory. The organization is expected to identify
what types of personal data it collects, the purposes for which such
data are processed, where the data are stored, with whom they are
shared, how long they are retained, and which security controls are
used to protect them. Without a reliable and up-to-date data inven-
tory, it is difficult to conclude that data privacy compliance is being
managed effectively. The data inventory therefore provides the foun-
dation for evaluating whether personal data processing activities are
lawtul, controlled, traceable, and aligned with organizational respon-
sibilities.

Purpose limitation and data minimization are also central to data pri-
vacy compliance. Organizations should collect and process only the
personal data that are necessary for legitimate business purposes. The
collection of excessive or irrelevant data may create legal, operational,
and ethical risks. For example, requesting special categories of per-
sonal data that are not necessary for service delivery during customer
registration may indicate a weakness in data minimization practices.
From an audit perspective, this assessment requires the review of sys-
tem forms, customer registration screens, human resources data entry
tields, ERP datasets, and other digital interfaces through which per-
sonal data are collected or processed.

Access and authorization controls constitute another critical element of
a data privacy audit. Access to personal data should be granted on a task-
based and need-to-know basis, and only authorized users should be able
to view, modify, export, or delete such data. Role-based access control
helps reduce the risk of internal misuse by ensuring that users can access
only the information required for their duties. Shafa and Islam (2025)
emphasize that role-based access mechanisms can reduce internal
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misconduct risks by limiting users’ ability to view or modify data beyond
the scope of their responsibilities.

Retention and destruction processes should also be evaluated as part
of the audit. Personal data should not be retained indefinitely once
the original processing purpose has expired. Organizations should de-
fine retention periods and implement deletion, destruction, or anon-
ymization procedures at the end of those periods. The auditor should
therefore review the organization’s retention and destruction policies,
system-based deletion records, archiving practices, and evidence
showing whether obsolete personal data are removed or anonymized
in accordance with the relevant rules.

The data breach response process is another essential area of review. A
meaningful data privacy audit should assess how the organization de-
tects, classifies, reports, investigates, and remediates data breaches. It
should also examine whether notifications are made within the required
timeframe and whether corrective actions are monitored until comple-
tion. Loumachi et al. (2026) show that incident response, evidence integ-
rity, record keeping, traceability, and reporting obligations are recurring
operational requirements across regulatory and standard-setting frame-
works such as GDPR/UK GDPR, NIS2, DORA, PCI DSS, ISO/IEC
27001, and NIST SP 800-53.

Third-party and cloud service provider risks should be considered
within the same audit scope. Financial systems, cloud-based account-
ing platforms, payroll applications, customer relationship manage-
ment systems, and outsourced data processing services may result in
personal data being transferred outside the organization or processed
by external parties. These arrangements create risks related to data
ownership, confidentiality, access control, cross-border transfer, ser-
vice provider dependency, and monitoring responsibilities. Shafa and
Islam (2025) state that cloud-based accounting platforms and shared
service centers require continuous monitoring and third-party risk
management in order to protect data integrity across the supply chain.

From an internal audit perspective, GDPR/KVKK compliance
should not be reduced to a formal review of legal documentation.
Information notices, explicit consent forms, privacy policies, and

89



Internal Audit in the Digital Age

contractual clauses are important, but they do not by themselves pro-
vide sufficient assurance. The critical issue is whether data processing
activities are supported by effective system-based controls. For in-
stance, an organization may have a written personal data protection
policy; however, if all accounting employees can access payroll data
without role-based restrictions, the policy does not operate effectively
in practice. Therefore, the auditor should evaluate data privacy com-
pliance together with information systems controls, access manage-
ment, logging, retention mechanisms, third-party governance, and
breach response procedures.

5.5. Phishing and Social Engineering Risks

Phishing and social engineering are among the most important threat
areas targeting human behavior within cybersecurity risks. Phishing
attacks generally aim to obtain passwords, credentials, payment infor-
mation, or sensitive data by deceiving users through fake emails, mes-
sages, links, or websites. Social engineering, on the other hand, is a
broader concept; it is when an attacker uses human psychology, trust
relationships, and behavioral weaknesses such as haste, obedience to
authority, curiosity, or fear, rather than technical vulnerabilities, to
lead individuals to make erroneous transactions.

Adesokan-Imran states that phishing attacks, exploitation of publicly
available applications, and brute-force attacks stand out among current
cyber threats to critical infrastructure (Adesokan-Imran, 2025). This
finding shows that cybersecurity audits should focus not only on tech-
nical system vulnerabilities but also on user behavior and awareness
levels.

Phishing risks are particularly critical for financial systems and ac-
counting information systems. An attacker may send a fake adminis-
trator email requesting the creation of a payment instruction; A phish-
ing attacker might redirect payments with a fake message stating that
a supplier bank account has changed; request payroll data from a hu-
man resources employee; or trick accounting personnel into clicking
a fake invoice link. Therefore, phishing should be considered not only
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an information security problem but also a financial fraud, asset loss,
and reporting reliability issue. Social engineering risks are strongly as-
sociated with the human dimension of cybersecurity. Although or-
ganizations may invest in technical security tools, weak user aware-
ness can still expose business processes to phishing, impersonation,
fraudulent payment instructions, and unauthorized data disclosure. In
this respect, cybersecurity risk management requires not only techno-
logical safeguards but also sufficient competence among employees,
IT professionals, and internal auditors. Siyaya et al. (2025) emphasize
that cybersecurity risk management requires a new set of competen-
cies for both IT professionals and internal auditors, while many em-
ployees still lack adequate technical knowledge in this area. This sug-
gests that awareness training against phishing and social engineering
attacks should be treated as an integral component of the internal
control system rather than as a separate or optional training activity.

Weak verification and approval procedures also increase exposure to
social engineering attacks. When critical transactions such as payment
instructions, supplier bank account changes, or confidential data shar-
ing are executed on the basis of a single email, the organization be-
comes vulnerable to manipulation. For this reason, sensitive requests
should be supported by multi-channel verification, second-level ap-
proval, segregation of duties, and automated alerts for unusual trans-
actions. For example, a supplier bank account change should not be
approved solely through an email request; it should also be verified
through a registered telephone number, an official supplier portal, or
another independently validated communication channel.

Technical filtering controls have an important role in reducing phish-
ing risk, but they cannot eliminate social engineering threats on their
own. Email security gateways, malicious link scanning, domain vali-
dation, attachment scanning, endpoint protection, and device-level se-
curity controls may reduce the likelihood that harmful content reaches
users. However, social engineering attacks often succeed by exploiting
trust, urgency, authority, fear, or routine behavior. Therefore, technical
filters should be supported by continuous awareness training, behavioral
testing, and practical simulations that evaluate how users respond to sus-
picious requests in real business contexts.
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The misuse of senior management identity is another significant so-
cial engineering risk. In CEO fraud and business email compromise
schemes, attackers may impersonate senior executives and request ur-
gent payments, confidential transactions, or sensitive data transfers.
Such attacks are particularly dangerous because employees may feel
pressured to bypass ordinary procedures when the request appears to
come from a person in authority. The auditor should therefore exam-
ine whether the organization has defined clear verification and ap-
proval procedures for unusual, urgent, or high-risk requests, regard-
less of the apparent sender’s hierarchical position.

From an internal audit perspective, phishing and social engineering
audits should include both documentary and behavioral evidence.
Relevant procedures may include reviewing cybersecurity awareness
training records, evaluating phishing simulation results, analyzing previ-
ous incident records, assessing email security controls, testing second-
approval mechanisms in payment processes, reviewing supplier infor-
mation change procedures, and examining whether users are aware of
suspicious incident reporting channels. These procedures allow the au-
ditor to evaluate not only whether formal controls exist, but also whether
employees understand and apply them in practice.

The organization’s incident reporting culture is also a critical element
of social engineering resilience. If employees hesitate to report suspi-
cious emails, accidental clicks, or possible credential exposure, inci-
dents may remain undetected until they cause greater damage. For
this reason, organizations should promote a cybersecurity culture
based on learning, early reporting, and timely escalation rather than
punishment. Shafa and Islam (2025) argue that security culture, em-
ployee awareness, ethical leadership, and compliance orientation in-
fluence the effectiveness of technical controls. This perspective indi-
cates that social engineering risk cannot be addressed solely through
technical safeguards; it must also be managed through organizational
behavior and culture.

The main contribution of social engineering auditing is that it places
the human factor at the center of the control environment. Even if
an organization has encryption, firewalls, intrusion detection systems,
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and access controls, its cybersecurity posture may remain weak if em-
ployees are vulnerable to fraudulent payment requests, fake login
pages, impersonation attempts, or deceptive data-sharing instruc-
tions. Therefore, internal audit should assess social engineering risks
not only by checking whether information security training has been
delivered, but also by evaluating how behavioral controls operate
within actual business processes.

Social engineering risks are also linked to social and behavioral testing
controls within integrated cybersecurity audit frameworks. Al-Matari
et al. (2021) associate such controls with the first line of defense,
where social testing is used to assess employee behavior in relation to
organizational assets, security awareness, and vulnerability to aggres-
sive manipulation. This approach broadens the scope of cybersecurity
auditing by recognizing that employees’ responses to manipulation
attempts are themselves part of the control environment.

Accordingly, phishing and social engineering audits should not be
limited to reviewing training attendance records or policy documents.
The auditor should assess the organization’s actual behavioral resili-
ence against social engineering attacks through controlled phishing sim-
ulations, fraudulent payment instruction scenarios, supplier bank ac-
count change tests, and suspicious email reporting exercises. The pur-
pose of these procedures is not to punish employees, but to identify and
reduce control weaknesses arising from human behavior. A stronger de-
fense against social engineering risks can be established when manage-
ment oversight, awareness training, social testing, incident reporting cul-
ture, and technical filtering controls operate together.

5.6. Incident Response Assessment

Incident response is the process of detecting, analyzing, containing, elim-
inating, and recovering systems after a cybersecurity incident, and reflect-
ing the lessons learned in organizational controls. In organizations with-
out an effective incident response structure, a small security incident
can quickly turn into a data breach, system outage, financial loss, or

93



Internal Audit in the Digital Age

reputational crisis. Therefore, incident response assessment is an in-
dispensable part of cybersecurity and information systems auditing.

Adesokan-Imran states that risk management is a fundamental ele-
ment of cybersecurity governance and should be considered as a cy-
clical process consisting of risk assessment, risk analysis, and strategic
mitigation phases. In this context, advanced security controls, moni-
toring mechanisms, and incident response protocols play an im-
portant role in reducing cybersecurity risks (Adesokan-Imran, 2025).

An incident response assessment should begin with an evaluation of
whether the organization has a formal and comprehensive incident
response plan. Such a plan should clearly define how cyber incidents
are identified, classified, escalated, communicated, contained, investi-
gated, and remediated. It should also specify responsibilities, evidence
preservation requirements, legal notification obligations, recovery
procedures, and internal communication channels. An effective inci-
dent response plan should not be limited to the IT department as a
purely technical document. Instead, it should be integrated with the
responsibilities of legal affairs, corporate communications, internal
audit, risk management, senior management, human resources, and
relevant business units.

A critical component of incident response capability is the organiza-
tion’s ability to detect incidents in a timely manner. This requires an
appropriate combination of log management, intrusion detection sys-
tems, security monitoring tools, anomaly detection mechanisms, end-
point protection, and security operations processes. Without effective
detection capacity, cyber incidents may remain unnoticed until they
cause financial, operational, or reputational damage. Loumachi et al.
(2020) identify continuous monitoring and anomaly detection as funda-
mental operational processes in cybersecurity compliance and auditing.

The classification and prioritization of incidents should also be as-
sessed. Not every security alert has the same level of urgency or or-
ganizational impact. The auditor should evaluate whether the organi-
zation classifies incidents according to their likelihood, severity, busi-
ness impact, and effect on critical systems. For instance, repeated
failed login attempts may represent a low-level alert, whereas an
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unusual data extraction by a privileged user should be treated as a
high-criticality event. A mature incident response process should
therefore distinguish routine security alerts from events requiring im-
mediate escalation and management attention.

Response and containment capacity is another central area of audit
evaluation. Once an incident is detected, the organization should be
able to isolate affected systems, stop malicious activity, suspend com-
promised user accounts, prevent malware propagation, and protect
unaffected systems. However, containment procedures must be care-
fully controlled because inappropriate intervention may destroy evi-
dence, interrupt business continuity, or expand the impact of the in-
cident. For this reason, the response process should combine tech-
nical procedures with clearly defined managerial approval and escala-
tion mechanisms.

Evidence management and audit trail integrity are particularly im-
portant in cyber incident response. After an incident, log records, sys-
tem images, access logs, email headers, network traffic records, end-
point activity records, and user activity data should be preserved in a
reliable and traceable manner. The integrity of such evidence is essen-
tial for investigation, regulatory reporting, disciplinary action, legal
proceedings, and subsequent internal audit review. Loumachi et al.
(2026) emphasize that evidence integrity, traceability, record keeping,
and audit trails are fundamental conditions for authority and assur-
ance in cybersecurity compliance and auditing, including Al-enabled
systems.

Incident response should also be evaluated in relation to recovery and
business continuity. Following a cyber incident, affected systems
must be restored securely, backups must be recovered, data integrity
must be verified, and business processes must return to normal oper-
ations within an acceptable timeframe. Backup policies, disaster re-
covery plans, recovery time objectives, and recovery point objectives
are therefore closely linked to incident response assessment. Siyaya et
al. (2025) note that data backups constitute an important technical
security control area that should be evaluated by internal audit.
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An effective incident response process does not end when the imme-
diate incident is closed. The organization should conduct a post-inci-
dent review to identify the root causes of the event, determine failed
or insufficient controls, update relevant policies and procedures, re-
vise employee training where necessary, and monitor corrective ac-
tions until completion. This learning process is essential for prevent-
ing similar incidents from recurring. Adesokan-Imran (2025) argues
that the continuous evolution of cyber threats requires governance
models to incorporate continuous threat monitoring, proactive risk
mitigation, and strategic response capabilities.

From an audit perspective, incident response assessment should
therefore examine both preparedness and actual operational effec-
tiveness. The auditor should determine whether the organization has
a written and tested incident response plan, whether roles and respon-
sibilities are clearly assigned, whether critical incidents are detected
and escalated in a timely manner, whether response steps are docu-
mented, whether evidence is preserved, whether legal and regulatory
reporting procedures are defined, and whether post-incident root
cause analysis is performed. The auditor should also assess whether
cotrective actions are monitored and whether the board of directors
and audit committee receive sufficient information on significant
cyber incidents.

Incident response auditing should not be limited to reviewing what
happened after a cyber event. It should also assess whether the or-
ganization has a governance structure capable of detecting, managing,
investigating, and learning from incidents. In the integrated cyberse-
curity audit framework proposed by Al-Matari et al. (2021), incident
and risk management, business impact analysis, vulnerability assess-
ment, digital forensics, formal risk acceptance, cybersecurity compli-
ance, and internal control testing are positioned within the three lines
of defense. In this structure, the first line monitors daily control pro-
cesses through management reviews and technical or social testing;
the second line evaluates emerging risks, business impacts, and vul-
nerabilities; and the third line, represented by internal audit, provides
independent assurance through digital forensics, compliance assess-
ment, and internal control testing.
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Accordingly, incident response assessment should be understood as
a broad assurance activity that connects cybersecurity operations with
governance, risk management, legal compliance, business continuity,
and internal control. The auditor’s role is not merely to confirm the ex-
istence of an incident response plan, but to evaluate whether the organ-
ization can detect incidents eatly, respond effectively, preserve evidence,
recover securely, report appropriately, and improve its control environ-
ment through post-incident learning.

This model clarifies the role of internal audit in incident response as-
sessment. Internal audit should not directly undertake the technical
resolution of the incident; instead, it should assess the existence of an
incident response plan, the clarity of roles, the integrity of incident
records, the preservation of evidence, the response time, the impact
on business continuity, legal notification processes, and the monitor-
ing of post-incident corrective actions. Digital forensics, in particular,
is a critical control area for determining the source of the incident, its
scope, and the integrity of evidence. Log files, disk images, recovered
data, and system event logs should be used as essential audit evidence
in the post-incident assurance process.

Chapter Summary

This chapter discusses the importance of cybersecurity and infor-
mation systems auditing in digitized businesses. The fact that financial
data, customer information, operational processes, and decision-mak-
ing mechanisms are largely conducted through digital systems has
made cybersecurity controls a fundamental element of the internal
control system.

The chapter evaluates access management, user authorization, data
privacy, phishing, social engineering, and incident response processes
from an internal audit perspective. It emphasizes that these areas are
not independent of each other; weak access management can lead to
data breaches, insufficient user awareness to phishing attacks, and in-
adequate incident response plans to corporate crises.
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Furthermore, it is stated that for cybersecurity auditing to be effective,
the internal audit function must possess technical knowledge, a risk-
based perspective, and sufficient audit competence. It is emphasized
that the board of directors and the audit committee should treat cy-
bersecurity as a strategic business risk, while internal audit should
maintain its independent assurance role by working collaboratively
with the first and second lines of defense.

In conclusion, this chapter demonstrates that cybersecurity and infor-
mation systems auditing is not merely technical area of expertise; ra-
ther, it is a strategic audit area in terms of corporate governance, in-
ternal control, risk management, data privacy, business continuity,
and digital assurance capabilities.
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Chapter 6 — Data Analytics and Artificial
Intelligence in Internal Audit

Introduction

Digitalization has significantly altered the working methods of the in-
ternal audit function. While the traditional audit approach was largely
based on sample selection, manual document review, and periodic
checks, today’s internal audit is increasingly supported by data analyt-
ics, big data, artificial intelligence, and continuous process testing.
This transformation enables auditors to analyze larger datasets, detect
risky transactions earlier, and evaluate indicators of fraud more sys-
tematically.

This chapter covers fundamental concepts of audit analytics, the use
of big data in internal audit, artificial intelligence applications, contin-
uous process testing, fraud detection using analytical methods, and
ethical risks associated with the use of artificial intelligence. The aim
of this chapter is to explain how data analytics and artificial intelli-
gence are transforming internal audit practices, the opportunities they
present, and the risks that must be considered alongside them.

0.1. Fundamentals of Audit Analytics

Digitalization is fundamentally transforming the scope, working
methods, and assurance generation of the internal audit function. For
many years, the traditional internal audit approach relied on sample-
based testing, manual document reviews, periodic control assess-
ments, and historical findings. This approach has been somewhat suf-
ficient for businesses with lower transaction volumes and motre lim-
ited data sources. However, today’s businesses generate large volumes
of data from financial transactions, operational processes, customer
movements, user access, supplier relationships, and digital platform
activities. Therefore, internal audit relying solely on manual review and
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limited sampling may be insufficient for detecting complex risks and hid-
den fraud patterns. According to Ilori et al. (2024), in the face of increas-
ing complexity and technological advancements, traditional internal au-
dit methods are inadequate for comprehensive risk assessment and
effective fraud detection; advanced data analytics, on the other hand,
offers a transformative approach that enhances the effectiveness of
internal audit.

Audit analytics is the systematic process of collecting, cleaning, ana-
lyzing, and transforming financial, operational , information systems,
compliance, and external environmental data into audit decisions
within internal audit activities. This process is not limited to simply
verifying the accuracy of past transactions. It also encompasses pre-
dicting future risks, early detection of control weaknesses, identifica-
tion of fraud indicators, and directing audit resources to high-risk areas.
In this respect, audit analytics transforms internal audit from a purely
retrospective control activity into a proactive assurance mechanism that
can foresee risks and provide timely warnings to management.

Audit analytics consists of different levels of analysis. Descriptive an-
alytics reveals what is happening within the organization. For exam-
ple, the number of payments made in a specific period, transaction
volume by supplier, spending trends by department, or system access
frequency by user are all within the scope of descriptive analytics. Di-
agnostic analytics investigates the cause of the situation. For example,
if there is an unusual increase in payments to a particular supplier, it
is examined whether this is due to a price increase, transaction split-
ting, authorization abuse, or weak control. Predictive analytics at-
tempts to predict future risks based on past and present data. Di-
rective analytics generates recommendations on what actions should
be taken against the identified risks. Ilori et al. (2024) state that ma-
chine learning and predictive analytics techniques can be used to iden-
tify patterns, predict future risks, and detect anomalies.

One of the key contributions of data analytics to internal auditing is
the shift from a sample-based approach to a more comprehensive one
that analyzes neatly the entire transaction universe. In traditional au-
diting, auditors examine only a specific portion of the transaction
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universe due to time and resource constraints. This can lead to some
risky transactions being overlooked if they are not included in the
sample. Data analytics, however, allows for the analysis of all or a very
large portion of sales, purchasing, inventory, payroll, collections, pay-
ments, access management, and customer transaction data. Thus, the
auditor can see not only errors in selected samples but also unusual
transactions, recurring patterns, control deviations, and potential in-
dicators of fraud within the entire dataset.

Audit analytics also strengthens the risk-based internal audit ap-
proach. The aim of risk-based internal audit is to direct audit re-
sources to processes where the most significant risks for the organi-
zation are located. However, risk assessment may be incomplete if it
relies solely on management statements, previous period findings, or
general observations. Data analytics adds objective evidence at the
transaction level to risk assessment. For example, unusual transaction
times in the payment process, split payments to the same supplier,
manual interventions, frequently canceled transactions, or recurring
payment amounts close to authorization limits can be used as risk
indicators. These indicators reveal not only individual transaction er-
rors but also weaknesses in control design and control implementa-
tion. llori et al. (2024) state that advanced data analytics increases au-
dit efficiency and effectiveness by focusing audit efforts on high-risk
areas.

Data governance is a fundamental building block of audit analytics .
The reliability of analytical results depends on the accuracy, integrity,
consistency, timeliness, and security of the data used. Incomplete, er-
roneous, duplicate, misclassified, or unauthorizedly modified data can
lead to inaccurate audit results. This is particularly critical in fraud
detection and risk scoring models. Erroneous data can cause legiti-
mate transactions to appear fraudulent or genuine fraudulent transac-
tions to be overlooked. Therefore, when applying data analytics in
internal audit, data sanitization, data validation, data integration, data
security, access authorization, and data retention policies must be
clearly defined. Hori et al. (2024) emphasize that strong data govern-
ance practices are necessary to ensure data accuracy, consistency, and
reliability.
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Audit analytics does not eliminate the role of internal auditors; rather,
it makes the auditor’s professional judgment more important. Analyt-
ical tools can reveal unusual relationships in data, but it is the auditor’s
responsibility to assess whether these anomalies are due to error,
fraud, systemic exception, a legitimate difference arising from the
company model, or a deficiency in control design. Therefore, data
analytics should not be seen as a technology that replaces the internal
auditor, but rather as a tool that expands the auditor’s analytical ca-
pacity, strengthens audit evidence, and supports risk-driven decision-
making.

At this point, the relationship between artificial intelligence and data
analytics is particularly important. Artificial intelligence represents a
more advanced stage of audit analytics. While data analytics reveals
patterns in data, artificial intelligence can learn from these patterns,
classify risky behaviors, predict future risks, and provide decision sup-
port to the auditor. Raza et al. (2025) state that Al-powered data an-
alytics, anomaly detection, and predictive modeling tools enable au-
ditors to work more effectively on large datasets and detect fraud risks
carlier. This assessment demonstrates that audit analytics is not
merely a technical data review method, but a strategic tool that re-
shapes the internal audit’s capacity to generate assurance .

6.2. Using Big Data in Internal Audit

Big data refers to data sets that are difficult to manage and analyze
with traditional data processing methods, and which stand out with
their volume, speed, variety, and accuracy. From an internal audit per-
spective, big data does not simply mean the growth of accounting
records. Big data is fed from many different sources such as transac-
tion records, user access logs , customer behavior, supplier infor-
mation, device data, geographic location data, social media content,
external threat intelligence, market data, regulatory information, and
system records. According to Iseal et al. (2025), big data in financial
services consists of different sources such as transaction data, market
data, customer behavior data, external data, and IoT /geographic
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location data, and these data play a critical role in risk assessment and
fraud detection.

The most significant contribution of big data utilization to internal
audit is the ability to assess the organization’s risk profile in a broader
and more holistic manner. Corporate risks are not only visible in ac-
counting records. Risks can also manifest in user access, transaction
times, system logs , supplier behavior, customer complaints, inven-
tory movements, employee transactions, and external environmental
data. Therefore, internal audit should include not only financial data
but also operational , behavioral, technological, and external data in
its analysis. Ilori et al. (2024) state that integrating different data
sources, including financial, operational , and external data, provides
a more holistic view of the organization’s risk profile.

Big data analytics is critical, especially in fraud detection and preven-
tion. Fraud in digital transactions is often not immediately apparent
in a single transaction. Fraudulent behavior can manifest as small,
consistent, repetitive movements leaving fragmented traces across
different systems, or actions hidden within the normal flow of trans-
actions. Big data analytics can make these hidden relationships visible
by bringing together data from different sources. According to Udeh
et al. (2024), big data analytics can detect anomalies and suspicious
activity by leveraging various data sources such as transaction logs ,
user behavior patterns, and external threat intelligence; it can also in-
corporate multidimensional indicators such as transaction history, ge-
olocation, device fingerprinting, and biometric data into risk assess-
ment models.

The use of big data in internal auditing helps uncover patterns that
are difficult or impossible to detect using manual methods. For ex-
ample, in a payment database containing millions of transactions, the
presence of different suppliers linked to the same bank account, un-
usual transactions made by the same user outside of business hours,
recurring payments just below approval limits, or sudden increases in
transactions deviating from customer behavior may not be easily de-
tected by manual methods. Emran and Rubel (2024) state that big
data analytics can reveal hidden anomalies in large financial datasets,
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and fraud indicators can be identified using machine learning tech-
niques in cases where manual detection is practically impossible.

Timing is a critical element in big data implementation. Traditional
auditing often works retrospectively; that is, it detects errors or fraud
after they have occurred. However, in the digital transaction environ-
ment, risks can emerge instantly and quickly lead to financial loss,
reputational damage, or regulatory sanctions. Therefore, big data an-
alytics generates higher value for internal auditing when it provides
real-time or near-real-time analysis capabilities. Samuel (2023) states
that the combined use of artificial intelligence, cloud computing, and
big data technologies provides real-time detection, scalability, and ac-
curacy in financial fraud detection systems. Real-time analytics, rather
than batch processing, offers the possibility of immediate interven-
tion in suspicious transactions.

Cloud-based big data analytics is also important for internal auditing
and fraud detection. Processing large volumes of transaction data in
on-premises systems can require high infrastructure costs and tech-
nical capacity. Cloud infrastructures, on the other hand, offer a flexi-
ble and scalable structure for storing and processing big data, manag-
ing real-time data streams, and running machine learning models. Ac-
cording to Samuel (2023), cloud computing infrastructure provides a
suitable architecture for processing large volumes of transaction and
behavioral data, integrating different data sources, real-time data
streaming, and implementing Al-based fraud detection models in a
scalable manner.

However, the use of cloud-based big data also creates new security
risks. Storing and processing sensitive financial data in a cloud envi-
ronment can increase the risks of data breaches, unauthorized access,
API vulnerabilities, insider threats, model manipulation, and data pri-
vacy. Samuel (2023) emphasizes that data breaches, insider threats,
and API vulnerabilities are significant threat vectors in cloud-based
fraud detection systems; and that the cloud environment must be
carefully managed in terms of data transmission, access control, and
algorithmic bias. Therefore, internal audits should evaluate not only
the technical capabilities of cloud-based analytics systems, but also
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their security architecture, access controls, data encryption practices,
logging mechanisms , and third-party service provider risks.

Big data analytics can also be used in the development of risk scoring
models. A risk scoring model is an analytical structure that assigns a
risk level to specific transactions, user accounts, suppliers, customers,
or processes. For example, a supplier being newly established, fre-
quent changes in bank accounts, receiving high-value payments,
transaction approvals being made by the same user, and receiving pay-
ments at unusual times can increase the risk score. Such models help
the auditor determine which transactions should be examined first.
Ilori , Nwosu , and Naiho (2024) state that risk scoring , scenario
analysis, and continuous risk monitoring models help prioritize risks
and understand the effects of different scenarios.

The combined use of big data analytics and artificial intelligence en-
hances risk management and fraud detection in financial services.
Iseal et al. (2025), state that artificial intelligence can rapidly process
large datasets to generate more accurate and timely decisions in the
areas of credit risk, market risk, operational risk, and fraud detection;
and that anomalies indicating fraudulent activity can be detected by
analyzing transaction patterns and consumer behavior. From an in-
ternal audit perspective , this means the auditor not only identifies
past operational errors but also anticipates how risks might evolve in
the future.

The limitations of big data usage should also be considered. Data
quality, data privacy, model explainability , false positive/false nega-
tive rates, and algorithmic bias are among the main limitations. Emran
and Rubel (2024) state that data quality, privacy concerns, and the
interpretability of machine learning models pose significant obstacles
in big data analytics applications; incomplete or biased datasets can
lead to erroneous predictions. Therefore, the use of big data should
be considered not only as a technology investment, but also as an
organizational transformation requiring data governance, ethical prin-
ciples, model validation, and internal control discipline .
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0.3. Artificial Intelligence Applications

Artificial intelligence (Al) is a set of technologies increasingly used in
internal auditing for data analysis, risk detection, control assessment,
identification of fraud indicators, compliance monitoring, and deci-
sion support processes. Al applications encompass various tech-
niques such as machine learning, deep learning, natural language pro-
cessing, expert systems, decision support systems, neural networks,
robotic process automation, graphical analytics, and predictive ana-
Iytics. According to Ghafar et al. (2024), Al has provided significant
advancements in data analysis, risk detection, compliance monitoring,
and decision-making processes in internal auditing; machine learning,
natural language processing, and predictive analytics tools have con-
tributed to the automation of repetitive audit tasks, anomaly detec-
tion, and increased audit accuracy.

The first application of artificial intelligence in internal auditing is au-
tomation. Repetitive processes such as invoice matching, data re-
trieval, document classification, reconciliation checks, scanning user
authorization lists, pre-evaluation of checklists, and standard report
generation can be automated with Al-powered tools. This automa-
tion shortens audit time, reduces the risk of manual errors, and allows
auditors to focus on higher value-added analyses. Ghafar et al. (2024)
state that Al enables auditors to focus on more strategic governance
and decision-making tasks by automating routine audit activities such
as data extraction and identifying potential risks.

Machine learning is one of the most widely used areas of artificial
intelligence in internal auditing. Machine learning algorithms can rec-
ognize specific transaction patterns by learning from past data and
detect anomalies in new transactions. From an auditing perspective,
these techniques can be used for transaction classification, financial
statement analysis, identification of anomalous values, estimation of
fraud risk, and prediction of control weaknesses. Ansari et al. (2025)
state that artificial intelligence techniques such as machine learning,
natural language processing, graphical analytics, and real-time data
processing have significant potential in identifying complex, nonlin-
ear, and evolving fraud behaviors.
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Deep learning and neural networks are particularly important in in-
ternal auditing due to their capacity to analyze nonlinear relationships
in large and complex datasets. These techniques can identify complex
patterns that cannot be detected with simple rule sets. For example,
transactions that occur at different times and from different accounts,
and which appear normal individually, may indicate a fraudulent
transaction chain when evaluated together. Bello and Olufemi (2024)
state that deep learning methods, especially techniques such as CNN
and RNN, can detect fraudulent patterns that are undetectable by tra-
ditional methods by analyzing transaction sequences, time series, and
complex data patterns.

Natural language processing is a key area that enables artificial intelli-
gence to analyze text-based data. In internal auditing, natural language
processing can be used to examine contracts, emails, whistleblower
reports, customer complaints, management statements, policy docu-
ments, audit reports, and financial statements. According to Bello and
Olufemi (2024), natural language processing techniques can identify
suspicious language patterns, keywords, and expressions that may in-
dicate fraudulent intent by analyzing text data such as emails, chat
messages, and transaction descriptions. This allows internal auditing
to generate audit evidence not only from numerical data but also from
unstructured data sources .

Qatawneh (2024) study also emphasizes the importance of natural
language processing in the relationship between artificial intelligence,
auditing, and fraud detection. The study states that Al-assisted audit-
ing processes in accounting information systems are effective in data
collection, data analysis, risk assessment, fraud detection, and investi-
gation processes; and that natural language processing plays a com-
plementary role in this relationship (Qatawneh , 2024). This finding
demonstrates that the use of artificial intelligence in internal auditing
can be applied not only to structured accounting data but also to
broader data fields such as text-based descriptions, documents, and
communication records.

Graphical analytics is particularly important in artificial intelligence
applications for identifying complex fraud networks. It analyzes the
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relationships between individuals, companies, bank accounts, suppli-
ers, customers, users, and transactions within a network structure.
This method can be used to identify related-party transactions, hidden
partnerships, conflicts of interest, supplier corruption, money laun-
dering, and organized fraud schemes. (Ansari, Valipour , and Salehi,
2025) states that graphic-based artificial intelligence techniques pro-
duce powerful results in detecting complex and unusual financial
fraud patterns; however, this effect becomes more significant when
supported by strong internal control systems.

Al-powered decision support systems can provide analytical support
to internal auditors in determining which areas to prioritize. These
systems help define the scope of the audit by bringing together trans-
action data, historical findings, control results, risk indicators, and ex-
ternal data. Ghafar et al. (2024) state that decision support systems assist
internal auditors in financial data analysis, risk identification, and the de-
velopment of audit strategies; predictive analytics allow for focus on
high-risk transactions or departments.

Artificial intelligence provides speed, scope, and predictive power to
internal auditing; however, its results should not be accepted without
question. Al models depend on the quality of the data used, the de-
sign of the model, the representativeness of the training data, and the
internal control environment of the organization. Ansari et al. (2025)
state that AI methods have strong analytical capabilities, but the level
of reliable and actionable results they produce depends on the
strength of the internal control mechanisms within the organiza-
tion. Therefore, artificial intelligence applications should be used in
conjunction with independent human judgment, robust data govern-
ance, model validation, and ethical oversight in internal auditing.

Raza et al. (2025) state that artificial intelligence is not merely an au-
tomation tool that speeds up processes in auditing; it is a strategic
technology that transforms fraud detection, risk assessment, and as-
surance quality. The study indicates that Al-powered tools make sig-
nificant contributions to anomaly detection, real-time risk assess-
ment, and improving the reliability of financial reporting. In this re-
spect, artificial intelligence is a transformative tool in internal auditing
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that reduces mechanical testing and directs the auditor towards more
analysis, interpretation, and professional judgment.

0.4. Continuous Transaction Testing

Continuous transaction testing involves monitoring and testing inter-
nal transactions within an organization using analytical methods, not
only at the end of the period but also while the transaction is occur-
ring or very close to its occurrence. Unlike the retrospective nature of
traditional auditing, this approach offers a proactive assurance mech-
anism. In organizations with high transaction volumes, it is often im-
possible for internal auditing to examine all transactions using classi-
cal methods. Continuous transaction testing automatically monitors
transactions through specific risk indicators and control rules, gener-
ates alerts in unusual situations, and enables the audit team to intet-
vene in a timely manner.

Continuous transaction testing is based on real-time data analytics.
Transaction data is continuously analyzed; exceeding defined thresh-
olds, unusual behavioral patterns, authorization breaches, or control
deviations are automatically flagged. Udeh et al. (2024) state that real-
time fraud detection mechanisms monitor transactions in real time,
identify suspicious activity, and enable rapid action to prevent
fraud. This approach ensures that internal auditing goes beyond be-
ing merely a function that reports past errors.

Continuous transaction testing can be used particularly in payment,
purchasing, sales, collections, payroll, inventory, and user access pro-
cesses. For example, in the purchasing process, making numerous
payments to the same supplier in a short period, invoice amounts clus-
tered just below the approval limit, frequent changes to the suppliet’s
bank account, or creating duplicate records with the same invoice num-
ber can be monitored using continuous testing rules. In the payroll pro-
cess, making payments to departing employees, sending multiple em-
ployee payments to the same bank account, or unusual overtime records
can be identified as risk indicators. In user access, high- risk system logins
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outside of working hours, incompatible permissions, or violations of job
separation can be included in continuous monitoring,

Real-time transaction testing is crucial not only for fraud detection
but also for evaluating control effectiveness. Just because a control is
defined in a system doesn’t mean it’s actually working effectively. For
example, a payment approval limit might exist, but users could bypass
it by splitting transactions. Similarly, an authorization matrix might be
designed, but old authorizations might not be removed after a role
change. Continuous transaction testing makes these types of control
circumvention behaviors and discrepancies between control design
and implementation visible.

Samuel (2023) states that while batch processing methods can offer
valuable insights, they introduce delays; in contrast, real-time analytics
enables fraudulent transactions to be detected as they occur. This find-
ing demonstrates why continuous transaction testing is critical in in-
ternal auditing . Because if a fraudulent transaction is detected days
or weeks later, financial loss may have already occurred; whereas real-
time analysis allows for intervention before damage happens or esca-
lates.

Continuous process testing requires closer collaboration between in-
ternal audit and risk management and compliance functions. It must
be clearly defined to whom the alerts generated by the system will be
sent, within what timeframe they will be reviewed, under what cir-
cumstances the process will be halted, under what circumstances ad-
ditional approval will be requested, and which findings will be re-
ported to the audit committee. Otherwise, the system will generate
numetrous alarms, but these alarms will not translate into action. This
creates a risk that can be described as “alarm fatigue.” If the audit
team consistently encounters low-impact alerts, they may miss truly
critical ones.

Ansari et al. (2025) state that AI-powered real-time analytics systems
can identify anomalies as soon as they occur; however, the conversion
of these rapid insights into actionable results depends on well-struc-
tured internal controls, clear escalation protocols, effective commu-
nication channels, and standard documentation practices. Therefore,
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continuous process testing should be designed not merely as a tech-
nical monitoring system, but as an internal control tool integrated
with corporate responsibility, authorization, tracking, and reporting
mechanisms.

Raza et al. (2025) state that Al-powered audit applications enhance
real-time risk assessment, reduce operational costs, and support com-
pliance processes. This finding demonstrates that continuous pro-
cess testing is not merely a post-fraud investigation tool; it is a proac-
tive internal audit mechanism that enables the monitoring of risks
through an early warning system. Thus, audit activities cease to be
periodic and transform into a continuous and dynamic assurance pro-
cess.

Continuous process testing also transforms internal audit reporting.
Traditional reporting is typically prepared after the audit is completed.
With continuous testing, however, the audit committee and senior
management can monitor risk indicators via live dashboards. For ex-
ample, high-risk payment alerts generated in the last 30 days, pending
exception reviews, resolved findings, recurring control violations, and
the riskiest processes can be reported regularly. Ilori et al. (2024) state
that interactive dashboards and detailed reports can provide real-time
insights and visual presentation of key metrics; automated alerts can
be set up for key risk indicators.

In this respect, continuous process testing makes internal auditing
more dynamic, preventive, and data-driven. However, for this trans-
formation to be effective, the internal audit team needs to acquire
data analytics expertise, establish strong coordination with the infor-
mation technology unit, clearly share responsibilities with controllers,
and integrate continuous monitoring results into the audit plan.

60.5. Fraud Detection Using Analytics

Fraud detection is one of the most critical use cases for data analytics
and artificial intelligence in internal auditing. Fraud is often not im-
mediately apparent on the documents themselves; it hides patterns in

111



Internal Audit in the Digital Age

the timing, amount, parties involved, approval flow, user behavior, or
frequency of transactions. Therefore, document review and manual
checks alone are insufficient for fraud detection. Data analytics helps
identify unusual transaction patterns, relationships, and anomalies that
may indicate fraudulent behavior.

One of the fundamental analytical techniques used in fraud detection
is anomaly detection. Anomaly detection aims to identify situations
that deviate from normal transaction behavior. For example, an em-
ployee approving a high-value payment during hours when they don’t
normally process transactions, a customer generating a large number
of return transactions outside of their usual behavior, or a supplier
receiving an unusual payment in a short period of time can be con-
sidered an anomaly. Emran and Rubel (2024) state that anomaly de-
tection plays a significant role in identifying indicators of financial
fraud within big data; techniques such as clustering, classification, and
regression can be used for fraud detection.

Machine learning algorithms are an important tool in fraud detection.
Supervised learning algorithms are trained on transaction data that
has been labeled as fraudulent and non-fraudulent in the past. The
model classifies new transactions according to these past patterns.
Unsupervised learning algorithms, on the other hand, try to identify
transactions that deviate from normal behavior without pre-labeled
data. This approach is particularly important in identifying previously
unknown or newly emerging types of fraud. Bello and Olufemi (2024)
state that supervised learning models are used to identify fraudulent
transactions by learning from past data; while unsupervised learning
methods are useful for detecting outliers that do not conform to ex-
pected behavior and new fraud schemes.

Natural language processing is also becoming increasingly important
in fraud detection. Some indicators of fraud are revealed not in nu-
merical data, but in text. Emails, contracts, explanatory notes, trans-
action descriptions, customer complaints, and whistleblowing texts
can contain important clues regarding fraud. For example, expres-
sions that suggest pressure, vague statements, contradictory state-
ments, unusual keywords, or language patterns characteristic of
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fraudulent attempts can be analyzed using natural language pro-
cessing techniques. Emran and Rubel (2024) state that natural lan-
guage processing helps identify suspicious communications and
fraudulent intent by analyzing unstructured data sources such as
emails, contracts, and social media.

Qatawneh (2024), while examining the impact of artificial intelligence
on auditing and fraud detection in accounting information systems,
draws attention to the complementary role of natural language pro-
cessing. The study states that Al-supported accounting information
systems can be used in data collection, analysis, risk assessment, fraud
detection, and investigation processes; and that natural language pro-
cessing can contribute to identifying fraud indicators, especially from
text-based data. This approach demonstrates that internal audit fraud
detection should rely not only on accounting records but also on data
sources such as internal correspondence, contracts, statements, and
whistleblower reports.

Behavioral analysis is also important in analytical-based fraud detec-
tion. Behavioral analysis models the usual behavioral patterns of users
or transaction parties and detects deviations from these patterns. For
example, let’s assume a user always uses the system at certain times
and for certain types of transactions. If the same user suddenly logs
into the system from a different location at night and performs a high-
risk transaction, this behavior can be considered unusual. Udeh et al.
(2024) state that suspicious activities can be identified by analyzing
user behavioral patterns through data such as login times, browsing
history, and purchasing behavior.

Another approach that can be used for fraud detection is network
analysis. Network analysis examines the relationships between indi-
viduals, companies, bank accounts, transactions, and system users.
This method can be particularly useful in complex types of fraud such
as conflicts of interest, collusion, related-party transactions, supplier
corruption, and money laundering. For example, the use of the same
address, the same phone number, or the same bank account by dif-
ferent suppliers; the concentration of transactions approved by an
employee in certain suppliers; or the management of multiple
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customer accounts from the same device can be seen with network
analysis. Ansari et al. (2025) state that graph-based artificial intelli-
gence is powerful in detecting relational, transactional , and network-
based anomalies; however, robust data validation and internal control
structures are necessary for reliable results.

The use of analytical methods in fraud detection strengthens the pro-
active role of internal audit. Putra et al. (2022) state that internal audit,
risk management, whistleblowing systems, and big data analytics
should be considered together in terms of fraud prevention and the
prevention of financial crime behavior. This perspective demon-
strates that fraud detection is not limited to the technical analysis of
the audit unit; it must also be supported by corporate risk manage-
ment, ethical guidelines, whistleblowing mechanisms, data analytics,
and a robust control environment.

One of the contributions of artificial intelligence in fraud detection is
that it reduces false positives and allows for greater focus on genuine
risk signals. Raza et al. (2025) state that auditors believe artificial in-
telligence detects anomalies better than manual methods, reduces
false positives in fraud detection, and increases accuracy in identifying
irregularities. In the study, the average score for the statement “Al
detects anomalies better than manual methods” was 4.35. The aver-
age score for “Al improves accuracy in identifying irregularities” was
4.28, while the average score for “Al reduces false positives in fraud
detection” was 4.12. These findings demonstrate that Al-powered
fraud detection tools are seen as useful not only in theory but also by
practicing auditors.

However, analytics-based fraud detection must be considered along
with the risks of false positives and false negatives. A false positive is
when the system flags a legitimate transaction as fraudulent. This can
create unnecessary investigation burden and operational delays. A
false negative is when the system fails to detect a genuine fraudulent
transaction. This can lead to financial loss and reputational damage.
Tlori et al. (2024) state that advanced data analytics can increase the
effectiveness of fraud detection and reduce false positives and false
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negatives; however, this requires data quality, security, model cur-
rency, and corporate governance.

Therefore, the use of analytics for fraud detection in internal audit
should be viewed as a continuously updated modeling process. As
fraud methods change, analytical rules, risk indicators, and models
must also be updated. Audit findings, whistleblowing results, investi-
gation reports, and operational feedback should be used in model
training. In this way, internal audit becomes an organization that
learns from past fraud cases and can detect new risks earlier.

0.6. Ethical Concerns and Artificial Intelligence Risks

While artificial intelligence and data analytics offer significant oppor-
tunities in internal auditing, they also present serious ethical, legal, and
managerial risks. Ignoring these risks could mean that Al-powered
audit systems, instead of providing assurance, may create new control
weaknesses. Key risk areas include data privacy, data security, algo-
rithmic bias, model explainability, accountability, weakened human
oversight, excessive automation, skill shortages, and regulatory com-
pliance issues.

The use of artificial intelligence and data analytics in internal auditing
creates important opportunities for more comprehensive, timely, and
risk-oriented assurance. However, these technologies also introduce
ethical, operational, and regulatory risks that must be carefully gov-
erned. Since internal audit analytics may involve employee records,
customer information, supplier data, financial transactions, access
logs, behavioral indicators, and other sensitive business information,
data privacy becomes one of the most critical concerns. Audit analyt-
ics should therefore be based on the principles of relevance, necessity,
restricted access, secure storage, and controlled use of data. Emran
and Rubel (2024) emphasize that data quality, privacy concerns, and
model interpretability are among the major obstacles in big data ana-
Iytics and artificial intelligence applications.
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Algorithmic bias is another significant risk in Al-assisted auditing. Ar-
tificial intelligence models learn from historical data, and if that data
is incomplete, inconsistent, unbalanced, or biased, the model may re-
produce and even reinforce existing distortions. For example, if cer-
tain departments have historically been audited more frequently and
have generated more findings, an algorithm may classify those depart-
ments as inherently riskier. Conversely, units that have been audited
less frequently may appear less risky, even when they contain material
control weaknesses. Iseal et al. (2025) note that data privacy, regula-
tory compliance, and algorithmic bias must be carefully considered
when artificial intelligence and big data are used in financial services
and risk-related applications.

Model explainability is also central to the reliability of Al-supported
internal audit work. Internal audit findings must be understandable to
management, process owners, the audit committee, and other rele-
vant stakeholders. If an Al model classifies a transaction, user behav-
ior, or process as high-risk, the auditor should be able to explain the
indicators and logic behind that classification. Otherwise, the model
output may have limited evidential value. Samuel (2023) discusses the
importance of model interpretability, regulatory compliance, adver-
sarial behavior, and security risks in cloud-based Al fraud detection
systems, and highlights the need for explainable Al, secure computing
techniques, and privacy-preserving methods for the ethical and relia-
ble use of artificial intelligence.

The weakening of human oversight constitutes another important
risk. Even when Al systems produce highly accurate outputs, they are
not infallible. If auditors accept algorithmic results automatically
without professional skepticism, audit judgment may become de-
pendent on technology rather than supported by it. This risk is espe-
cially important in fraud detection because fraudsters may learn how
automated systems operate and attempt to manipulate or bypass
them. For this reason, Al-assisted auditing should be designed around
a human-in-the-loop approach, where the final assessment and audit
judgment remain the responsibility of the auditor.
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The reliability of Al-based fraud detection also depends heavily on
data quality and the strength of the internal control environment. An-
sari et al. (2025) state that Al-based fraud detection methods are tech-
nically powerful; however, noisy, inconsistent, or biased data may un-
dermine the reliability of algorithmic decisions and lead either to false
positives or to missed fraud indicators. This finding indicates that ar-
tificial intelligence cannot operate as a substitute for internal control.
Rather, it should function together with strong controls such as data
validation, segregation of duties, audit trails, model validation, and
continuous monitoring mechanisms.

Information overload is another practical challenge associated with
artificial intelligence and big data systems. These technologies can
generate large volumes of alerts, reports, dashboards, and risk indica-
tors. If such outputs are not propetly classified, filtered, and priori-
tized, auditors may face difficulty distinguishing critical exceptions
from routine system noise. Ghafar et al. (2024) state that Al and big
data processing have a dual effect for auditors: they enable more ac-
curate analysis of large audit datasets, but they may also create infor-
mation overload when data is not effectively organized.

The effective use of artificial intelligence and data analytics also re-
quires a higher level of auditor competence. Classical audit knowledge
alone is no longer sufficient for evaluating algorithmic outputs, ana-
Iytical models, and technology-based control environments. Internal
auditors need to develop competencies in data literacy, model logic,
basic analytical methods, data quality assessment, algorithmic risk,
and technology governance. Raza et al. (2025) identify algorithmic
transparency, ethical dilemmas, and skills gaps as barriers that limit
the full implementation of artificial intelligence in auditing. Accord-
ingly, organizations should provide continuous training in data ana-
Iytics, artificial intelligence, and digital risk management for internal
audit teams.

Regulatory compliance is another major consideration in Al-enabled
audit practices. Al-powered audit systems must operate in accordance
with data protection rules, cybersecurity requirements, financial reg-
ulations, labor law, and ethical standards. Principles such as data
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minimization, purpose limitation, access restriction, retention con-
trol, anonymization, and secure processing are especially important
when personal data are used in audit analytics. Ghafar et al. (2024)
argue that as artificial intelligence, blockchain, and other smart tech-
nologies become more embedded in audit practices, the need for
compliance with cybersecurity, data protection, and general Al-re-
lated regulations will increase.

Empirical evidence also shows that auditors consider data privacy,
security, ethics, and transparency to be central concerns in the use of
artificial intelligence. Raza et al. (2025) report that “data privacy and
security issues” received a high mean score of 4.10, followed by “eth-
ical concerns regarding Al use” with a mean score of 4.02 and “lack
of transparency in Al algorithms” with a mean score of 3.95. These
findings suggest that Al-powered monitoring systems should be im-
plemented with strong data security controls, ethical oversight, and
algorithmic transparency. They also indicate that explainability should
not be treated as a secondary technical feature, but as a fundamental
requirement for audit reliability and accountability.

To manage these ethical and operational risks, the internal audit func-
tion should establish a clear governance framework for artificial intel-
ligence applications. Such a framework should define model owner-
ship, data ownership, access rights, validation frequency, error-rate
monitoring, ethical assessment procedures, human oversight respon-
sibilities, and reporting lines. The performance of AI models should
be reviewed regularly, false positive and false negative rates should be
measured, model outputs should be compared with actual audit find-
ings, and models should be updated when necessary. In this way, ar-
tificial intelligence can support internal audit without weakening pro-
fessional judgment, ethical responsibility, or the integrity of the audit
process.

In conclusion, artificial intelligence and data analytics can enable in-
ternal audit to detect risks earlier, analyze the transaction universe
more broadly, identify fraud indicators more systematically, and use
audit resources more effectively. However, these technologies create
new risks when used without ethical principles, data governance,
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accountability , human judgment, and a strong internal control struc-
ture. Therefore, the success of artificial intelligence in internal audit
depends not only on the power of the algorithm but also on the in-
stitution’s control environment, data quality, auditor competence, and
ethical governance capacity.

Chapter Summary

This section examines the impact of data analytics and artificial intelli-
gence on internal audit. It emphasizes how audit analytics transforms
internal audit from a function that merely checks past transactions into
a structure that anticipates risks, detects unusual transaction patterns, and
provides management with more timely assurance.

The chapter also discusses the contributions of big data usage to internal
auditing. Big data analytics allows financial, operational , behavioral, and
systemic data to be evaluated together; this helps in more comprehen-
sively identifying indicators of fraud, control weaknesses, and high-risk
transaction areas.

Artificial intelligence applications have been evaluated in terms of auto-
mation, risk assessment, natural language processing, machine learning,
graphical analytics, and decision support systems in internal auditing.
Furthermore, it has been explained how continuous process testing
moves audit activities from periodic reviews to real-time monitoring and
early warning mechanisms.

The chapter concludes by addressing ethical concerns and risks associ-
ated with the use of artificial intelligence and data analytics. Data privacy,
algorithmic bias, model explainability , human oversight, information
overload, skill shortages, and regulatory compliance issues are the main
risk areas highlighted in this context. In conclusion, while data analytics
and artificial intelligence have the potential to enhance the effectiveness
of internal audit, they generate real value when used in conjunction with
strong data governance, ethical principles, human judgment, and robust
internal control structures.

119






PART III

INTERNAL AUDIT CASES AND
APPLICATIONS






Chapter 7 — Revenue Recognition
Manipulation

Case Study: Revenue Classification, Cut-off, and
Collectibility Risk

Introduction

This case examines the audit risks related to the accuracy and periodic
appropriateness of revenue records, sales performance, campaign in-
voices, exchange rate gains, and trade receivables of Nova Motors
A.S. The company’s significant shortfall in budgeted sales targets, the
positive overall gross profit despite losses on some vehicle sales, and
the prominence of campaign invoices as a profitability corrective fac-
tor create risk indicators that require careful consideration by the au-
ditor.

The primary objective of this case is to demonstrate that revenue can-
not be recorded solely through the issuance of invoices; it must be
assessed in conjunction with the terms of the sale, delivery, transfer
of ownership and risk, collectibility, contractual rights, and periodic
compliance principles. In this context, the auditor should compre-
hensively examine the company’s sales records, campaign revenues,
exchange rate classifications, rent-a-car receivables, and customer rec-
onciliation processes.

This case raises a discussion on the professional skepticism and audit
procedures that auditors should apply, particularly regarding the risk
of revenue manipulation, accrual-based income records, financial
statement classifications, and the collectibility of accounts receivable.
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7.1. Case Background

Nova Motors A.S. is a company operating in the automotive sector,
working with a main dealership system and primarily engaged in ve-
hicle sales, spare parts sales, service operations, and fleet sales. The com-
pany’s business model includes large-scale fleet sales to rent -a-car com-
panies in addition to traditional retail vehicle sales. These fleet sales have
increased the company’s sales volume; however, since a significant por-
tion of sales are financed through credit, guarantees, foreign currency
promissory notes, and long-term collection mechanisms, they pose seti-
ous risks to the company’s revenue quality.

According to Nova Motors A.S.’s eight-month financial statements
as of August 31, 2025, the company’s gross sales were 7,956,558
USD, net sales were 7,949,682 USD, and cost of sales was 7,021,112
USD. Gross profit from sales was 928,570 USD. However, an exam-
ination of the sub-items of the income statement reveals that the
company incurred a loss of 887,238 USD from its core operations,
while ordinary income from other activities reached a significantly
higher level of 5,204,286 USD. Despite this, the company closed the
period with a net loss of 1,597,845 USD due to high financing ex-
penses.

Although this table might initially suggest that the company’s primary
problem is financing costs, a more critical question from an audit per-
spective is whether the company’s revenue and revenue-related in-
come have been correctly classified. Could sales bonuses, campaign
invoices, interest differences, exchange rate differences, and redis-
count income have been used in a way that makes the company’s or-
dinary sales performance appear stronger than it actually is?

The company’s vehicle sales performance shows a significant devia-
tion from budgeted figures. While 722 vehicles were budgeted for sale
in the first eight months of 2025, actual sales reached only 278. This
represents a reported negative deviation of approximately 160%. The
economic crisis in Turkiye has significantly reduced sales volume;
consequently, the company has become more reliant on campaign in-
voices, bonuses, interest, and other revenue streams to support sales
revenue.
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When examined in terms of vehicle sales, the selling price of many
models was below cost. For example , gross losses were incurred in
vehicle groups such as Focus , Mondeo , Transit, and Cargo. The re-
port states that there was a total loss of 313,399 USD in vehicle sales,
but thanks to campaign invoices totaling 371,183 USD issued to Ford
Otosan, the profitability rate was brought to approximately 2%. This
point is one of the most critical areas of revenue risk in this case.
Because while the company’s actual commercial sales performance
generated a loss, the campaign invoices and other sales-related in-
come improved the profit outlook.

Therefore, the case is not based on the classic principle of issuing fraud-
ulent invoices or creating entirely fictitious sales; rather, it focuses on
revenue classification, the accrual principle, collectibility, exchange rate
gains, the quality of trade receivables, and the impact of incentive/pre-
mium income on the income statement .

7.2. Main Issue of the Case

Nova Motors A.S., while reviewing the interim financial statements
as of August 31, 2025, identified unusual concentrations in revenue
and revenue-related income. The company was found to be incurring
losses from its core operations, but this was partially offset by other
operating income and campaign invoices.

The main problem with monitoring the case is this:

Has Nova Motors A.S.accounted for its sales revenue and other sales-
related income in the correct period, for the correct amount, and un-
der the correct classification; or has the company’s financial perfor-
mance been presented as more positive than it actually is through
campaign revenues, exchange rate gains, rediscount interest income,
and receivables with poor collection capabilities?

To answer this question, the auditor should not only look at the sales
amount in the income statement. Revenue auditing should be con-
ducted in conjunction with sales contracts, delivery documents, invoice
records, collection status, customer balances, accounts receivable aging,
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return and discount records, exchange rate calculations, promotional
invoices, and post-balance sheet collection controls.

7.3. Revenue Structure of the Company
Nova Motors A.S.’s revenue structure consists of the following main compo-

nents.

Table 7. 1. Main Components of Nova Motors A.S.’s Revenue Structure

Income Item Amount (USD)
Domestic sales 7,543,336

Other income 413,222

Sales returns -1,791

Other discounts -5,085

Net sales 7,949,682

Cost of sales -7,021,112
Gross sales profit | 928,570

According to this table, the company appears to be generating gross
profit from sales. However, a closer look reveals that a significant
portion of vehicle sales are generating losses, while spare parts and
labor revenues are supporting gross profitability. The losses from ve-
hicle sales have been offset by campaign invoices and sales incentives.
This requires auditors to evaluate revenue not only by its recorded
amount, but also by its underlying quality, collectibility, and sustaina-
bility.

The company’s “Other Income” account shows an amount of
413,222 USD consisting of interest on sales, turnover and perfor-
mance bonuses, special discounts , and sales incentive bonuses.
Whether this income should be shown as part of sales revenue, as
other operating income, or as a discount/ reduction adjustment is a
critical accounting decision for the auditor.
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7.4. Risk Indicators

Nova Motors A.S.’s revenue records, sales performance, campaign
invoices, exchange rate gains, receivables collectibility, and reconcili-
ation processes reveals the following risk indicators regarding the ac-
curacy and periodic suitability of revenue:

- Alarge discrepancy between budgeted sales and actual
sales.

Nova Motors A.S.budgeted 722 vehicle sales for the first eight
months of the year, but only sold 278. This discrepancy could put
pressure on company management to meet revenue targets. Compa-
nies with significant deviations from sales targets risk bringing reve-
nue forward towards the end of the period, recording uncompleted
sales, exaggerating sales incentives, or presenting transactions with
poor collectibility as sales.

From an audit perspective, this situation raises several issues that re-
quire detailed examination:

The audit of revenue recognition should focus on whether the sale of
278 vehicles represents genuine and completed transactions. This re-
quires verifying that the vehicles were physically delivered to custom-
ers and that ownership, together with the significant risks and rewards
associated with the vehicles, was effectively transferred. Sales rec-
orded near the period-end should be examined with particular skep-
ticism, since they may be exposed to subsequent returns, cancella-
tions, renegotiations, or restructuring arrangements. Furthermore, in-
voices related to sales campaigns and performance-based bonuses
should be supported by actual sales data rather than management es-
timates or provisional calculations. Evaluating these matters enables
the auditor to assess whether revenue has been recognized in the cor-
rect period and whether the reported sales figures faithfully represent
the underlying economic transactions.
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- DPositive Gross Profit Despite Losses on Vehicle Sales

The detailed sales table shows that for many vehicle models, the sell-
ing price is below the cost of production. For example, the Focus.
Ghia , Focus Amb 4D, Focus Gross losses were incurred in the Amb
5D, Mondeo 4D Ghia , Transit, and Cargo groups. Despite this, total
gross sales profit was reported as 928,570 USD. This figure was sig-
nificantly influenced by spare parts and labor costs, as well as cam-
paign invoices. The auditor should verify whether the discounts and
campaign revenues received from the manufacturer were actually
earned, whether the accrual conditions were met, and whether they
relate to the correct accounting period.

- Profitability Adjustment Through Campaign Invoices

The report states that a loss of 313,399 USD was incurred in vehicle
sales, but a campaign invoice of 371,183 USD issued to Ford Otosan
increased the profitability to 2%. While this information does not di-
rectly raise suspicion of revenue manipulation, it warrants questioning
the economic nature of the revenues.

The auditor should make the following distinction: Are the campaign
invoices issued in exchange for a genuine service, sales support, or
contractual right? Or are they revenue records created at the end of
the period to compensate for vehicle sales losses?

If campaign invoices are based on actual sales, contracts, manufac-
turer approval, and proof of payment, they can be recorded as reve-
nue. However, if the amount is based on an estimate, has not been
accepted by the counterparty, or the performance obligation has not
been fulfilled, recording the revenue may be problematic in terms of
prudence and accrual principles.

- Unusually High Other Operating Income

Nova Motors A.S.’s other operating income is 5,204,286 USD This
amount represents approximately two-thirds of its net sales. Other
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operating income includes 3,910,276 USD in exchange gains and
1,213,113 USD in rediscount interest income.

These accounting income items, rather than the company’s core busi-
ness performance, significantly affected the period’s results. A com-
mon occurrence in revenue manipulation cases is the aggressive use
of ancillary income items during periods of weak sales performance.

- Classification of Exchange Rate Gains

In previous years, exchange rate gains related to rent-a-car fleet sales
financed through Ford Credit loans were recorded under the “Other
Income” account within “Gross Sales.” As of 2025, exchange rate
gains arising from the current year began to be tracked under the for-
eign exchange gains account. This change represents a significant clas-
sification risk. Tracking transactions of the same economic nature in
different accounts during different periods impairs the comparability
of financial statements . Furthermore, including foreign exchange
gains within gross sales may inflate the company’s operational sales
volume.

Therefore, the auditor should compare past and current period classifi-
cations and question the management’s rationale for the change in ac-
counting policy.

- Weak Collectibility of Rent-a-Car Receivables

The company’s total risk from rent- a-car companies as of August 31,
2025, is 37,488,374 USD. Of this amount, 32,880,933 USD is classi-
tied as non-performing, while 4,607,441 USD is classified as perform-
ing.

The existence of substantial overdue or distressed receivables creates
a significant risk regarding the quality of previously recognized reve-
nue. Revenue recognition should be supported not only by formal
invoicing, but also by a reasonable expectation that the economic
benefits associated with the transaction will be realized. If customers
have lost their repayment capacity, are involved in legal enforcement
procedures, or have entered bankruptcy or restructuring processes,
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the auditor should evaluate whether the carrying amount of the re-
ceivables remains recoverable and whether an impairment allowance
should be recognized.

- Lack of Written Reconciliation

As of August 31, 2025, no written reconciliation was conducted with
buyers and sellers, and the company only conducted reconciliations
at the end of the year. This situation represents a significant control
weakness in terms of the accuracy and existence of accounts receivable
balances in the interim audit. The fact that trade receivables have reached
a particularly high amount of 32,957,818 USD makes this lack of recon-
ciliation even more critical.

Without accounts reconciliation, it becomes difficult to obtain suffi-
cient and appropriate audit evidence regarding the accuracy of reve-
nues. The auditor should send client verifications directly and apply
alternative tests for any unanswered balances.

7.5. Potential Revenue Manipulation Scenario

The audit team, based on preliminary analytical review, has deter-
mined that Nova Motors A.S.may have inflated its financial perfor-
mance through the following methods, rather than through direct
fraudulent sales:

One potential revenue manipulation pattern relates to the use of pro-
motional invoices and special manufacturer bonuses to compensate
for loss-making vehicle sales. In this scenario, vehicles may be sold
below cost, while gross profitability is subsequently improved
through promotional invoices issued to the manufacturer. From an au-
dit perspective, the critical issue is whether these additional revenues are
supported by contractual terms, measurable performance obligations,
and actual economic substance. If such revenues are not linked to veri-
fiable performance or formally approved incentive arrangements, they
may distort the company’s reported profitability.

Another area requiring audit attention is the classification of sales-
related income under the “Other Revenues” account. Items such as
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sales incentive bonuses, special discounts, turnover bonuses, and in-
terest accruals may appear to support revenue performance, patticu-
larly when they closely move in line with net sales. However, the au-
ditor should distinguish between amounts that have been finalized
and those that are based on estimates, accruals, or management as-
sumptions. This distinction is important for assessing the reliability,
timing, and quality of reported income.

The treatment of exchange rate gains may also affect the presentation
of operating performance. If foreign exchange gains were previously
included within gross sales, this may have resulted in an overstate-
ment of core sales performance. Their subsequent presentation under
foreign exchange gain accounts in the current period raises questions
about consistency, comparability, and the effect of reclassification on
financial statement interpretation. The auditor should therefore eval-
uate whether the classification of exchange rate gains reflects the eco-
nomic nature of the transactions and whether changes in presentation
have been adequately justified.

Receivables with weak collectibility represent another significant risk
area. High-value overdue balances, particularly those arising from car
rental companies or financially distressed customers, may reduce the
economic quality of previously recognized revenue. Even if a sale has
been recorded in accordance with formal documentation, the related
income may be of low quality if the receivable is unlikely to be col-
lected. The auditor should therefore assess whether adequate provi-
sions have been recognized and whether the carrying amount of re-
ceivables reflects their recoverable value.

Revenue cut-off risk should also be considered, especially where sales
targets have not been achieved by the end of the reporting period.
Pressure to meet budgeted sales levels may encourage management
to record period-end sales, campaign invoices, or other revenue items
aggressively. For this reason, transactions recorded close to the period
end, particularly August sales, manufacturer campaign invoices, and
other revenue entries, should be tested in detail. The audit should fo-
cus on whether revenue recognition is supported by delivery evidence,
contractual entitlement, collectibility, and proper period allocation.
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7.6. Audit Procedures
7.6.1. Analytical Review Procedures

The audit team should first conduct an analytical review of sales, cost
of sales, gross profit, other income, exchange gains, and discount in-
terest income. Vehicle sales volumes should be compared monthly
with the budget and previous periods. A sales volume of 278 units com-
pared to a budget of 722 units necessitates that the auditor seek con-
sistency between expected sales volume and accounted-for revenue.

In addition, gross profitability analyses should be conducted on a
product basis. Vehicle-specific sales price, cost, and gross profit/loss
information should be examined; models where sales are made at a
loss should be identified. For models where sales are made at a loss,
explanations should be obtained from management, and how these
losses are offset by campaign invoices should be investigated.

7.6.2. Sales Cut-off Tests

The auditor should perform a cutoff test on sales records near the end
of the period. Sales recorded in the last week of August should be spe-
cifically selected; invoice date, delivery note date, delivery receipt, li-
cense/transfer documents, customer acceptance, and collection infot-
mation should be compared.

The purpose of this test is to determine whether sales of vehicles that
have not yet been delivered or for which risk and ownership have not
been transferred to the customer are being recorded. If there are ve-
hicles for which an invoice has been issued but delivery has not taken
place, these sales should be removed from the period’s revenue or
treated as deferred income.

7.6.3. Testing Campaign Invoices

Campaign invoices are a key audit area in this case. The auditor should
examine the basis for the campaign invoice amounting to 371,183
USD. This includes reviewing contracts with the manufacturer,
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campaign terms, sales targets, dealer support letters, reconciliations,
and collection documents.

The following questions must be answered for each campaign in-
voice:

Was the campaign mentioned in the invoice actually implemented?
Which vehicle models did the campaign cover? What calculation
method was used to determine the invoice amount? Did the manu-
facturer accept this amount? Was the amount collected, or was the
collection made after the balance sheet? Was the revenue entry made
after the relevant performance obligation was completed?

If sufficient evidence cannot be provided to answer these questions,
a revision entry for campaign revenue should be recommended.

7.6.4. Classification Test of Other Income

The other income account, amounting to 413,222 USD , should be exam-
ined in detail. Interest, turnover bonuses, performance bonuses, special dis-
counts, and sales incentive bonuses included within this amount should be
classified separately.

The auditor should assess whether the accounting classification is appropri-
ate for each type of income. Some items should be reported within sales
revenue, some as sales discount adjustments, and some as other operating
income. Incorrect classification can present net sales or gross profit differ-
ently than they actually are.

7.6.5. Examination of Exchange Rate Gains

Exchange rate gains amount to a significant sum of 3,910,276 USD.
The auditor should break down which transactions generated this
amount. According to the information in the report, a significant por-
tion of the exchange rate gains stems from rent -a-car receivables, receiv-
ables arising from guarantee payments, and foreign currency-denomi-
nated promissory notes.
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As part of the audit procedure, the year-end valuation of foreign cur-
rency receivables, the exchange rate used, the exchange rate at the
collection date, the method of calculating exchange rate differences,
and the accounting records should be checked. Furthermore, the
need for reclassification should be evaluated for comparative financial
statement presentation purposes, as exchange rate gains were previ-
ously recorded under gross sales.

7.6.6. Veerification of Trade Receivables

Nova Motors A.S.’s trade receivables amount to 32,957,818 USD.
This figure is quite high compared to net sales. The auditor should
apply external reconciliation procedures to verify the existence, accu-
racy, and collectibility of trade receivables.

First, positive reconciliation should be sent to customers with large
balances. For customers who do not respond, alternative procedures
should be applied. These include reviewing collection receipts, check-
ing bank statements, matching invoices and delivery notes, reviewing
contracts, and performing post-balance sheet collection checks.

7.6.7. Rent a Car Receivables and Allowance Test

The problematic risk arising from car rental companies is 32,880,933
USD. This amount is extremely important for the company’s financial
statements. The auditor should not directly accept the distinction be-
tween problematic and non-problematic risks made by management; for
each client, the auditor should analyze the payment history, litigation sta-
tus, enforcement proceedings, collateral status, value of pledged vehicles,
and likelthood of collection.

The lawyer’s letter is one of the essential pieces of evidence for under-
standing the legal status of these receivables. The file indicates that legal
action has been initiated against many rent -a-car companies, vehicles
have been seized, some vehicles have been sold through foreclosure, and
some debtors have entered into debt settlement processes through the
transfer of real estate or shares.
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The auditor should not consider the mere initiation of legal proceedings
sufficient. Legal proceedings may increase the likelihood of collection,
but they do not guarantee full collection. Therefore, the current market
value of the collateral, the physical condition of the vehicles, their sala-
bility , and their priority status as collateral should be tested.

7.6.8. Subsequent Collection Tests

In revenue and accounts receivable audits, subsequent ¢ ollection test
is of critical importance. The auditor should evaluate the collectibility
of recorded receivables at the end of the period by examining collec-
tions made after August 31, 2025. Data as of September 30, 2025 can
also be used for this purpose. The file shows that as of September 30,
2025, the total risk has decreased to 37,353,047 USD, but the prob-
lematic risk is still 33,009,369 USD.

This result indicates that there has been no significant improvement
in the quality of receivables in the short term. Therefore, the auditor
should seriously consider whether a provision needs to be made.

7.7. Findings, Auditor’s Assessment, and Recommendations

Nova Motors A.S.’s financial data as of August 31, 2025, reveals sig-
nificant audit risks in terms of the company’s revenue structure, other
income items, exchange rate gains, and trade receivables. In particu-
lar, sales performance significantly below budget, losses from vehicle
sales, profitability largely supported by campaign and incentive in-
come, and the high amount of non-performing loans necessitate de-
tailed audit procedures regarding the accuracy, classification, perio-
dicity, and collectibility of revenue.
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Table 7. 2. Control Weaknesses and Audit Risk Indicators in Nova Motors A.S.’s
Revenue Recognition and Reciavables Processes

Finding Auditor’s Assessment Suggestion

1 | Sales performance fell Significant deviations from | Discrepancies between
far short of budget. The | sales targets have placed budget and actual sales
company had budgeted pressure on management should be analyzed regu-
722 vehicle sales for the | to generate revenue. This larly; management expla-
first eight months of increases the risk of bring- | nations should be sought
2025, but only sold 278. | ing forward revenue to- for large deviations, and

wards the end of the pe- period-end sales should
riod, aggressively recording | be subject to specific au-
campaign revenue, or car- dit procedures.

rying back transactions

with poor collectibility.

5 | Vehicle sales generated a | The fact that profitability is | Separate control files
loss, while campaign supported by campaign should be created for
revenues offset the prof- | revenues rather than actual | campaign and incentive
itability. A loss of vehicle sales is an im- revenues; each revenue
313,399 USD was in- portant indicator of over- record should be sup-
curred in vehicle sales; sight. Campaign revenues ported by a contract,
however, a campaign in- | cannot be considered relia- | campaign announce-
voice of 371,183 USD to | ble without testing whether | ment, sales list, calcula-
the manufacturer they are based on con- tion table, counterparty
brought the profitability | tracts, actual sales, cam- approval, and receipt.
to approximately 2%. paign terms, and counter-

patty acceptance.

3 | Other income has a sig- The auditor should deter- Clear accounting policies
nificant impact on reve- | mine whether these items should be defined for
nue. This other income, | should be classified as rev- | revenue, other operating
amounting to 413,222 enue, other operating in- income, interest on de-
USD, consists of inter- come, discount adjust- ferred payments, turno-
est, turnover and perfor- | ments, or financial income. | ver bonuses, campaign
mance bonuses, special Incorrect classification may | support, special dis-
discounts , and sales in- misstate gross sales profit counts, and sales incen-
centive bonuses. and operating perfor- tive income.

mance.
4 | There is a classification This situation undermines Exchange rate gains

risk in exchange rate
gains. In the past, some
exchange rate gains were
recorded under gross
sales, but in the current
period they have started
to be tracked under the
foreign exchange gains
account.

accounting policy con-
sistency and the compara-
bility of financial state-
ments . Foreign exchange
gains should be separated
from operational sales per-
formance.

should be separated
from gross sales and rec-
orded in exchange rate
profit or financial in-
come accounts in ac-
cordance with their eco-
nomic nature. Necessary
reclassification explana-
tions should be pro-
vided.
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A significant portion of
trade receivables are
non-performing. As of
August 31, 2025, the to-
tal risk arising from rent-
a-car companies is
37,488,374 USD. Of
this, 32,880,933 USD is
classified as non-per-
forming,.

The collectibility of reve-
nue is at serious risk. Cus-
tomers experiencing pay-
ment difficulties, legal pro-
ceedings, vehicle seizure
through foreclosure, and
attempts to settle debts
through real estate/share
transfers are making the
quality of past sales ques-
tionable.

Non-performing loans
should be analyzed on a
customet-by-customer
basis; provisions should
be made considering the
remaining debt, collat-
eral, value of pledged ve-
hicles, enforcement sta-
tus, collection history,
and legal risks.

No written reconcilia-
tion was conducted dut-
ing the interim period.
The company only con-
ducts written reconcilia-
tions with buyers and
sellers at the end of the
year. As of August 31,
2025, there are no writ-
ten reconciliations for
significant customer bal-
ances.

The lack of interim tecon-
ciliation makes it difficult
to obtain sufficient audit
evidence regarding the ex-
istence, accuracy, and col-
lectibility of receivables.
This represents a signifi-
cant control weakness, par-
ticularly for high-backup
and problematic custom-
ers.

Written reconciliations
should be conducted
quarterly for high-bal-
ance customers, non-
performing loans, and
rent -a-car companies.
Reconciliation differ-
ences should be reported
regularly and monitored
by management.

Sales closing controls are
not sufficiently visible.
The delivery and cus-
tomer acceptance pro-
cesses for vehicles in-
voiced near the end of
the period are not also
monitored.

Recording revenue from
vehicles for which invoices
have been issued but deliv-
ery has not been com-
pleted creates a risk of er-
ror in terms of petiodicity
and realization principles.
This situation may result in
revenue being recorded be-
fore the relevant period.

Sales closing tests should
be included in the inter-
nal control process; vehi-
cles invoiced but not de-
livered should be auto-
matically reported at the
end of the period. Deliv-
ety documents and cus-
tomer acceptance should
be required before sales
registration.

Overall, the risk of revenue manipulation at Nova Motors A.S. focuses
more on the classification, accrual timing, and collectibility of revenues
rather than directly on fraudulent sales. While the company’s vehicle
sales generated losses, campaign invoices, sales incentives, turnover bo-
nuses, interest on deferred payments, and exchange rate gains supported
the financial outlook. This structure alone is not proof of manipulation;
however, it is an indicator of high risk. For the auditor, the primary pri-
ority is to test whether these revenues were actually earned, reliably meas-
ured, accepted by the counterparty, and recorded in the correct period.
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7.8. Instructor Notes

This case study is designed to help students evaluate revenue auditing
not just through the question of “are there sales invoices?”, but
through a broader reading of financial statements. In the case of Nova
Motors A.S., sales invoices and records may be available; however,
the real audit risk lies in the economic content of these sales, their
collectibility, classification, and their impact on the income statement.

Students should be expected to discuss the following points in particular:

The classification of campaign invoices is a central issue in evaluating
the quality of revenue presentation. The auditor should assess
whether such invoices represent genuine revenue arising from a con-
tractual entitlement, a reduction in the cost of sales, or another form
of operating income. If campaign invoices are directly linked to man-
ufacturer support, sales incentives, or compensation for pricing dis-
counts, their economic substance should be carefully examined be-
fore they are treated as revenue. Misclassification may overstate gross
sales or distort gross profit, particularly where the underlying vehicle
sales are loss-making.

The presentation of exchange rate gains within gross sales also re-
quires critical assessment. Foreign exchange gains generally arise from
currency movements rather than from the entity’s core sales activity.
Therefore, including them within gross sales may give financial state-
ment users an inflated impression of operational sales performance.
The auditor should evaluate whether the classification of exchange
rate gains is consistent with the nature of the transactions and
whether any reclassification between periods affects comparability,
trend analysis, or users’ interpretation of revenue quality.

Non-performing receivables weaken the reliability of previously rec-
orded sales because they raise questions about collectibility and eco-
nomic substance. A sale may be formally recorded when an invoice is
issued or delivery is completed; however, if the related receivable can-
not be collected, the quality of that revenue becomes questionable.
The auditor should therefore examine whether recorded sales are sup-
ported not only by documentation, but also by reasonable expecta-
tions of collection. High levels of overdue or doubtful receivables
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may indicate that past revenue recognition was aggressive or that
credit risk was not adequately considered.

The failure to recognize provisions for problematic receivables may
materially affect reported profit. If doubtful receivables remain in the
financial statements without an adequate allowance, assets may be
overstated and expenses may be understated. As a result, profit may
appear higher than its economically sustainable level. The auditor
should assess whether management has applied a reasonable and ev-
idence-based provisioning policy, considering customer payment his-
tory, aging analysis, subsequent collections, disputes, guarantees, and
other indicators of impairment.

The gap between budgeted and actual sales can create significant pres-
sure on management and may increase the risk of revenue manipula-
tion. When actual sales fall below targets, management may have in-
centives to accelerate revenue recognition, classify supporting income
more aggressively, delay impairment recognition, or use campaign-
related invoices and other income items to improve reported perfor-
mance. For this reason, the auditor should treat substantial budget
variances as a risk indicator and perform detailed procedures on pe-
riod-end sales, incentive income, receivables, provisions, and revenue
classification.

This case demonstrates that revenue manipulation doesn’t always
mean creating fictitious sales. Sometimes, manipulation manifests as
recording genuine transactions in the wrong period, classifying them
in the wrong account, aggressively retaining revenues with poor col-
lectibility in financial statements, or overstating core business perfor-
mance with ancillary income.

7.9. Discussion Questions

1. Why are Nova Motors A.S.’s sales of 278 units against a budget
of 722 units considered a significant risk indicator from a reve-
nue audit perspective?

139



Internal Audit in the Digital Age

2. How might the fact that profitability was artificially improved
through promotional invoices despite losses in vehicle sales af-
fect users of financial statements?

3. Should all other income amounting to 413,222 USD be consid-
ered related to revenue? What additional evidence should be re-
quired?

4. What auditing problem arises from showing exchange rate gains
under gross sales in the past and under exchange rate profits in
the current period?

5. How do problematic rent-a-car receivables affect the reliability
of past sales records?

6. Which audit procedures can compensate for the lack of written
interim agreements with buyers?

7. In this case, for which revenue items should the auditor recom-
mend an adjustment entry?

8. If company management claims that campaign invoices are con-
tractually based, what documents should the auditor request?

9. How can the difference between revenue manipulation and clas-
sification error be explained using this case study?

10. Under what conditions could this case be the subject of a quali-
fied opinion or a paragraph highlighting certain issues in an in-
dependent audit report?

7.10. Conclusion

The Nova Motors A.S.case demonstrates that sales figures alone are in-
sufficient for revenue auditing. The company’s sales volume fell signifi-
cantly below budget, resulting in losses on many vehicle sales; however,
gross profitability was supported by campaign invoices and other in-
come. Furthermore, high amounts of exchange rate gains, rediscount in-
terest income, and problematic rent -a-car receivables created significant
risk areas that could lead to misinterpretations of the financial statements
by users.

The auditor’s primary task is not merely to determine whether revenue
has been recorded, but to verify whether it was actually earned, whether
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it is collectible, whether it belongs to the correct period, and whether it
has been classified in the cotrect account. This case demonstrates that
revenue manipulation often manifests not as overt fraud, but through
accounting classifications, accrual decisions, and collection assump-
tions.
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Appendix 7.1. Audit Questionnaire

Nova Motors A.S. Revenue Audit Questionnaire

Area of Question Objective / Audit
Control Risk
Are there any invoices, delivery
Sales notes, delivery receipts, and cus- To test the risk of re-
1 | Comple- | tomer acceptance documents for the | cording unrealized sales
tion vehicle sales recorded during the pe- | as revenue.
riod?
For sales recorded near the end of . . .
. . . To identify the risk of
Perio- | the period, do the delivery date and
2 . . . premature revenue re-
dicity invoice date belong to the same pe- .
. cording.
riod?
Risk and . . To avoid the risk of list-
Have the risks and ownership of the |. .
Ownet- . ing vehicles for sale that
3 . vehicles been transferred to the cus- .
ship tomer? have only been invoiced
Transfer ’ but not yet delivered.
Has management provided an expla- | To assess whether there
4 Sales nation for the fact that only 278 ac- | is pressure on manage-
Targets | tual sales were made compared to ment to increase reve-
the budgeted 722 sales? nue.
Gross Has a comparison been made be- To see the impact of sell-
5 | Profita- | tween sales price and cost on a vehi- | ing at a loss on profita-
bility cle-by-vehicle basis? bility.
Sales at Is there a management statement Assessing the risk of un-
ales a . ©,
6 and approval mechanism in place for | usual pricing and reve-
a Loss . . .
vehicle models sold at a loss? nue manipulation.
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Area of
Control

Question

Objective / Audit
Risk

Have the campaign invoices issued

To test the risk of re-

Cam- 5 . .
7 nion to the manufacturer been linked to cording unrealized or un-
?n go ces the contract, campaign terms, and deserved campaign reve-
\ .
sales lists? nue.
Have the sales commissions, petfor- .
1SSIONS, p To reduce the risk of re-
Sales In- | mance bonuses, special discounts, .
8 . . . cording income based on
centives | and sales incentives been approved . °
. o estimations.
in writing by the counterparty?
. . Check the distinction be-
Are the amounts in the “Other in-
Other ’ . tween revenue, other op-
9 come” account broken down into .. )
Income detail? erating income, and dis-
’ count adjustment.
Classifi Are interest charges, campaign sub- | Identifying the risk of
10 cati(;n sidies, and sales incentives classified | misrepresenting net sales
correctly in the accounts? and gross profit.
Ex- . To prevent operational
Have exchange rate gains been rec- p P
change . sales performance from
11 orded under foreign exchange prof- : .
Rate .. being presented as higher
. its instead of gross sales? 4 .
Gains than it actually is.
Ac- Are the past and current classifica- Assessing the risk of
12 | counting | tions of exchange rate gains con- comparability and con-
Policy sistent? sistency.
Redis- Have the rediscount interest in- .
. To test the risk of erro-
count comes been recalculated using the .
13 L. neous calculation of fi-
Reve- rates, maturities, and document L
nancial income.
nues amounts employed?
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Area of Question Objective / Audit
u .

Control Risk

Trade Have positive reconciliation state- To verify the existence

14 | Receiva- | ments been sent for customers with | and accuracy of receiva-
bles large balances? bles.
Lack of Given that th'ebco.rnp any only per- To reduce the risk of in-
forms reconciliation at the end of ) .
15 | Agree- . sufficient external verifi-
the year, have alternative procedures .
ment . S cation.
been applied for interim balances?
Have the teceivables from car rental
Rent -a- mpanies been analyzed on a cus-
Car Re- | COMmPANES yee . Identifying receivables
16| . tomer-by-customer basis, categoriz- . .
ceiva- . . with low collectibility.
ing them as problematic or problem-
bles
free?
Prob. To identify the risk of
17 | lematic Have provisions been calculated for | overstating profits by
Loans receivables classified as problematic? | failing to set aside provi-
) sions.
Have the lawyer letters and enforce-
Legal files b iewed for cli Evaluating the possibili
18 | Follow. | ment files been reviewed for clients valuating the possibility
u who are subject to legal proceed- of legal collection.
p ings?
Guaran- Have the current values of collateral | To test whether the col-
19 tees such as pledged vehicles, real estate, |lateral is sufficient to
and stocks been determined? cover the debt.
Post-
Balance | Have the collections made after the To verify the collectibil
20 | Sheet end of the period been checked O verly the cotectibis
. ity of receivables.
Collec- | against bank statements?
tions
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Area of
Control

Question

Objective / Audit
Risk

Have sales returns or cancellations

To identify the risk of

Sales ) .
21 Returns that occurred after the period been | premature or inaccurate
reviewed? revenue recording,
. the sales discounts and promotional | Assessing the risk of un-
Dis- . . .
22 counts offers been approved by authorized | authorized price reduc-
185 .
personnel? tions and revenue errors.
Related | Have transactions with group com- .
. . group To test the risk of reve-
Party panies been monitored separately . .
23 . . nue manipulation
Transac- | and assessed for compliance with .
. - through related parties.
tions market conditions?
Pavment Have payment plans, loan agree- Understanding the eco-
24 Te}rms ments, and guarantee obligations nomic essence of sales
been reviewed in fleet sales? and collection risk.
Manage- . .
€% | Have the unusual income records To reduce the risk of un-
ment L : .
25 A and campaign invoices been ap- authorized or unreliable
P proved by senior management? income recording,
proval ’
Is there consistency between sales e .
Docu- |. . STEReY Identifying the risk of
invoices, shipping documents, ac- . .
26 | ment In- . . unofficial corrections or
tegrity counting records, and collection rec- missine documents
J 18} .
8r ords? 8
Has a cutoff test been conducted by | Testing the risk of re-
Revenue . . .o
27 Cut-off comparing pre- and post-period cording income for the

sales?

wrong period.
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Area of Question Objective / Audit
u R

Control Risk

Finan-

cial Are revenue, other income, ex- .

. . To prevent financial

State- change gains, and financing effects
28 . statement users from be-

ment presented separately and cleatly in . .

. ing misled.
Presen- | the financial statements?
tation
Is there a control point between the .
. p . To reduce the risk of un-

Internal | accounting, sales, and collections de- : .
29 . authorized or incomplete

Control | partments before the sales record is

sales records.
created?
Results Have any significant errors, classifi-
) cation mistakes, or missing provi- To assess its impact on

30 | Evalua- . . . . . .

i sions been identified in the revenue | the audit opinion.

on

records?
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Case Study: Fictitious Vendors, ERP Manipulation, Duplicate
Payments, and Control Weaknesses

Introduction

This case is an anonymized and adapted case study prepared for edu-
cational purposes. The company name, reporting period, amounts,
supplier names, and transaction details have been rearranged for in-
structional use. Accordingly, the case does not aim to represent any
specific company directly, but to illustrate fraud risks, transaction er-
rors, and internal control weaknesses that may arise in digital procure-
ment processes.

The analysis covers supplier records, ERP logs, invoice entries, ser-
vice procurement documents, and payment transactions recorded
during the financial year ended 31 December 2024. This reporting
period is used because the suspicious supplier relationships, duplicate
payment indicators, ERP record changes, and weaknesses in service
delivery evidence discussed in the case relate to procurement activities
carried out throughout the 2024 fiscal year.

The case examines digital procurement fraud risks at Meridian Trade
A.S.by focusing on purchasing, supplier management, ERP authori-
zation, invoice control, service procurement, and payment processes.
Although the company conducts these processes through an ERP
system, the case demonstrates that digitalization does not necessarily
ensure an effective control environment. Fraudulent or suspicious
suppliers, post-entry changes to ERP records, duplicate payment
risks, insufficient evidence of service delivery, and the circumvention
of approval limits through invoice splitting are therefore treated as
key areas requiring audit attention.

The main purpose of the case is to show that digitalization alone can-
not be equated with strong internal control. ERP systems may
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improve transaction recording, accelerate approval workflows, and
facilitate data generation. However, where segregation of duties, sup-
plier verification, three-way matching, data quality controls, service
acceptance documentation, and continuous monitoring mechanisms
are weak, the system may allow erroneous or fraudulent transactions
to be processed in a more structured and less visible manner.

In this context, the case enables students to evaluate the digital pro-
curement process beyond conventional document verification. It en-
courages analysis of system authorizations, transaction flows, data an-
alytics outputs, ERP log records, duplicate payment detection proce-
dures, supplier master data management, and audit evidence related
to service procurement.

8.1. Case Background

Meridian Trade A.$.is a medium-to-large scale foreign trade company
operating in the fields of import, trade, warehouse management, and
supplying goods to group companies. The company’s core business
model is based on the sale of imported commercial goods to group
companies and, to a limited extent, to external customers. Opera-
tional processes consist of areas requiring intensive document and
system control, such as import, inventory management, warchouse
leasing, transportation, service procurement, supplier payments, and
current account tracking.

Due to its growing transaction volume, the company began managing
its purchasing, inventory, accounting, and payment processes through
a single ERP system at the beginning of 2023. With the implementa-
tion of the ERP system, purchase requests, supplier approvals, in-
voice entries, goods receipt records, and payment approvals were
transferred to a digital environment. However, significant control
gaps emerged in the purchasing process due to the rapid implemen-
tation of the system, the inadequate design of the authorization ma-
trix, and the continuation of old manual practices.

The company’s operational structure includes substantial expenditures
related to warehouse rentals, service procurement, transportation,
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consulting, representation, and supplier-based payments. Since these
areas involve recurring transactions and document-intensive pro-
cesses, they require careful audit attention in terms of authorization,
service delivery evidence, invoice accuracy, and payment controls.For
example, case data indicate that warehouse rental expenses, transpor-
tation expenses, service purchases, and representation expenses are
examined separately; some expenses are classified in incorrect ac-
counts; and there are missing documents and decisions in some trans-
actions. This structure creates a suitable risk base for digital procure-
ment fraud in the case of Meridian Trade A.S.

8.2. Main Issue of the Case

During the examination of Meridian Trade A.S.’s purchasing and pay-
ment processes as part of the 2024 internal audit plan, an unusual
concentration of payments to certain suppliers was detected. Alt-
hough the initial investigation suggested the problem was only “miss-
ing documents in purchasing records,” data analytics revealed four
key risk areas:

1. Fictitious or suspicious supplier records

2. Manipulation of purchase order and invoice information in
an ERP system.

Duplicate payments for the same invoice or the same service.

4. Weaknesses in separation of duties, supplier verification, and
payment confirmation controls.

The internal audit team decided to investigate unusual transactions,
focusing particularly on warehousing services, transportation costs,
consulting services, representation expenses, and maintenance and re-

pair bills.
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8.3. High-Risk Transaction Areas and Control Weaknesses

An examination of Meridian Trade A.S.’s digital procurement and
payment processes reveals that the risks do not stem solely from in-
dividual transaction errors; rather, they arise from a broader control
weakness related to supplier master data management, ERP authori-
zation structure, duplicate payment controls, document procedures in
service procurements, and payment approval mechanisms. Therefore,
suspicious transaction areas and control deficiencies should be evalu-
ated together.

8.3.1. Fictitions or Suspicious Suppliers

At Meridian Trade A.S., the supplier registration process is managed
through the ERP system. According to standard procedure, the follow-
ing documents must be uploaded to the system in order to register a new
supplier:

e Tax certificate

e Commercial registry information

e Bank account verification document

e Authorized signature circular

e Purchasing department approval

e Tinance department control

e Compliance or internal control unit approval

However, during the audit procedures, it was found that some sup-
plier records did not include the required supporting documents. The
suppliers with incomplete documentation are presented in Table 8.1.
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Table 8. 1. High-Risk Suppliers Identified Due to Incomplete Documentation

Supplier Total Pay-
Name Service Type ment for Risk Indicator
2024

E;iiii:ces Warehouse 385,000 Incomplete sup-

11C support service USD plier file

Nova Logistics Shipping and 268,500 Similarity in bank

LLC loading USD account infor-
mation.

Orion Consult- Crons‘itmg and |40 000 Service output is

ing LLC go(z:e\ S sup- USD uncertain.

These three suppliers have the following characteristics in common:
e It was registered in the system by the same user.
e The supplier opening dates are very close together.
e Invoice descriptions are general and repetitive.

e Some invoices do not include a delivery receipt or service re-
port.

e There are similarities in the bank account information.

e The same purchasing personnel were found to be consistently
involved in the approval chain.

This situation suggests that a fictitious supplier may have been created
during the purchasing process.
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Upon examination of the ERP system, it was found that some pur-
chase orders had been subsequently altered. Normally, after a pur-
chase order is created, the goods or services should be accepted, then
the invoice should be entered into the system, and the payment ap-
proval process should begin. However, in some transactions, the pro-

cess was reversed.

These findings indicate a weakness in ERP-based procurement con-
trols and raise audit concerns regarding the authorization, timing, and
validity of purchase transactions. The relevant examples are summa-

rized in Table 8.2.

Internal Audit in the Digital Age

Table 8. 2. Procurement Transactions with Altered Purchase Orders and

Irregular Process Sequence

Date of Ac-

Trans- .

i S i Otrder Invoice ceptance of Amount
?; lon upphier Date Date Goods/Ser ou

0- vices
PO- Delta Ware- | 14.03.202 | 12.03.202 | 18.03.2024 48,000
2481 house Set- 4 4 USD

vices LLC

PO- Nova Lo- 25.04.202 | 22.04.202 | 30.04.2024 36,500
2529 gistics LLC | 4 4 USD
PO- Orion Con- | 10.06.202 | June 8, None 27,000
2634 sulting LLC | 4 2024 USD

This table includes transactions where the invoice date precedes the pur-
chase order or where there is no service acceptance record. This indicates
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that the purchase documents may have been generated later in the ERP
system.

A more serious finding is that some orders were revised after payment
confirmation was completed. For example, in order number PO-
2481, the initial amount was 28,000 USD, but it was increased to
48,000 USD just before payment confirmation. System log records
show that the user who made the change was a purchasing specialist,
but this same person also had the authority to define suppliers.

This is a clear violation of the principle of separation of duties.

8.3.3. Duplicate Payment with the Same Invoice Number

Within the scope of ERP data analytics, invoice records were matched
using key transaction fields, including invoice number, supplier name,
invoice date, invoice amount, and bank account number. This analysis
revealed duplicate payment exceptions involving invoices with iden-

tical or similar information. The relevant exceptions are presented in
Table 8.3.

Table 8. 3. Duplicate Invoice Payments Identified Through ERP Data Analytics

Supplier Invoice First Pay- Second Total Risk
No. ment Payment Amount

Nova Logistics | NL-2024- 24,750 USD | 24,750 USD | 24,750 USD
LLC 118

Delta Ware- DD-445 31,000 USD | 31,000 USD | 31,000 USD
house Services
LLC

Has Transport HT-908 17,400 USD | 17,400 USD | 17,400 USD
Services LLC

Orion Consult- | OC-077 12,500 USD | 12,500 USD | 12,500 USD
ing LLC
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Total risk of duplicate payments: 85,650 USD

While some of these payments had the exact same invoice number,
in some transactions the invoice number was re-entered into the sys-
tem with minor changes. For example:

e NL-2024-118
e NL/2024/118
e NL 2024 118

Because the ERP system did not standardize invoice number formats,
it perceived these records as different invoices. This is a significant
vulnerability stemming from a lack of system control.

8.3.4. Invoicing from Different Suppliers for the Same Service

When the internal audit team reviewed expenses related to warehouse
services, it identified similar invoices with comparable descriptions
issued by multiple suppliers for the same location during the same
period. This finding raises audit concerns regarding the validity, ne-
cessity, and potential duplication of warehouse service expenses. The
relevant invoice examples for the Istanbul main warehouse in March
2024 are presented in Table 8.4.

Table 8. 4. Potential Duplicate or Overlapping Warehouse Service Invoices

Supplier Explanation Amount
Delta Warehouse Services | Warehouse support service for 48,000
LLC March USD
Beta Warehouse Solutions | Warehouse operations support for 46,500
LLC March USD
Nova Logistics LLC March loading and unloading sup- | 22,000
port USD
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Although the invoice descriptions appear different, the scope of ser-
vices significantly overlaps. The service acceptance forms do not
clearly indicate which supplier performed which work. This suggests
that the same service may have been invoiced repeatedly under dif-
ferent names.

The source report also shows that expenses such as warehouse rent,
warehousing services, transportation, paper cutting services, and sim-
ilar costs reach significant amounts. These types of expenses are, by
their nature, repetitive, document-intensive, and susceptible to ma-
nipulation.

8.3.5. Control Weaknesses
- Weak Supplier Opening Control

Although document uploading appears mandatory during the sup-
plier registration process at Meridian Trade A.S., the system allows
supplier registration to be completed even without these documents.
Therefore, the procedure exists on paper; however, there is no effec-
tive mandatory control mechanism within the ERP system.

Deficiencies identified:
e Tax information verification is not performed.
e Bank accounts are not automatically linked to supplier titles.

e The system does not prevent multiple suppliers from using
the same bank account.

e Independent financial audits are not required for supplier reg-
istration.

e No additional approval is required to reactivate inactive sup-
pliers.

This structure creates a fertile ground for fraudulent supplier
schemes.
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- Lack of Separation of Duties

One of the most significant control vulnerabilities is the ability of the
same user to perform multiple critical operations simultaneously. The
investigation revealed that some users had the following permissions
concurrently:

e Creating a new supplier

e Changing the supplier’s bank account.

e Creating a purchase order

e Changing the order amount

o Entering a goods/setvices receipt record
e Submitting invoice entries for approval.

Combining these tasks within the same person significantly increases the
risk of errors and fraud. In the purchasing process, tasks should be sep-
arated into at least the following categories: request creation, purchase
approval, goods/setvice acceptance, invoice vetification, and payment
approval.

- Ineffectiveness of Three-Way Matching Control

In a healthy purchasing process, three documents should be com-
pared before payment is made:

1. Purchase order
2. Record of receipt of goods or services
3. Supplier invoice

At Meridian Trade A.S., this control theoretically exists within the
ERP system. However, the system allows for a certain tolerance dif-
ference between the amounts. The tolerance limit was initially set at
3%, and later increased to 15% for some users.

Therefore, for example, a purchase order of 40,000 USD could be
matched with an invoice of 46,000 USD and enter the payment
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process. The high tolerance rate has led to the misuse of purchase
amounts.

- Lack of Duplicate Invoice Check Before Payment

The ERP system issues a warning for records containing the exact same
invoice number. However, the system fails to detect the following situa-
tions:

e Spacing differences

e Punctuation differen

e Slash differences

e Case sensitivity

e Minor changes in supplier names

e Registering different suppliers with the same bank account.
e Similar invoices with the same amount and the same date.

Therefore, while the system prevents simple repetitions, it cannot
prevent manipulated duplicate invoice entries.

- Weak Proof of Delivery in Service Procurement

Physical verification is easier in the case of goods purchases due to
the inventory entry process. However, verifying whether a service has
actually been received is more difficult in areas such as consulting,
warehouse support, transportation, maintenance and repair, and rep-
resentation services.

The following deficiencies were observed in the procurement of ser-
vices at Meridian Trade A.S.:

e Service acceptance forms contain general statements.

e Consultancy reports have not been uploaded to the system.

e The shipping services lack a matching information between ve-
hicle license plate, delivery point, and consignment note.
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e Warehouse support services do not have staff lists or work
schedules.

e The purpose of representation and hospitality expenses is not
always clear.

The source report included detailed examinations of areas such as
representation expenses, travel expenses, rental expenses, consulting
services, and warehousing services; it was found that some expenses
were misclassified or lacked adequate documentation. Such areas are
at high risk for digital procurement fraud.

8.4. Potential Digital Procurement Fraud Scenario

The findings in the Meridian Trade A.S.case should not be considered
as isolated and independent indicators of error, but rather as parts of
a systematic control weakness in the digital procurement process. The
ERP system digitized the procurement, supplier management, invoice
recording, and payment processes. However, the system’s lack of a con-
trol-oriented design, weak application of the principle of separation of
duties, data quality issues, insufficient proof of delivery in service pro-
curements, and lack of continuous monitoring created a suitable risk en-
vironment for digital procurement fraud.

According to the possible scenario, some suppliers were registered in
the ERP system without sufficient verification; the same or related
users were able to perform critical operations such as supplier regis-
tration, purchase order creation, order amount modification, and in-
voice submission for approval. This situation increased the risk of
creating fake or suspicious suppliers, recording invoices without re-
ceiving services, subsequently altering order amounts, and losing con-
trol of the payment process.

In this case, suppliers such as Delta Depo Hizmetleri LL.C, Nova Lo-
gistics LL.C, and Orion Consulting LL.C were specifically identified as
high-risk. Payments made to these suppliers require a detailed audit due
to incomplete supplier files, similar bank account information, invoice
descriptions containing general statements, insufficient proof of service
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delivery, and the continuous involvement of the same purchasing per-
sonnel in the approval chain.

ERP log records also provide significant indicators supporting this
scenario. It was observed that some purchase orders were modified
just before payment confirmation, some supplier bank accounts were
updated close to the payment date, some invoice entries were made
outside of business hours, and some documents were uploaded to the
system after payment confirmation. These findings suggest that trans-
actions were not carried out in accordance with the usual purchasing
flow and that document completion or record manipulation may have
occurred on the system afterwards.

The risk of duplicate payments is also a significant element of the
scenario. Because the ERP system can only capture invoice numbers
that are identical, changes in spaces, slashes, punctuation, or format-
ting in the invoice numbers cause the system to perceive the same
invoice as different records. Therefore, the risk of multiple payments
for the same invoice or the same service arises.

The lack of solid proof of delivery in service procurements further
increases the risk. In services such as consulting, warehouse support,
transportation, and maintenance/repair, the absence of tangible out-
put, service acceptance forms, work schedules, transport documents,
or operation reports makes it difficult to verify whether the service
was actually received. This situation creates the risk of billing for ser-
vices that did not take place or whose scope is unclear.

Furthermore, the splitting of some invoices to remain below the
25,000 USD approval limit suggests that senior management approval
may have been deliberately disabled. Recording invoices separately
from the same supplier that exceed the approval limit in total, within
a short period, creates a risk of overshooting through invoice split-
ting.

The high-risk transactions identified in the Meridian Trade A.S. case
were grouped by risk category and transaction type. Table 8.5 sum-
marizes the total high-risk transaction volume identified during the
audit review.
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Table 8. 5. Summary of High-Risk Transaction Volume Identified
in the Meridian Trade A.S. Case

Risk Area Amount

Payments to high-risk suppliers 795,500 USD
Transactions suspected of ERP manipulation 326,000 USD
Risk of duplicate payments 85,650 USD
Service invoices lacking documentation. 214,300 USD
Split invoices below the limit 148,600 USD
Total risky transaction volume 1,570,050 USD

This entire amount should not be considered outright fraud. How-
ever, when the lack of documentation, system log findings, violations
of separation of duties, deficiencies in supplier verification, indicators
of duplicate payments, and invoice splitting practices are considered
together, it is clear that Meridian Trade A.S. has a serious control
weakness in its purchasing and payment processes.

This scenario demonstrates that digitalization alone does not guaran-
tee effective internal control. An ERP system may have accelerated
and recorded transaction processes; however, if the control design is
weak, the system can cease to be a tool for preventing fraud and in-
stead become a platform where fraudulent or erroneous transactions
are legitimized within the system.

Therefore, the fundamental recommendation for Meridian Trade A.S.is
not only to digitize the procurement process, but also to transform it
into a control-oriented structure that adheres to separation of duties, is
supported by data analytics, and is strengthened with continuous moni-
toring mechanisms. Supplier master data management should be
strengthened, the ERP authorization matrix should be restructured, du-
plicate payment algorithms should be established, a standard of proof
should be created for service purchases, and risk indicators should be
regularly monitored with a continuous audit panel.

160



Chapter 8: Digital Procurement Fraud

8.5. Audit Procedures

The internal audit team at Meridian Trade A.S. followed the proce-
dures below to investigate digital procurement fraud.

8.5.1 . Supplier Master Data Analysis

The supplier master data file was retrieved from the ERP system and
the following checks were performed:

Different suppliers with the same bank account
Different suppliers registered under the same tax number.

Suppliers with incomplete addresses or missing tax infor-
mation.

Suppliers who opened their businesses in the last 12 months
and received high-value payments.

Suppliers that were reactivated after being inactive.
Supplier addresses that are similar to employee addresses.

Bank accounts that are similar to employee IBANS.

The analysis identified 11 suppliers as high-risk. Of these, 4 were
found to have significant missing documentation, 3 were created by
the same purchasing staff, and 2 used the same bank branch and sim-
ilar account information.

8.5.2. Invoice Re-analysis

Invoice records were analyzed according to the following criteria:

Same invoice number

Similar invoice number

Same supplier + same amount + same date
Same bank account + different suppliers

Same explanation + recent payment
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e Round-amount bills
e Invoices entered on weekends or outside of working hours

This analysis revealed a confirmed duplicate payment risk of USD
85,650 and a potential duplicate or overlapping service billing risk of
USD 214,300.

8.5.3. ERP Log Review

The ERP system logs were examined and the following findings were
obtained:

e Some purchase orders were modified just before payment
confirmation.

e Some supplier bank accounts were updated shortly before the
payment date.

e The same user both created a supplier account and generated
a purchase order.

¢ Some invoice entries were made outside of business houts.

e Some documents were uploaded to the system after payment
confirmation.

These findings raise the possibility of deliberate manipulation of the
system.

8.5.4. Document and Contract Review

Contracts, bid forms, service acceptance reports, and payment docu-
ments belonging to high-risk suppliers were examined. The findings are
as follows:

e Some suppliers do not have a quotation comparison form.

e Some service procurements are not supported by formal written
contracts.

e Some contracts have been drawn up with retroactive dates.

e Some service acceptance forms are standard and contain the
same wording.
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e Some invoices do not clearly indicate the scope of the service.

This situation indicates that the purchasing process was documented but
weak in terms of content.

8.5.5. Payment Confirmation Process Review

An examination of the payment process revealed that invoices, particu-
latly those below USD 25,000, were subject to less scrutiny. This finding
indicates a potential control weakness in the payment approval process
and suggests that certain invoices may have been deliberately split to re-
main below the approval threshold. The relevant examples are presented
in Table 8.6.

Table 8. 6. Invoices Potentially Split Below the Payment Approval Threshold

Supplier Invoice Invoice Explanation
Date Amount

Orion Consulting June 5,2024 | 24,800 USD Process consulting
LLC

Orion Consulting June 6,2024 | 24,600 USD ERP support service
LLC

Orion Consulting June 7,2024 | 24,900 USD Purchasing process anal-
LLC ysis

The total amount of these three invoices is USD 74,300. When consid-
ered together, they exceed the threshold requiring management ap-
proval. However, because the invoices were recorded separately, they re-
mained subject to a lower approval level. This indicates a potential in-
voice splitting risk, whereby invoices may be divided to circumvent ap-
proval thresholds.

8.6. Findings, Auditor’s Assessment, and
Recommendations

An examination of Meridian Trade A.S.’s digital procurement and pay-

ment processes reveals that while the ERP system accelerates opera-

tional processes, it lacks sufficient robustness in terms of control design.
Significant control weaknesses were identified, particularly in areas such
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as supplier master data management, ERP authorization matrix, dupli-
cate payment controls, and monitoring delivery proof and approval lim-
its for service purchases. These findings indicate a high risk of fraudulent
suppliers, duplicate payments, ERP manipulation, and undocumented
service invoices within the company’s procurement process.
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Table 8. 7. Key Control Weaknesses in Meridian Trade A.S.’s Digital Procure-

ment and Payment Processes

Finding Auditor’s Assess- Suggestion
ment
There is a risk of While this entire Supplier master data
1 fraudulent or suspi- amount is not consid- | management should be
cious suppliers. The ered fraudulent, a strengthened. For new
investigation revealed | thorough investiga- supplier registrations,
that some suppliers tion is required due to | tax identification num-
were added to the insufficient documen- | ber vetrification, bank
ERP system without | tation and proof of account-compliance ti-
sufficient verification. | service. Weak supplier | tle matching, trade reg-
Specifically, Delta verification processes | istry check, risky sup-
Depo Hizmetleri increase the risks of plier list check, inde-
LLC, Nova Logistics | paying fraudulent pendent financial ap-
LLC, and Orion suppliers, conflicts of | proval, and internal
Consulting LL.C were | interest between em- control/compliance
identified as high-risk | ployees and suppliers, | unit approval should be
suppliers. Total pay- | fictitious service in- made mandatory. The
ments made to these | voices, embezzlement | ERP system should not
suppliers amount to of company assets, allow supplier registra-
795,500 USD. and misrepresentation | tion to be activated
of financial state- without the uploading
ments. of mandatory docu-
ments.
The ERP authoriza- Having the same user | The ERP authorization
2| tion matrix is inade- authorized to handle matrix needs to be re-
quate. It has been de- | multiple critical oper- | designed. Purchase re-
termined that some ations indicates a vio- | quests, supplier selec-
users have multiple lation of the principle | tion, supplier creation,
critical authoriza- of separation of du- goods/setvice ac-
tions, such as open- ties. This increases ceptance, invoice regis-
ing suppliers, creating | the risks of creating tration, and payment
orders, changing or- unauthorized suppli- | approval should be sep-
der amounts, and ers, subsequently in- arated among different
sending invoices for creasing order individuals or depart-
approval. The total amounts, recording ments. No single user
value of transactions fraudulent invoices, should have the author-
suspected of ERP duplicate payments, ity to both create sup-
manipulation is and weakening the pliers and initiate the
326,000 USD. control trail. payment process.
Duplicate payment It is not sufficient for | Duplicate payment al-
3 checks are ineffec- an ERP system to gorithms should be im-
tive. The system has only perform checks plemented in the ERP
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been unable to detect
some duplicate in-
voices due to differ-
ences in invoice
number formats.
Data analytics re-
vealed a total risk of
duplicate payments
of 85,650 USD for
the same or similar
invoices.

based on an exact
match of invoice
numbers. Entering
different invoice
number formats can
lead to double pay-
ments for the same
service or goods, sup-
plier reconciliation
problems, incorrect
cash outflows, and in-
flated expenses.

system. These include
invoice number not-
malization, matching
similar invoice num-
bers, checking for the
same amount + same
date + same supplier,
checking for the same
bank account + differ-
ent supplier, checking
for the same descrip-
tion + recent payment,
and implementing
warnings for recurring
invoices with rounded
amounts.

There is insufficient
proof of delivery for
services received.
Objective documen-
tation demonstrating
actual service receipts
has been found to be
lacking for services
such as warehouse
supportt, consulting,
maintenance and re-
pair, and transporta-
tion. The total
amount of service in-
voices requiring in-
vestigation due to in-
sufficient documenta-

Service procurements
have weaker physical
proof of delivery
compared to goods
procurements. The
absence of a service
acceptance form, re-
port, work schedule,
or proof of delivery
increases the risk of
paying for services
that were not ren-
dered, exaggerating
the scope of services,
re-invoicing the same
service through dif-
ferent suppliers, and

A standard of evidence
should be established
for service procure-
ments. Before payment
is made for service in-
voices, the following
documents should be
requested: service ac-
ceptance form, service
report, work schedule,
proof of delivery, con-
tract or order form, ap-
proval from the re-
questing unit, and doc-
uments demonstrating
the service’s relation-
ship to the budget/ac-

tion is 214,300 USD. | concealing budget tivity. Payment should
discrepancies. not be made for con-
sulting services without
concrete reports or out-
puts.
Approval limits were | The practice of split- | Approval limits should

exceeded through in-
voice splitting. It was
observed that in-
voices received from
some suppliers were
split in a way that

ting invoices suggests
that management ap-
proval may have been
deliberately disabled.
This weakens budget
control and allows

be monitored in an ag-
gregated manner. Simi-
lar invoices received
from the same supplier
within a short period
should be combined
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kept them below the
25,000 USD payment
approval limit. The
total amount of in-
voices deemed to
have been split below
the limit is 148,600
USD.

fraudulent transac-
tions to be concealed
by breaking them
down into smaller
patts.

and evaluated by the
system. For example,
invoices received from
the same supplier
within 7 days and total-
ing more than 25,000
USD should be auto-
matically forwarded to
senior management for
approval.

Purchase data is not
monitored regularly.
There is insufficient
evidence to suggest
that indicators such
as fraudulent suppli-
ers, duplicate pay-
ments, post-order
amount changes, pre-
payment bank ac-
count changes, and
limit splitting are reg-
ularly tracked.

The lack of internal
auditing and continu-
ous monitoring pre-
vents the eatly detec-
tion of control vul-
nerabilities. While
ERP systems generate
transactions, if these
transactions are not
regularly analyzed for
risk indicators, the
system can become a
platform for record-
ing fraudulent trans-
actions rather than
preventing them.

A continuous audit
panel should be estab-
lished for the internal
audit unit. Newly added
suppliers, suppliers
with incomplete docu-
mentation, suppliers us-
ing the same bank ac-
count, duplicate invoice
candidates, post-order
amount changes, pre-
payment bank account
changes, split invoices
below the limit,
rounded-amount in-
voices, invoice entties
outside of working
hours, and invoices
without service ac-
ceptance documents
should be monitored
monthly.
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8.7. Instructor Notes

This case study is designed to encourage students to evaluate digitized
purchasing processes not just through the lens of “Is there an ERP
system?”, but from a broader perspective of internal controls and
fraud risk. In the case of Meridian Trade A.S., transactions are con-
ducted through an ERP system; however, the primary audit risk is not
the existence of the system itself, but rather whether the authoriza-
tions, controls, approval mechanisms, and data quality within the sys-
tem are adequate.

Students should be expected to discuss the following points in partic-
ular:

The use of an ERP system does not automatically provide assurance
over the purchasing process. Although ERP systems can strengthen
transaction traceability, approval workflows, segregation of duties,
and audit trails, their effectiveness depends on how the system is con-
figured, monitored, and governed. If authorization rules are poorly
designed, approval limits can be bypassed, supplier master data can
be manipulated, or critical changes may remain undetected. There-
fore, the auditor should not assume that the existence of an ERP sys-
tem itself ensures control effectiveness. Instead, the audit should fo-
cus on whether ERP-based controls are properly designed, consist-
ently applied, and regularly reviewed.

The risk of fraudulent suppliers should not be understood only as a
problem of missing or incomplete supplier information. Although in-
adequate supplier master data is an important risk indicator, fraudu-
lent supplier risk may also arise from employee-supplier relationships,
similarities in bank account details, shared addresses, duplicate tax in-
formation, unusual payment patterns, or suppliers created shortly be-
fore large payments. For this reason, the auditor should evaluate not
only whether supplier files are complete, but also whether supplier
relationships, ownership links, bank account overlaps, and transac-
tion behavior indicate potential conflict of interest or fictitious ven-
dor risk.
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A serious segregation of duties breach occurs when the same user has
authority to create supplier accounts, generate purchase orders, change
order amounts, and submit invoices for approval. These permissions al-
low one individual to control multiple critical stages of the procurement
cycle. In such a case, the user may create a supplier, initiate a purchase,
modify transaction values, and move the invoice through the approval
process without sufficient independent review. This concentration of au-
thority weakens preventive controls and creates an opportunity for ficti-
tious suppliers, inflated invoices, unauthorized purchases, and conceal-
ment of irregular transactions.

Service purchases create additional audit evidence challenges because
proof of delivery is usually less tangible than in goods purchases. In
goods procurement, the auditor can examine purchase orders, goods
receipt notes, warehouse records, delivery documents, and inventory
movements. In service procurement, however, the evidence may con-
sist only of service descriptions, consultant reports, e-mails, time
sheets, or management confirmations. This makes it more difficult to
determine whether the service was actually performed, whether the
value charged was reasonable, and whether the invoice corresponds
to a genuine business need. Therefore, service purchases require
stronger documentation standards, clear service acceptance proce-
dures, and independent confirmation of performance.

A large number of invoices below the approval threshold should not
automatically be treated as a normal workflow. While such transac-
tions may result from routine purchasing activity, they may also indi-
cate invoice splitting designed to avoid higher-level approval. When
several invoices are issued by the same supplier, on close dates, for
similar services, and each remains just below the approval limit, the
auditor should consider whether the transactions were artificially di-
vided to circumvent control procedures. In this context, approval-
limit testing should not be performed only on individual invoices; it
should also include aggregated analysis by supplier, date range, de-
partment, project, and service type.

Opverall, procurement auditing should examine whether the ERP en-
vironment supports real control discipline rather than merely
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documenting transactions. The auditor should assess supplier master
data controls, user authorization structures, segregation of duties, ser-
vice delivery evidence, approval threshold compliance, and unusual
transaction patterns together. This integrated approach enables the
audit to identify not only formal control gaps, but also practical weak-
nesses that may allow procurement fraud, invoice manipulation, or
circumvention of approval mechanisms.

This case demonstrates that digital purchasing fraud doesn’t always
manifest as overt deception. Sometimes, the risk of fraud or error
arises through weak supplier verification, extensive ERP authoriza-
tions, missing service documentation, duplicate invoices that go un-
detected due to format discrepancies, and exceeding payment ap-
proval limits with fragmented invoices.

In the teaching process, students should not be expected to simply
list the findings. For each finding, they should be expected to estab-
lish a connection between risk, financial impact, lack of control, audit
procedure, and recommended corrective action. Therefore, the case
is particularly suitable for discussing topics such as separation of du-
ties, ERP controls, supplier master data management, duplicate pay-
ment analytics, and continuous audit dashboards in a practical way.

8.8. Discusston Questions

1. Why does the registration of some suppliers in the ERP sys-
tem at Meridian Trade A.S., without sufficient verification
create a significant risk of fraud?

2. What additional audit evidence should be requested to classify
Delta Depo Hizmetleri LL.C, Nova Logistics LLC, and Orion
Consulting LL.C as high-risk suppliers?

3. Could the entire 795,500 USD payment to high-risk suppliers
be considered outright fraud? Why?

4. Which control principle is violated when the same user has
the authority to open a supplier account, create an order,
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modify the order amount, and submit an invoice for ap-
proval?

Which log records should an auditor examine for transactions
suspected of ERP manipulation?

If duplicate payment checks fail due to differences in invoice
number format, what data quality issue does this indicate?

In duplicate payment analysis, is matching only the invoice
number sufficient? Which additional data fields should be
compared?

Why does insufficient proof of delivery in service procure-
ments create a higher audit risk compared to goods procure-
ments?

What kind of fraud or oversight risk might a large number of
invoices below the 25,000 USD approval limit indicate?

Why should using the same bank account by different suppli-
ers be considered a red flag?

What should be the top three priority improvement actions
for Meridian Trade A.S.?

Based on this case, what is the main lesson that digitalization
has taught us in terms of internal control?

8.9. Conclusion

The Meridian Trade A.S.case clearly demonstrates that digitalization
alone does not equate to effective internal control. While the company’s
purchasing and payment processes are managed through an ERP sys-
tem, significant weaknesses exist in areas such as supplier master data
management, authorization matrix, separation of duties, duplicate pay-
ment controls, service acceptance documents, and approval limits.

In this case, when payments to high-risk suppliers, transactions suspected
of ERP manipulation, duplicate payment risk, service invoices with insuf-
ficient documentation, and invoices split below the limit are considered
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together, the total risky transaction volume has been determined to be
1,570,050 USD. This entite amount should not be considered definitive
fraud. However, this magnitude indicates a serious control weakness in the
purchasing and payment process.

The auditor’s primary task is not merely to determine whether transac-
tions recorded in the ERP system have passed through the system, but
also to test whether these transactions were initiated by authorized per-
sons, whether they are based on actual delivery of goods or services,
whether they have undergone appropriate approvals, whether they in-
volve a risk of duplicate payments or invoice splitting, and whether they
are supported by sufficient audit trails.

This case demonstrates that digital procurement fraud often manifests
not as a single large fraudulent transaction, but through a combination
of weak checkpoints within the system. When fraudulent or suspicious
suppliers, broad user permissions, missing proof of service, data format-
ting issues, duplicate payment vulnerabilities, and below-threshold in-
voice splitting practices combine, the ERP system can transform from a
tool that provides security into an environment where fraudulent or er-
roneous transactions can be concealed.

Therefore, the fundamental recommendation for Meridian Trade A.S. is
not only to digitize the procurement process, but also to transform it
into a control-oriented structure, compliant with separation of duties,
supported by data analytics, and strengthened with continuous monitor-
ing mechanisms. Centralizing supplier master data management, rede-
signing the ERP authorization matrix, establishing duplicate payment al-
gorithms, creating a proof standard for service purchases, and monitor-
ing risk indicators with a continuous audit dashboard should be key ele-
ments of this transformation.
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Appendix 8.1. Audit Questionnaire

Meridian Trade A.§. Suspicious Transaction Areas and Digital
Procurement Audit Questionnaire

Area of Question Objective / Audit
Control Risk
When opening new sup-
plier ac‘coun.ts, han:' the Testing the risk of
tax registration certifi- . 2. .
. identifying suppliers
. cate, trade registry rec- .
Supplier . with incomplete
1 . ord, bank account infor- y
Opening . . . documentation and
mation, signatute citcu- .
. creating fraudulent
lar, and authorized pet- .
. : suppliers.
son information been up-
loaded to the system?
Have the tax identifica-
tion numbers, trade regis- To reduce the risk
) Supplier try records, and business of making payments
Verification status of the new suppli- to fictitious or inac-
ers been independently tive suppliers.
verified?
Identifying the risk
Has a match been of payments being
Bank Ac- checked between the made to bank ac-
3 count ., .
suppliet’s bank account counts belonging to
Check . R
and the supplier’s name? other individuals or
businesses.
Has it been analyzed Identifying the risk
. Same Bank whether the same bank of creating related,
Account account is being used by fraudulent, or shell
multiple suppliers? suppliers.
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Area of Question Objective / Audit
Control Risk
Have detailed supplier re- Evaluating the au-
views been conducted for thenticity and valid-
5 High-Risk Delta Depo Hizmetleri itv of :}rments
’ Suppliers LLC, Nova Logistics rga de ItD o}hi hrisk
LLC, and Orion Consult- liers g
ing LLC? suppiers.
Has an investigation been
. conducted to determine To test for em-
Supplier- . . .
if there are any relation- ployee-supplier
Employee . . . .
6 . ships between supplier contflicts of interest
Relation- .
hi partners, managers, or and the risk of asset
SHip bank account holders and | embezzlement.
company employees?
s there a sp CCI.ﬁ € ap- To prevent the use
proval mechanism in .
. . of old or inactive
Passive place for reactivating pas- )
7 . . : supplier records for
Suppliers sive suppliers that have
. : fraudulent transac-
been inactive for a long .
) tions.
time?
Have any changes to the Identifying the risk
Supplier supplier’s name, address, of unauthorized
8 Master Data tax number, or bank ac- payments through
Changes count been approved by critical master data
authorized personnel? changes.
Assessing the risk
ERP Au- Are user permissions of giving users ex-
9 thorization aligned with job descrip- cessive privileges
Matrix tions in the ERP system? outside of their as-

signed tasks.
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Area of Question Objective / Audit
u .
Control Risk
Does the same user have To test the risk of
the authority to create a error or fraud being
10 Separation supplier account, gener- committed and
of Duties ate orders, register in- concealed due to a
voices, and initiate the breach of the sepa-
payment process? ration of duties.
.. Have users with critical Identifying unau-
Critical Us- .. .
1 ers ERP privileges been re- thorized ot over-au-
) viewed regularly? thorized users.
To identify the risk
Are the actions of users of uncontrolled
i Superuser with superuser or admin- changes being made
Permissions istrator privileges inde- to the system and
pendently monitored? the weakening of
the audit trail.
To reduce the risk
Are purchase orders of creating orders
Purchase
13 based on confirmed put- that are not actually
Order ’
chase requests? needed for the
company.
To test the risk of
Have any subsequent
fraudulent pay-
changes to order amount, .
" Order nantity. or supplier in ments being made
Changes d o, Of Supp by subsequently al-

formation been tracked
using log records?

tering order infor-
mation.
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Area of
Control

Question

Objective / Audit
Risk

Pre-Invoice

Does the invoice date

Identifying the risks
of creating retroac-

15 Order come after the purchase tive orders and sub-
order date? sequently complet-
ing documents.
Has a three-way match-
ing process been estab- To reduce the risk
Triple lished between the pur- of paying for goods
16 Malsch chase order, the or services that
goods/setvices ac- have not been re-
ceptance document, and ceived.
the invoice?
Are service acceptance . .
. P Testing the risk of
forms, setrvice reports, . .
. paying for services
Service Ac- work schedules, or out-
17 . that were not pro-
ceptance put documents available .
. vided or cannot be
for service procure-
proven.
ments?
. Identifying the risk
Are the consulting in- ying
. of company re-
. voices suppotted by con- . .
Consulting ’ sources being di-
18 . crete reports, analyses, .
Services L verted through ficti-
outputs, or delivery doc- . >
tious consulting in-
uments? .
voices.
Have warehouse support, To reduce the risk
Warehous- transportation, and logis- of overstating the
1 ing and Lo- tics services been verified scope of setvices or
gistics Set- with shipping docu- billing for services
vices ments, transport records, that were never ren-

or operational reports?

dered.
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Area of Question Objective / Audit
u .
Control Risk
Have records entered . .
. . Testing the risk of
. into the system with the .
Duplicate . multiple payments
20 ) same invoice number or :
Invoice . being made on the
similar invoice number .
same invoice.
formats been analyzed?
. . . To identify the risk
Have invoices with the T
of duplicate pay-
_ same amount, same date,
Similar In- . o ments that the sys-
21 . same supplier, or similar . .
voice Check o tem might miss due
descriptions been com- .
to format differ-
patred?
ences.
Has it been investigated Identifying the risk
”» Same Set- whether the same service of multiple pay-
vice Invoice was re-billed through dif- ments for the same
ferent suppliers? service.
Have the invoice, otder,
acceptance document, To reduce the risk
” Prepayment and bank account infor- of erroneous, unau-
’ Verification mation been double- thorized, or dupli-
checked before payment cate payments.
is made?
Have invoices received
from the same supplier Testing the risk of
" Invoice within a short petiod of exceeding approval
Splitting time and just below the limits through in-

approval limit been ana-
lyzed?

voice splitting.
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Area of Question Objective / Audit
Control Risk
Identifying the risk
Have aggregated checks of circumventing
been performed for nu- top management
Approval .
25 Limit metous transactions that approval through
m
fell below the 25,000 processes broken
USD approval limit? down into smaller
patts.
Have invoices with . . .
. To identify the risk
rounded consistency, fre- .
Round i, ; of unusual or artifi-
26 quent repetitions, ot in- .
Amounts . cially created trans-
adequate explanations . .
i . actional activity.
also been investigated? d
Have any supplier regis-
trations, order changes Identifying high-
After-Hours . L 8¢S, . ying hig
invoice entties, ot pay- risk transactions
27 Transac- . :
. ment transactions made that are outside of
tions . .
outside of working hours normal procedures.
been reported?
Have the ERP log rec-
otds related to supplier To verify who per-
registration, bank ac- formed the transac-
ERP Log &l . .
28 count changes, order tions, when, and
Records
changes, and payment under what author-
confirmation transactions ity.
been reviewed?
Are there system controls To maintain the re-
Log Integ- in place to prevent the liability and tracea-
29 K . . . . .. .
rity deletion or modification bility of digital audit
of ERP log records? evidence.
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entered in a standard for-
mat?

Area of Question Objective / Audit
u .
Control Risk
. Testing the risk of
Is there consistency be- & .
payments being
tween the contract, order, o
Document . processed with in-
30 . acceptance document, in-
Integrity . complete or subse-
voice, payment order,
quently created
and bank statement?
documents.
. Have written agreements To verify the accu-
Supplier S .
. been made with high-risk racy of outstanding
31 Reconcilia- . .
fion and high-balance suppli- balances and pay-
ers? ment records.
Have payments made af- To evaluate the ac-
Post-Bal- ter the end of the period curacy of the debts
32 ance Sheet been matched with the and expenses rec-
Payments relevant invoices and set- orded at the end of
vice documents? the period.
Has it been verified Identifying the risk
Related whether suppliers are re- of resource transfer
33 . lated to company part- or conflicts of inter-
Party Risk .
ners, directots, or em- est through related
ployees? parties.
Are supplier names, in- .
¢ SupPp S To reduce the risk of
voice numbers, description automated controls
34 Data Quality fields, and bank accounts

failing due to poor
data quality.
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Area of

Objective / Audit

documentation been as-
sessed for financial im-
pact?

uestion .
Control Q Risk
Are new suppliers, suppli-
ers with incomplete docu-
. . P To enable the early
Continuous mentation, duplicate pay- . .
35 L. . detection of risky
Monitoring ment candidates, and be- .
L L transactions.
low-limit split invoices reg-
ularly reported?
Has a continuous audit
. To enable monthly
panel been established for . .
Control . . . or real-time monitot-
36 the internal audit unit re- . ..
Panel . . ing of digital pur-
garding the purchasing and SN
chasing risks.
payment process?
Have unusual supplier
transactions, high-amount To reduce the risk of
37 Management service invoices, and ex- critical transactions
‘ Approval ceptional payments been being executed with-
approved by senior man- out authorization.
agement?
Has a cortective action
lan been prepared for the
. p prep To prevent the re-
Corrective detected duplicate pay-
38 . o currence of control
Action ments, missing documents, o
S . vulnerabilities.
or authotization viola-
tions?
Have payments to high-
risk suppliers, transactions .
Ppers, . To evaluate the im-
suspected of ERP manipu- .
. . . . pact of the findings
Financial lation, duplicate payments, .
39 . . L on financial state-
Impact and invoices with missing

ments and cash out-
flow.
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Area of . Objective / Audit
Control Question Risk
Have any significant con- To determine
trol lapses, indications of whether the audit re-
10 Results fraud, or financial mis- sult requires report-
Evaluation statements been identified ing, investigation, or

in the purchasing and pay-
ment process?

a record of correc-
tion.
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Case Study: Receivables Aging, Collection Weaknesses,
and Data Analytics Risk

Introduction

This case is an anonymized and adapted case study prepared for edu-
cational purposes. Company name, period information, amounts,
customer names, and transaction details have been rearranged for in-
structional purposes. Therefore, the case is designed to discuss audit
risks related to trade receivables, collection processes, accounts re-
ceivable aging, collateral adequacy, and the use of data analytics, ra-
ther than directly representing a specific company.

This case examines SAFER A.S.’s trade receivables and collection
processes, including credit sales, check collection practices, customer
guarantees, domestic and international customer reconciliations, and
accounts receivable risk monitoring procedures.

While the company’s receivables appear in its accounting records, the
fundamental issue from an audit perspective is whether these receiv-
ables are economically collectible, whether their true age is accurately
represented, and whether they are adequately supported by collateral.

The main objective of this case is to demonstrate that accounts re-
ceivable auditing is not simply about verifying whether customer bal-
ances are reflected in the records. The actual maturity of receivables,
check renewals, returned and bounced checks, collateral coverage ra-
tio, reconciliation deficiencies, post-balance sheet collections, and
data analytics indicators must all be considered together.

This case study aims to have students analyze accounts receivable au-
diting in terms of assets, accuracy, valuation, collectibility, and provi-
sion risk. Specifically, it explores whether accounts receivable aging
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reflects economic reality, the impact of problematic checks on collec-
tion quality, the relationship between collateral shortfalls and credit
risk, and how ERP data can be used as an early warning mechanism.

9.1. Case Background

SAFER A.S. is a manufacturing company operating in the industrial
wire sector. The company produces steel wire ropes, spring wire, tire
wire, concrete wire, galvanized wire, and special industrial wire prod-
ucts, and sells them in both domestic and international markets. The
company’s sales model is largely based on credit sales. In domestic
sales, the dealer network plays a significant role; in international sales,
collection processes are carried out through group marketing compa-
nies, direct customers, and distributors.

SAFER A.S.’s receivables structure as of December 31, 2025 revealed
three key risk areas that placed significant pressure on the company’s
cash flow:

1. The receivables aging report did not fully reflect economic reality;
2. The collection process had significant control weaknesses;
3. Data analytics was not used effectively to monitor receivables risk.

This case examines SAFER A.S.’s trade receivables and collection
processes from an internal audit perspective, with particular focus on
receivables aging manipulation, collection deficiencies, and the lim-
ited use of data analytics. Within this framework, the case evaluates
audit procedures, findings, risk indicators, and recommendations.

9.2 . Main Issue of the Case

The main audit issue in the SAFER A.S. case is not merely whether
trade receivables are recorded in the accounting system. The more
critical question is whether these receivables reflect their true aging
profile, whether they are collectible, whether they are adequately
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supported by collateral, and whether they have been prudently valued
in the financial statements.

The company’s receivables portfolio includes significant amounts of
credit sales, check collections, domestic and international customer
balances, returned and bounced checks, and customers with collateral
deficiencies. This structure necessitates an examination of receivables
not only in terms of record accuracy but also in terms of credit risk,
collection quality, cash flow impact, and the need for provisioning.

The fundamental control question of the case is whether SAFER
A.S.s trade receivables have been aged, verified, and valued in a man-
ner that reflects their true collection risk, or whether the receivables
portfolio has been presented as healthier than it actually is through
check renewals, maturity extensions, problematic check transactions,
reconciliation deficiencies, and insufficient collateral.

To answer this question, the auditor should not only look at customer
current account balances. The first invoice date, first due date, check
renewal history, returned or bounced check transactions, customer
guarantees, reconciliation responses, post-balance sheet collections,
and provisions for doubtful receivables should all be considered to-
gether.

9.3. General Overview of Trade Receivables

An examination of SAFER A.S.’s receivable accounts as of Decem-
ber 31, 2025, shows that the company has a significant short-term
receivable balance, mainly arising from domestic and overseas buy-
ers as well as promissory notes and post-dated checks. The compo-
sition of net short-term trade receivables is presented in Table 9.1.

Table 9.1. Composition of SAFER A.$.’s Net Short-Term Trade Receivables as
of December 31, 2025

Account Item Amount, USD
Domestic buyers 2,600,226
Overseas buyers 3,708,318
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Public sector buyers 36,084
Other buyers 72

Total buyers 6,344,700
Promissory notes and post-dated checks | 2,467,958
Accounts receivable discount (-) (194,664)
Doubtful trade receivables 70,359

Provision for doubtful receivables (-) (69,635)

Net short-term trade receivables 8,618,718

A significant portion of the company’s total short-term trade receiv-
ables consists of accounts receivable from sales on credit, dealer re-
ceivables, foreign customers, and checks in the portfolio. While this
structure supports the company’s sales volume, it creates a financial
statement item that requires careful monitoring in terms of collection
risk, credit risk, and cash conversion cycle.

SAFER A.S. generally sets payment terms at 30, 60, and 90 days.
However, investigations have revealed that some dealers are settling
their due debts with new post-dated checks, some checks are being
returned, and others are bouncing. This situation creates a risk area
that could lead to a healthier-than-actual balance in accounts receiva-
ble aging reports.

9.4. High-Risk Process Areas and Control Weaknesses

An examination of SAFER A.S.’s trade receivables and collection
processes reveals that the fundamental risk is not limited solely to
whether receivables are recorded. The real audit risk lies in whether
the true age of receivables is accurately tracked, whether check renew-
als and returned checks mask collection risk, whether customer guar-
antees adequately cover outstanding trade receivables, and whether
domestic and international customer balances are verified with suffi-
cient audit evidence.
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Therefore, suspicious transaction areas and control weaknesses at
SAFER A.S. should be evaluated under the following headings.

9.4.1. Risk of Accounts Receivable Aging Manipulation

Under normal conditions, receivables are monitored according to
predefined aging ranges in order to assess collection risk and deter-
mine the need for doubtful receivable provisions. The standard aging
ranges and corresponding risk levels are presented in Table 9.2.

Table 9.2. Standard Aging Ranges and Risk Levels for Trade Receivables

Aging Range Risk Level

0-30 days Low

31-60 days Medium

61-90 days High

91-180 days Critical

181 days and older | Doubtful / overdue

Accounts receivable aging directly affects a company’s collection
quality, credit policy effectiveness, provisioning needs, and cash flow
risk. Therefore, aging reports should be prepared not only based on
accounting records but also on the economic reality of the receivable.

In the SAFER A.S. case, age manipulation does not directly mean
fraudulent record keeping. However, certain practices can present the
actual collectibility status of receivables as better than it actually is.
Specifically, closing overdue receivables with new checks, replacing
returned or bounced checks with new customer checks, and present-
ing the same receivable in the system with new due dates using dif-
ferent maturity dates are key indicators of this risk.

Some of the company’s dealers are settling their due debts with post-
dated checks instead of cash payments. This practice may appear in
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accounting records as if the receivable has been closed or renewed.
However, the economic risk of collection remains because the com-
pany has not collected the debt in cash; it has only received a new
post-dated payment instrument to replace the old receivable.

Similarly, the exchange of returned or bounced checks for new cus-
tomer checks, while explainable from a business perspective, is an
area that requires careful monitoring from an auditing standpoint.
Such transactions can conceal the true due date of receivables and
collection delays.

Accounts receivable aging directly affects a company’s collection
quality, credit policy, liquidity position, and exposure to collection de-
lays. The general overview of problematic check transactions at
SAFER A.S. is presented in Table 9.3.

Table 9.3. Problematic Check Transactions of SAFER A.S. as of the

First Quarter of 2026
Explanation Amount, USD
Bounced checks 1,621,584
Returned checks 2,276,291

Bounced checks in the first quarter of 2026 | 559,743

2026 first quarter return checks 470,387

Total problematic check transactions 4,928,005

This magnitude indicates that the company has a high volume of
check renewal and return transactions in its collection process. There-
fore, the auditor should not only look at the current check maturity
date or the last transaction date. For each receivable, the first sale
date, first maturity date, first default date, last check date, and renewal
count should be analyzed together.

In addition to its standard accounts receivable aging report, SAFER A.S.
should prepare an economic aging report to assess not only the contractual
aging of receivables but also their actual collectibility, legal status, and
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credit risk. The key information to be included in this report is summa-
rized in Table 9.4.

Table 9.4. Required Information for the Economic Aging
Report of Trade Receivables

Data Field Explanation

First invoice date Date the debt arose

First due date First payment obligation date

Deadline History of the current collection method

Number of check renew- | How many times has the check been exchanged

als for the same debt?

Return/bounced check Customer’s problematic payment history
history

Security status Comparison of exposed risk with collateral.
The actual delay day Delay from the first due date

This structure will allow us to track not only the accounting age of
receivables but also their economic risk age.

9.4.2. Problematic Checks and Collection Quality Risk

At SAFER A.S., the collection process is mainly managed through
coordination among the sales team, the accounting unit, and the fi-
nance department. However, the current structure does not provide
a systematic, centralized, and data-driven control mechanism for
monitoring overdue receivables, check renewals, collateral adequacy,
and collection performance.

The main weaknesses in the collection process are as follows:
e Customer credit limits are not updated dynamically.

e The failure to conduct root cause analysis of returns and
bounced checks on a customer-by-customer basis,

e Tailure to regularly monitor the frequency of check renewals,
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e The collection performance is not reported on a sales repre-
sentative, customer, region, and product group basis.

e There are not enough restrictions on making new sales to cus-
tomers with a history of problematic checks.

Problematic checks should not be considered merely a technical mal-
function in the collection process. A bounced check is a significant
warning sign regarding a customer’s ability to pay or their financial
discipline. While a returned check may be explained in some cases by
business relationships, extended payment terms, or customer re-
quests, a high volume and repeated return of checks indicate a weak-
ening in the quality of collections.

Therefore, at SAFER A.S., problematic checks should be tracked in
a separate collection risk database. For each problematic check, the
customer name, initial sale date, check due date, reason for return or
bounced check, whether a new check was received, the new check
due date, whether interest was applied, sales representative, and col-
lateral status should be recorded.

This structure will enable early detection of recurring collection prob-
lems with the same customers. Additionally, approval from the fi-
nance department or credit committee should be sought before mak-
ing new sales to high-risk customers.

9.4.3. Lack of Agreement

SAFER A.S. is the inadequate level of customer reconciliation. Alt-
hough reconciliation letters have been sent to a significant portion of
domestic buyers, the response rate has remained limited.

As of December 31, 2025, the reconciliation status of SAFER A.S.’s
domestic receivables was reviewed to assess the reliability, confirma-
tion status, and potential collectibility risks of customer balances. The
reconciliation results are summarized in Table 9.5.
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Table 9.5. Reconciliation Status of SAFER A.S.’s Domestic Receivables as
of December 31, 2025

Explanation Amount, USD

Total domestic buyers 2,600,226

The amount for which an agreement response was received. | 1,412,251

Amount for which no answer was received 1,187,975

Response rate 54%

The response rate of approximately 54% indicates that sufficient ex-
ternal verification evidence could not be obtained for all domestic
receivables. For customers who could not be reached, alternative au-
dit procedures should be applied; post-collection bank statements,
shipping documents, sales contracts, invoice records, and customer
correspondence should be examined.

The risk is higher for foreign receivables, as written account reconcil-
iations had not been completed for foreign customer balances
amounting to USD 3,708,318 as of December 31, 2025. The recon-
ciliation status of foreign receivables is summarized in Table 9.6.

Table 9.6. Reconciliation Status of SAFER A.$.’s Foreign Receivables as
of December 31, 2025

. Amount
Creditors Group (USD) Agreement Status
Overseas buyers 3,708,318 | No written agreement has been reached.
Public sector buyers | 36,084 No written agreement has been reached.

Lack of reconciliation in foreign receivables creates significant audit risk
in terms of the existence, accuracy, and collectibility of the receivables.
Furthermore, additional factors such as exchange rate differences, deliv-
ery disputes, quality problems, returns, transfer restrictions, and country
risk must be considered in foreign currency receivables.
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Therefore, SAFER A.S. must conduct written reconciliations at least
twice a year for its international customers. Customers with high bal-
ances as of the balance sheet date, outstanding balances exceeding 90
days, exchange rate disputes, returns or quality problems, and those
classified as related parties should be given priority for verification.

The priority customer groups for which reconciliation agreements
should be obtained can be classified according to the criteria pre-
sented in Table 9.7.

Table 9.7. Risk-Based Prioritization Criteria for Receivables Reconciliation

Priority Criterion

1. Priority | Balance exceeding 100,000 USD

2. Priority | Maturity exceeding 90 days

3. Priority | Customer with exchange rate dispute

4. Priority | Customer experiencing return or quality issues

5. Priority | Customer that is within the group or is a related party

Opverall, reconciliation deficiencies weaken audit evidence regarding
the accuracy of receivables. Therefore, the auditor should not accept
unreconcilable balances solely on the basis of accounting records;
they should support them with alternative verification procedures.

9.4.4. Collateral and Credit Control Weaknesses

SAFER A.S. receives various forms of collateral from its customers,
including letters of guarantee, promissory notes, checks, foreign cur-
rency collateral, and mortgages. As of December 31, 2025, the general
composition of collateral received by the company is summarized in
Table 9.8.
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Table 9.8. Composition of Collateral Received from SAFER A.S.’s Customers as
of December 31, 2025

Type of Collateral Amount
(USD)

Letters of guarantee denomi-

nated in TL/USD 834,506

Promissory notes held as collat- 34,370

eral

Checks held as collateral 76,810

Foreign currency collateral 551,300

Nevertheless, it has been observed that in some high-risk clients, the
collateral does not cover the commercial risk.

While the total collateral amount appears significant, a customer-by-
customer review reveals that for some high-risk customers, the col-
lateral does not adequately cover the explicit commercial risk. There-
fore, collateral should be evaluated not only based on the total
amount but also in comparison with the existing accounts receivable
risk on a customer-by-customer basis.

An examination of high-risk customers revealed a total collateral
shortfall of 512,048 USD. This shortfall is particularly critical for cus-
tomers with a history of bounced checks, unpaid checks, extended
due dates, or check renewals. This is because, in the event of collec-
tion problems with these customers, the company’s ability to secure
its receivables may be limited.

This situation points to three key risks in the credit check process.
First, customer credit limits are determined based on sales volume,
and collection performance is not sufficiently considered. Second,
collateral is not regularly renewed according to the current risk level.
Third, new sales continue to be made to customers with insufficient
collateral.

To mitigate these risks, SAFER A.S. should implement a structured
credit control model covering customer risk assessment, credit limit
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approval, collateral monitoring, receivables aging, reconciliation pro-
cedures, and collection follow-up. The recommended credit control
model is summarized in Table 9.9.

Table 9.9. Recommended Credit Risk Management and Receivables Control

credit limit

Model for SAFER A.S.
Control Explanation
Dynamic Customer limits should be determined based on collection

performance, not sales volume.

Collateral up-
date

Guarantees must be updated at least twice a year.

Foreign cur-
rency collat-
eral

For USD-denominated sales, USD collateral is preferred.

Automatic
sales block-

ng

The system should stop new sales to customers with insuffi-
cient collateral.

Risk score

Bounced checks, returned checks, delays, and collateral rates
should be scored together on a customer-by-customer basis.

Opverall, collateral management at SAFER A.S. should not be limited
to simply monitoring the total amount of collateral received. The au-
ditor should assess whether the collateral covers the current commer-
cial risk on a client-by-client basis, whether it is legally valid, its con-
vertibility into cash, and its impact on the collectibility of receivables.

9.4.5. Doubtful Receivables and Provisioning Risk

As of December 31, 2025, SAFER A.S.’s doubtful trade receivables
amounted to USD 70,359. A provision of USD 69,635 had been rec-
ognized for these receivables. The provision status of doubtful trade
receivables is summarized in Table 9.10.
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Table 9.10. Provision Status of SAFER A.S.’s Doubtful Trade Receivables as
of December 31, 2025

Description Amount (USD)

Doubtful trade receivables 70,359

Provision for doubtful trade receivables | 69,635

Unprovided balance 724

At first glance, the provision ratio for doubtful receivables appears
quite high. However, from an audit perspective, the real issue is not
simply the adequacy of the provision allocated to existing doubtful
receivables accounts. The more critical risk is the failure to identify
receivables that, while not yet classified as doubtful, still pose an eco-
nomic risk of non-collection.

At SAFER A.S., when check renewals, returned checks, bounced
checks, customers with collateral deficiencies, and balances for which
reconciliation responses cannot be obtained are considered together,
it is seen that some receivables, although appearing as normal trade
receivables in the accounting records, carry an economic collection
risk. Therefore, provision analysis should not be performed only on
amounts that have entered legal proceedings or have been transferred
to the doubtful receivables account.

Additional provisions and impairment analysis should be performed,
especially for the following groups of receivables:

e Receivables exceeding 90 days but renewed with a new
check,

e Customers with insufficient collateral,

¢ Customers who have had more than one bounced check in
the last 12 months,

e Customers whose return voucher volume is high relative to
their sales volume,

e Customers who cannot receive a confirmation response,
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e Customers with overseas receivables who have disputes re-
garding delivery, quality, returns, or exchange rate differ-
ences.

In this context, SAFER A.$.’s provisioning policy should be based
not only on the legal status of the receivable but also on indicators
such as the customer’s payment history, check renewal frequency,
collateral coverage ratio, number of days in arrears, reconciliation
status, and post-balance sheet collection performance.

Overall, a high current provision for doubtful receivables is a positive
indicator; however, this ratio does not eliminate the collection risk across
the entire receivables portfolio. The auditor should separately analyze
customer balances included in normal trade receivables but which have
weakened economic collectibility and recommend additional provisions
where necessary.

9.5. Potential Receivables Aging and Collection Risk
Scenatio

In the case of SAFER A.S., trade receivables appear to be present in
the accounting records. However, the fundamental issue from an au-
dit perspective is not whether these receivables are recorded, but ra-
ther whether the actual collection risk is accurately reflected in the
financial statements. Considering the company’s deferred sales
model, check collection practices, payment extensions, returns and
bounced checks, collateral deficiencies, and reconciliation shortcom-
ings, there is a risk that the receivables portfolio appears healthier
than it actually is.

In a possible scenario, some customers’ overdue debts may have been
renewed with new post-dated checks instead of being settled with
cash collections. In this case, the accounting system appears as if the
old receivable has been closed or replaced with a new, dated collec-
tion instrument. However, economically, the company has not re-
ceived any cash collection, and the collection risk remains. This prac-
tice may cause receivables to appear younger and less risky in ac-
counts receivable aging reports.
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Similarly, replacing returned or bounced checks with new customer
checks can mask collection risk. Even if a new check is technically
received, the original due date, initial maturity date, and initial default
date of the receivable remain unchanged. Therefore, the auditor
should not consider the receivable new and valid simply by looking
at the current check maturity date or the last transaction date.

Another important factor in this scenario is insufficient collateral. For
some high-risk customers, insufficient existing collateral to cover the
apparent commercial risk increases the likelihood of non-collection.
Continuing sales to customers with a history of problematic checks
and ongoing collateral deficiencies can increase the company’s credit
risk.

The lack of written reconciliation for foreign receivables is also a cru-
cial part of the scenario. This lack of reconciliation makes it difficult
to verify whether accounts receivable balances match customer rec-
ords. It can also lead to delayed detection of risks such as exchange
rate discrepancies, delivery disputes, quality issues, returns, or collec-
tion delays.

This structure does not directly mean that false receivables are being
created. However, it increases the risk of receivables being presented
as younger, safer, and more collectible than they actually are. This can
lead to underestimation of doubtful receivables provisions, a better-
than-expected collection performance, delayed detection of cash flow
risks, and incorrect credit limit setting.

Therefore, the auditor’s primary priority is not merely to verify
whether receivables exist in the accounting records. For each signifi-
cant receivable, the auditor should evaluate the first sale date, first
maturity date, check renewal history, problematic check transactions,
collateral coverage ratio, reconciliation status, and post-balance sheet
collections together. In this way, the difference between the account-
ing age and the economic risk age of receivables can be revealed.
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9.6. Audit Procedures, Data Analytics And Control
Evaluation

The audit of SAFER A.$.’s trade receivables and collection process
should not be limited to document verification alone; it should also
include an assessment of receivables aging, collectibility, collateral ad-
equacy, reconciliation results, subsequent collections, and data analyt-
ics indicators. Therefore, audit procedures should be designed to in-
clude document review, external verification, post-balance sheet col-
lection testing, collateral analysis, and data analytics applications.

9.6.1. Document Examination Procedures

The auditor should first examine the documents underlying trade re-
ceivables. This includes comparing sales invoices with current ac-
count records, matching check receipt slips with bank collection rec-
ords, and verifying how returned and bounced checks are reflected in
customer accounts. Additionally, the basis for interest invoices,
doubtful receivables records, provision calculations, and legal corre-
spondence regarding receivables under legal pursuit should be re-
viewed.

The purpose of these procedures is to determine not only whether
receivables exist in the records, but also whether they are based on an
actual sales transaction, whether they belong to the correct customer,
and whether they pose a risk in terms of collectability.

9.6.2. Verification Procedures

Positive reconciliation should be sent to domestic and international
customers with high balances. International customers, in particular,
those with receivables exceeding 90 days, customers with a history of
problematic checks, and accounts with insufficient collateral should
be prioritized for verification.

Alternative audit procedures should be applied for customers from
whom a reconciliation response cannot be obtained. This includes
reviewing post-balance sheet collections, bank statements, shipping
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documents, customs documents, sales contracts, customer cotre-
spondence, and payment plans. For customers with discrepancies in
reconciliation, the reason for the discrepancy should be analyzed in
detail.

9.6.3. Balance Sheet Post Collection Tests

Post-balance sheet collection tests are critical for assessing the collecti-
bility of trade receivables. The auditor should compare collections made
after December 31, 2025, with bank statements and customer account
activity.

Accounts receivable that were recorded at the end of the period but
could not be collected after the balance sheet preparation, and which
were renewed with new checks or restructured, should be examined sep-
arately. The need for provisions for doubtful receivables or impairment
payments should be assessed for these receivables.

9.6.4. Security And Credit Limit Tests

The auditor should compare the commercial risk on a client-by-client
basis with the available collateral. Letters of guarantee, promissory notes,
checks, foreign currency collateral, and mortgages should be evaluated
not only in terms of amount but also in terms of legal validity, current
value, convertibility to cash, and capacity to cover the receivable.

New sales to customers with low collateral coverage ratios should also
be examined. If a collateral shortfall, a history of problematic checks, and
overdue receivables are observed together, these customers should be
considered high-risk and an additional provisioning analysis should be
performed.

9.6.5. Data Analytics Procednres

Certain receivables-related risks cannot be effectively detected through
manual review alone. Therefore, data analytics procedures should be a
fundamental part of the audit approach. The basic analytical tests that
can be applied are summarized in Table 9.11.
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Table 9.11. Basic Data Analytics Tests for Auditing Trade Receivables

Analytical Test

Aim

Aging analysis based on initial ma-
turity date.

Determining the actual delay petiod of the
receivable.

Check renewal frequency analysis

To determine how many times the same
debt has been settled with a new check.

Analysis of problematic check rate

Measuring the frequency of returns and
bounced checks on a customer basis.

Collateral gap analysis

Calculating the difference between com-
mercial risk and available collateral.

Analysis of customers who did not
receive a confirmation response.

Identifying balances with a high risk of ex-
ternal verification.

Sales increase — collection failure

To see if the quality of collections detetio-
rates as sales volume increases.

comparison

These tests allow for the evaluation of receivables not only on a record
basis, but also in terms of economic collection risk.

9.6.6. Audit Procedures, Data Analytics, and Control Evaluation

The audit should also evaluate SAFER A.S.’s internal control struc-
ture over accounts receivable and collection processes. The current
review indicates that certain controls are not sufficiently robust. The
main control weaknesses identified are summarized in Table 9.12.

Table 9.12. Key Control Weaknesses in SAFER A.S.’s Accounts Receivable and

Collection Processes

Control Area | Current Weakness Risk

Credit limits It is not dynamically updated. Risk of exceeding limits and
collection issues.

Collateral man- | Collateral does not always cover Collection loss

agement the exposed risk.

Agreement Written agreement is missing for Balance accuracy risk
foreign receivables.

Check tracking | Returned and bounced checks are | Continuous maturity re-
not subject to root cause analysis. newal

Aging The last transaction date is taken as | Aging risk of manipulation

the basis.

reciprocity pol-
icy

Economic risk is not being given
enough consideration.

Risk of insufficient re-
serves

Data analytics

There is no systematic early warn-
ing mechanism.

Late detection of risks
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These weaknesses can make the company’s accounts receivable port-
folio appear healthier than it actually is. Therefore, accounts receiva-
ble management should be considered not only as an accounting and
collection process, but also as a process encompassing credit risk,
cash flow management, and financial statement valuation.

9.6.7. Receivables Risk Dashboard Recommendation

To ensure the regular monitoring of accounts receivable risk at
SAFER A.S., an accounts receivable risk dashboard should be created
within the ERP system. This dashboard should be regularly reviewed
by finance management, sales management, and the internal audit de-
partment. The key indicators to be included in the dashboard are
summarized in Table 9.13.

Table 9.13. ERP-Based Accounts Receivable Risk Dashboard and
Monitoring Indicators

Indicator Aim
DSO Measuring the average collection time.
Overdue receivables To track the share of overdue receivables within to-

tal receivables.

Problematic check ra- Tracking the rate of returned, bounced, or repaid

tio checks.

Collateral coverage ra- | Measuring the level at which collateral covers receiv-

tio ables on a customer-by-customer basis.

Renewal frequency Analyzing check renewal frequency on a customer
basis.

Disputed balances Tracking unresolved or disputed receivables

By regularly monitoring these indicators, customers with collection risk
can be identified earlier. Furthermore, the sales department can view a
customer’s outstanding balance, delays, check renewals, and collateral
status before making a new sale.
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Overall, the primary purpose of audit procedures at SAFER A.S. is not
simply to verify accounts receivable. The auditor should assess whether
trade receivables are presented accurately and prudently in the financial
statements by considering the economic age of receivables, collection
history, collateral adequacy, problematic check behavior, reconciliation
status, and post-balance sheet collections.

9.7. Findings, Auditor’s Assessment, and
Recommendations

A review of SAFER A.S.’s accounts receivable and collection process
reveals significant audit risks related to receivables aging, check renewals,
collateral adequacy, international customer reconciliations, and the use
of data analytics. Although the company uses ERP records to monitor
accounts receivable and collection processes, the current reporting struc-
ture does not fully reflect the economic risk of receivables, the quality of
collections, or customer-specific credit risk. Therefore, from the audi-
tor’s perspective, the fundamental risk is not merely whether the receiv-
able exists in the accounting records, but whether it reflects its actual age,
is collectible, is supported by adequate collateral, and is presented at its
correct value in the financial statements.
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Table 9.14. Key Audit Risk Indicators in SAFER A.S.’s Accounts Receivable and

Collection Process

No Finding Auditor’s Assessment Suggestion

1 Accounts re- The current aging struc- An aging report should
ceivable aging | ture does not indicate be generated based on
does not fully | how long the receivable the first invoice date and
reflect eco- has been economically first due date. The report
nomic risk. At | uncollectible. Renewing a | should separately show
SAFER AS., check or extending its the first invoice date, first
accounts te- maturity can make the re- | due date, last check due
ceivable aging | ceivable appear new and | date, number of check re-
is tracked ac- problem-free. This can newals, returned check
cording to the | lead to a better-than-ex- | history, and number of
last transaction | pected collection perfor- | days in arrears.
date and the mance, an underestima-
current check tion of the provisioning
maturity date. | requirement, and a de-
Howevert, re- layed identification of
newed checks, | credit risk.
returned
checks, and
maturity ex-
tensions can
conceal the
true age of the
receivables.
The volume of | A high volume of prob- Problematic checks

2 . .
problematic lematic checks poses a should be scored on a
checks is high. | significant risk to a com- | customer-by-customer
When the data | pany’s collection quality. | basis . Automatic sales

for the first
quarters of
2025 and 2026
are considered
together, the
total problem-
atic check
transaction is
4,928,005
USD.

Check renewals, check
returns, or maturity ex-
tensions indicate a lack of
cash collection and a
continued economic risk
associated with the re-
ceivables. This weakens
the ability to convert
sales into collections and
increases the risk of

blocks should be applied
to customers who renew
checks more than three
times, have a history of
bounced checks, or con-
sistently postpone pay-
ment commitments. New
sales should be subject to
approval by the credit
committee or finance di-
rectot.
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impairment of trade re-
ceivables.

Some clients
have collateral
shortfalls. Alke
Insaat, Gelsan

An insufficient collateral
coverage ratio weakens a
company’s ability to se-

cure its receivables in the

For customers with col-
lateral coverage below
100%, new sales must be
subject to approval by

A.S., and event of non-collection. the finance director. Col-
Hamdi Kagik | Especially with high- lateral should be moni-
have a total backup and delinquent tored at its current value
collateral customers, a collateral on a customer-by-cus-
shortfall of shortfall creates signifi- tomer basis; customers
512,048 USD | cant uncertainty regard- with insufficient collateral
in their ac- ing the collectibility of should be asked to pro-
counts. the receivable. This vide additional collateral,
should be taken into ac- bank guarantee letters,
count when calculating mortgages, or cash pay-
provisions and determin- | ments.
ing credit limits.
No written The absence of written Foreign customer recon-
reconciliation agreement on foreign re- | ciliation should be per-

was made for
foreign receiv-
ables. The lack
of written rec-
onciliation for
foreign receiv-
ables amount-
ing to
3,708,318
USD repre-
sents a signifi-
cant lack of
verification.

ceivables weakens the au-
dit evidence regarding the
existence, accuracy, and
collectibility of these re-
ceivables. Foreign cur-
rency receivables may in-
volve additional risks
such as exchange rate dif-
ferences, transfer re-
strictions , country risk,
customer objections, and
collection delays. There-
fore, verifying foreign re-
ceivables solely through
accounting records is in-
sufficient.

formed at least twice a
year, before and after the
balance sheet date. For
high-balance foreign cus-
tomers, a positive recon-
ciliation method should
be used; for balances for
which no response is re-
ceived, alternative verifi-
cation should be carried
out using post-collection
bank statements, ship-
ping documents, customs
documents, contracts,
and correspondence.

Data analytics
procedutres are
inadequate.
Although ERP
records exist
for accounts

The mere presence of
data in an ERP system
does not constitute suffi-
cient control. Failure to
use this data for cus-
tomer-based risk scoring ,

A receivables risk dash-
board should be added to
the ERP system. The
dashboard should regu-
larly monitor DSO (Days
Sales Outstanding),
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receivable and
collection pro-
cesses, the
data is not ef-
fectively used
for risk scot-
ing and eatly
warning mech-
anisms.

delay analysis, check re-
newal frequency, collat-
eral coverage ratio, and
disputed balance tracking
can lead to delayed iden-
tification of problematic
receivables. This prevents
management from identi-
fying collection risks in a
timely manner.

overdue receivables,
problematic check rate,
collateral coverage rate,
check renewal frequency,
and untesolved/disputed
receivables. Risk indica-
tors should be reported
on a customer basis, and
automatic alerts should
be generated when de-

fined thresholds are ex-

ceeded.

Overall, the primary risk in SAFER A.S.’s receivables and collection
process is not whether the receivables are recorded, but rather
whether they are economically collectible. When check renewals, re-
turned checks, maturity extensions, collateral deficiencies, and recon-
ciliation shortcomings are considered together, it is evident that the
company’s receivables portfolio carries a significant level of credit and
collection risk.

This structure alone is not proof of financial statement manipulation.
However, it increases the risk of overstating receivables, underesti-
mating provisions, and misrepresenting collection performance. For
the auditor, the primary priority is to assess whether trade receivables
are presented at fair value in the financial statements by considering
the actual age of receivables, customers’ payment capacity, collateral
adequacy, check renewal behavior, and post-balance sheet collections.

9.8. Instructor Notes

This case study is designed to help students evaluate the accounts re-
ceivable and collection process not just based on the question of “are
the receivables recorded?”, but also considering the economic nature
of the receivable, its collectibility, the adequacy of collateral, and its
impact on the financial statements. In the case of SAFER A.S., the
receivables appear to be recorded in the ERP system; however, the
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real audit risk is whether the actual age of these receivables, the quality
of collection, and the need for provisions have been accurately as-
sessed.

Students should be expected to discuss the following points in par-
ticular:

The aging of accounts receivable should be assessed on the basis of
the original invoice date and contractual due date rather than merely
the most recent transaction date. If aging is calculated only from the
last transaction, renewal, partial payment, or check replacement date,
the receivable may appear more current than it actually is. From an
audit perspective, the economic age of the receivable is more im-
portant than its accounting presentation. The auditor should there-
fore evaluate when the original sale occurred, when payment was ini-
tially due, and whether subsequent transactions have merely post-
poned the recognition of collection risk.

Check renewals and extensions of due dates may obscure the true
credit risk of receivables. When overdue receivables are replaced with
new checks or when due dates are repeatedly extended, the account-
ing records may show a formally renewed payment instrument, while
the underlying customer risk remains unresolved. Such practices may
delay the recognition of doubtful receivables and create the appear-
ance of collectibility. The auditor should therefore distinguish be-
tween genuine collection and technical renewal, particularly where
customers repeatedly replace checks without producing actual cash
inflows.

A high volume of problematic checks is an important indicator of
weaknesses in collection quality and cash flow reliability. Returned
checks, unpaid checks, renewed checks, or checks repeatedly post-
poned may suggest that customers are experiencing financial difficul-
ties or that the company’s credit control procedures are insufficient.
This situation may create liquidity pressure, weaken operating cash
flows, and increase the likelihood of bad debt losses. From an audit
perspective, problematic checks should be evaluated not only as iso-
lated payment failures, but also as evidence of broader collection risk
and possible impairment of receivables.
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Continuing sales to customers with insufficient collateral may further
increase credit risk. If a customer’s outstanding balance exceeds the
available collateral, or if collateral has not been updated in line with
current exposure, the company may be extending credit without ade-
quate protection. This practice may result in the accumulation of un-
secured receivables and may increase the potential loss in the event
of customer default. The auditor should therefore examine whether
credit limits, collateral coverage, customer payment history, and on-
going sales decisions are monitored together.

The absence of written reconciliation for foreign receivables weakens
the reliability of audit evidence. Foreign receivables may involve ad-
ditional risks arising from exchange rate movements, cross-border
communication difficulties, legal enforcement constraints, and differ-
ences in commercial practices. If written confirmations or reconcilia-
tions are not obtained from foreign customers, the auditor has limited
independent evidence regarding the existence, accuracy, and collecti-
bility of those balances. In such cases, alternative procedures such as
subsequent collection testing, contract review, correspondence anal-
ysis, and management explanations should be carefully evaluated, but
they may not fully replace direct written confirmation.

The lack of a risk dashboard or early warning mechanism in the ERP
system should be evaluated as an internal control weakness, even if the
underlying data exist in the system. Data alone does not create effective
control unless it is converted into timely, relevant, and actionable infor-
mation. If the ERP system contains aging data, collateral information,
check status, customer limits, and collection history, but does not gener-
ate alerts for overdue balances, collateral deficits, repeated check renew-
als, or unusual collection delays, the organization is not using its infor-
mation system effectively for risk monitoring. From an internal control
perspective, this indicates a weakness in monitoring activities, infor-
mation communication, and preventive risk management.

Overall, the audit of receivables and collection risks should focus not
only on the recorded balance, but also on the economic substance of
collection quality. The auditor should assess the original age of receiv-
ables, the frequency of check renewals, the volume of problematic
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payment instruments, the adequacy of collateral, the reliability of for-
eign customer confirmations, and the effectiveness of ERP-based
monitoring mechanisms together. This integrated approach enables
the auditor to evaluate whether receivables are recoverable, whether
provisions are adequate, and whether the company’s credit control
system provides timely warning of emerging collection risks.

This case demonstrates that simply verifying accounting records is
insufficient in accounts receivable auditing. Accounts receivable may
appear in the financial statements; however, factors such as repeated
check renewals, extended due dates, customers providing insufficient
collateral, inability to obtain written reconciliation, or weak post-bal-
ance sheet collections may indicate that these receivables carry an im-
pairment risk.

During the teaching process, students should be expected to evaluate
each finding at three levels. At the first level, the technical problem at
the transaction or account level should be identified. For example,
check renewal, collateral shortfall, or reconciliation deficiency. At the
second level, the impact of this problem on the financial statements
should be discussed. For example, insufficient provisions, overstating
receivables, or concealing cash flow risk. At the third level, control
recommendations should be developed. For example, an economic
aging report, customer-based risk score, automated sales blocking,

collateral coverage ratio monitoring, and accounts receivable risk
dashboard .

This case is particulatly suitable for the following course objectives:

o Evaluation of trade receivables in terms of asset, accuracy,
and valuation claims.

e Separating the aging of receivables into technical aging and
economic aging .

e Analyzing the impact of problematic checks on the quality
of collections.

e Discussing the impact of collateral on the collectibility of
receivables.
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e Understanding the importance of external verification and
alternative audit procedures in foreign receivables.

e ERP data could be used not only for record-keeping pur-
poses but also for early warning and risk scoring .

Students should not be satisfied with the conclusion that “there are
receivables” in the SAFER A.S. case. The more critical question is:
How long have these receivables remained uncollectible, which cus-
tomers are systematically renewing checks, do the collaterals cover
the receivables, has written agreement been used to verify the ac-
counts, and does post-balance sheet collection support the collecti-
bility of these receivables?

Therefore, this case demonstrates the importance of professional
skepticism in commercial receivables auditing. In particular, check re-
newals and extensions of maturity dates can mean postponing the
collection problem. The auditor should not simply accept the receiv-
able as new and sound based on the current check maturity date; they
should analyze the collection process the receivable has undergone
since its initial creation.

In conclusion, the SAFER A.S. case demonstrates that the fundamen-
tal objective in accounts receivable audit is not merely to determine
whether an account receivable is recorded; it is to assess whether the
receivable is economically collectible, whether it is supported by suf-
ficient collateral, and whether it is presented at its correct value in the
financial statements in accordance with the prudence principle.

9.9. Discusston Questions

1. Why might the receivables aging report at SAFER A.S. fail
to accurately reflect the true collection risk?

2. What financial reporting risks arise from settling overdue re-
ceivables with new checks?

3. What is the difference between returned checks and
bounced checks from an internal audit perspective?
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What audit risks does the lack of written agreement on for-
eign receivables increase?

Is it appropriate to continue selling to customers with low
collateral coverage ratios? Under what conditions should this
be restricted?

What credit policy should be applied to customers with a
high rate of problematic checks?

SAFER A.S. be determined solely based on receivables un-
der legal pursuit, or should other indicators also be used?

Aging using data analytics How can manipulation be de-
tected?

How can a conflict of objectives between the sales depart-
ment and the finance department affect collection risk?

What are the three most critical control recommendations
for SAFER A.S.?

9.10. Conclusion

SAFER A.$.s trade accounts receivable and collection processes in-
volve critical risks to the company’s financial sustainability. Since the
company’s sales model is based on credit sales and collection by
check, accounts receivable management should be treated not only as
an accounting process but also as credit risk and cash flow manage-

ment.

The key findings of the audit are as follows:

Accounts receivable aging reports do not fully reflect eco-
nomic risk.

Renewed and returned checks weaken the quality of collec-
tions.

The volume of problematic checks is high.

Some clients have a collateral shortfall.
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e No written agreement has been reached regarding foreign re-
ceivables.

e Data analytics procedures are not systematic.

e Provisions for doubtful receivables should not be assessed
solely on receivables subject to legal proceedings; the eco-
nomic tisk of collection should also be considered.

Therefore, SAFER A.S. needs to transition to a more disciplined,
data-driven, and control-based structure in its receivables manage-
ment. In particular, the economic aging report , customer risk score ,
collateral adequacy analysis , check renewal tracking , and reconcilia-
tion monitoring system will reduce the company’s collection risks.
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Appendix 9.1. Audit Questionnaire

SAFER A.S. Accounts Receivable and Collection Risks

Questionnaire
Area of Con- Questi Objective / Audit
trol uestion Risk

Accounts Re-
1 ceivable Rec-
ords

Are the trade receiva-

bles balances at the
end of the period

broken down by cus-

tomer?

To test the accu-
racy and traceability
of receivables on a
customer-by-cus-
tomer basis.

Accounts Re-
ceivable Aging

Is accounts receiva-
ble aging calculated
solely based on the
last transaction date,
or also based on the
first invoice and first
due date?

Identifying the risk
of concealing the
debtor’s true age.

Economic Ag-
ing

Has the aging report

been generated based

on the first invoice
date and first due
date?

To prevent the col-
lection risk from
appearing lower
than it is due to re-
newed checks and
extended due dates.

Extension of
Maturity

Are receivables with
extended maturities
reported separately?

Assessing the risk
of concealing col-
lection difficulties
through restructur-

ng.

Check Renew-
als

Is it possible to track,

on a customet-by-
customer basis, how
many times the same

Identifying custom-
ers with systematic
collection prob-
lems.
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Area of Con- Question Objective / Audit

trol Risk
customer has re-
newed a check?

Have the returned Identifying custom-
checks been analyzed ers with poor col-

6 Refund Checks based on customer, lection quality and
amount, date, and low payment ca-
reason for return? pacity.
Have the problematic To enable an as-
check transactions of sessment of the

. 4,928,005 USD that volume of prob-

Problematic . . .

7 occurred in the first lematic checks in

Check Volume .
quarters of 2025 and terms of financial
2026 been broken impact and cus-
down by customer? tomer risk.

Has the ratio of
roblematic check
. probieratic ehccks To measure the de-
8 Problematic to total collections or tetioration i )

Check Rate to the total check le t(i) 2 on MI;CO )
portfolio been calcu- cction quatty.
lated?

Have customers been
scored based on
To ensure that at-
. check renewal fre- .
Customer Risk risk customers are
9 quency, days over- . .

Score identified at an
due, returned check carly stace
history, and collateral y stage.
adequacy?

Is an automatic sales To avoid creating
10 Sales Blockage

block applied to cus-
tomers who renew

new credit risks for
customers who
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Area of Con-
trol

Question

Objective / Audit
Risk

checks more than
three times?

have ongoing col-
lection problems.

Are customer credit
limits determined
based on current fi-

To reduce the risk
of uncontrolled

11 Credit Limits .
nancial status, pay- sales and non-pay-
ment history, and ment of debts.
collateral level?
Identifying the risk
Have sales to cus- ymgt
. ) of unauthorized
Exceeding the tomers exceeding . .
12 o . NS lending and the risk
limit their credit limits also . .
been approved? of increased receiv-
pp ) ables.
Are the collaterals re-
ceived on a customer To assess the ca-
13 Collateral basis tracked in terms pacity of collateral
’ Tracking of type, amount, ma- to cover receiva-
turity, and current bles.
value?
Has the collateral
. To test whether re-
Collateral Cov- coverage ratio been .
14 ) ceivables are se-
erage Ratio calculated for each
cured by collateral.
customer?
Have Alke in§aat, ]
Celsan A.S., and To reduce the risk
15 Collateral Defi- Hamdi Kiiciik pre- of non-payment for
ciency customers with in-

pated an action plan
for the total collateral
deficit of 512,048

sufficient collateral.
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Area of Con- . Objective / Audit
Question .
trol Risk
USD in their ac-
counts?
Is it mandatory to ap-
rove new sales to To prevent uncon-
New Sales Ap- p trolled sales to cus-
16 customers whose col- .
proval : tomers with insuffi-
lateral coverage ratio cient collateral
. eral.
is below 100%?
Have the collections
Post-Balance made after the end of | To verify the col-
17 | Sheet Collec- the period been lectibility of receiv-
tions checked against bank ables.
statements?
Are overdue receiva- To determine the
18 Overdue Re- bles classified by cus- impact of overdue
ceivables tomer, number of receivables on fi-
days, and amount? nancial statements.
Have provisions been
calculated for over- . .
. Assessing the risk
Correspond- due receivables, re- .
19 . . L of overstating re-
ence Analysis ceivables with insuffi- .
. ceivables.
cient collateral, or re-
newable checks?
Has an impairment To ensure that
assessment been con- trade receivables
20 | Depreciation ducted for receiva- are presented fairly
bles with poor col- in financial state-
lectibility? ments.
21 Domestic Have positive recon- To vetify the exist-
Agreement ciliation notices been ence and accuracy
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Area of Con- . Objective / Audit
trol Question Risk
sent to domestic cus- of receivables
tomers with large bal- through external
ances? verification.
Has a written agree- To provide audit
Foreign Agree- ment been r.eached evidence regarding
22 ment for the foreign re- the accutacy and
ceivables amounting collectibility of for-
to 3,708,318 USD? eign receivables.
If discrepancies are
found between the
Agreement Re- reconciliation re- To idenrjfyj dis-
23 sponses and the ac- puted or disagreed
sponses . :
counting records, has receivables.
a difference analysis
been conducted?
For customers from
whom a confirmation
response could not To compensate for
Alternative be obtained., have the'lack .of exFernal
24 Procedures post-collection re- verification with al-
ceipts, contracts, ternative audit evi-
shipping documents, dence.
and correspondence
been checked?
Are receivables re-
lated to customer dis- To identify receiva-
Disputed Re- putes, pric§ differ— bl@s that are uncer-
25 ceivables ences, quality issues, tain to collect or

ot delivery discrepan-
cies tracked sepa-
rately?

that may become
subject to litigation.
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Area of Con-

Objective / Audit

uestion
trol Q Risk
Have the lawyer’s let-
ters, enforcement Evaluating the col-
2% Legal Follow- files, and collection lectibility of receiv-
up possibilities been re- ables in legal pro-
viewed for clients ceedings.
facing legal action?
Have the exchange
rate effects on receiv- . .
. v Testing the risk of
ables denominated in exchanee rate efror
27 Currency Risk foreign currency been . 8
in foreign currency
correctly calculated receivables
and reflected in the )
financial statements?
Have countty risk e .
Y ’ Identifying addi-
. transfer tisk, and col- . .
Foreign Re- . tional collection
28 . . lection delay been as- S .
ceivables Risk . risks in foreign re-
sessed for interna- }
. ceivables.
tional customers?
Has customer-spe-
. ific collecti 1- Early detecti f
Collection Per- ciic cofieetion pe arly detection o
29 formance been com- deterioration in col-
formance . . .
pated to previous pe- lection quality.
riods?
Has the mean time to
collection, or DSO, Measuring collec-
30 | DSO been calculated and tion time delays
monitored on a pe- and cash flow risk.
riod-by-period basis?
31 Overdue Re- Has the ratio of over- Assessing the risk

ceivables

due receivables to

level of the
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System

mechanism for delays,
check renewals, collat-
eral shortfalls, and

Area of Con- Question Objective / Audit
u .
trol Risk
total receivables been accounts receivable
calculated? portfolio.
Is the problematic Measuring the dete-
Problematic check rate monitored rioration in the
32 . .
Check Ratio on a customer and quality of check
petiod basis? collection.
Is the collateral cov-
erage ratio tracked on Identifying custom-
Collateral Cov- g 1ying .
33 . the dashboard on a ers with insufficient
erage Ratio
customer-by-cus- collateral early on.
tomer basis?
Is the check renewal e
. Identifying custom-
frequency automati-
Renewal Fre- ’ ers whose pay-
34 cally reported on a .
quency ments are consist-
customer-by-cus-
. ently delayed.
tomer basis?
Are disputed or disa- To identify receiva-
35 Disputed Bal- greed receivables bles whose accuracy
) ances tracked in a separate re- and collection are un-
port? certain.
Are customer codes,
due dates, check infor- acine and risk scofin
ERP Data Qual- mation, and collateral Sing ) &
36 . . due to poor data
ity records kept in a stand- uality
ard format within the quaity .
ERP system?
Does the ERP system
Early Warning have an automatic alert TO ensute tha't COHCC‘
37 tion risks are identi-

fied at an early stage.
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Area of Con-
trol

Question

Objective / Audit
Risk

reconciliation discrep-
ancies?

Management Re-

Is the accounts receiva-
ble risk dashboard regu-
larly reported to finance

To ensure that ac-
counts receivable risk

38 . is monitored in a
porting management, sales .
timely manner by
management, and sen-
. management.
ior management?
Does the sales unit
check a customet’s out- .
. To reduce the risk of
standing balance, over- .
Sales and Collec- making new sales to
39 . . due payments, check re-
tion Connection customers who have
newals, and collateral .
. collection problems.
status before making a
new sale?
Have any significant .
L . To evaluate the im-
collection risks, provi- .
. L pact of the findings
sion deficiencies, collat- .
Results Evalua- on the financial state-
40 . eral shortfalls, or recon-

tion

ciliation deficiencies
been identified in trade
receivables?

ments, audit opinion,
and management ac-
tions.
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Chapter 10 — Expense and

Reimbursement Fraud

Case Study: Corporate Card, Digital Invoice and Expense
Reimbursement Fraud Risk

Introduction

This case 1s an anonymized and adapted case study prepared for educa-
tional purposes. The company name, period information, amounts, em-
ployee titles, vendor names, and transaction details have been rearranged
for instructional purposes. Therefore, the case is not intended to directly
represent a specific company, but rather to discuss potential fraud , er-
rors, and internal control weaknesses that may arise in expense and cost
reimbursement processes.

This case examines expense and reimbursement fraud risks at Orion
A.S. through its corporate credit card expenditures, personnel ex-
pense reimbursement requests, digital invoice documents, represen-
tation and hospitality expenses, travel expenses, and approval pro-
cesses. While the company’s expenses appear to be supported by in-
voices, receipts, card statements, or expense forms, the fundamental
audit issue is whether these expenses are genuinely related to com-
pany operations, whether the authenticity of the documents has been
verified, and whether the approval mechanism is functioning effec-
tively.

The main purpose of this case is to demonstrate that expense auditing
is not limited to simply asking “do I have the documentation?”. The
company purpose of the expenditure, the reliability of the documen-
tation, the integrity of the digital evidence, the risk of duplicate pay-
ments, the possibility of personal expenses, the adequacy of the ap-
proval process, and the independent control of executive expenses
must all be considered together.

221



Internal Audit in the Digital Age

This case study aims to have students analyze expense and cost reim-
bursement processes from the perspectives of corporate card usage,
digital invoice manipulation, duplicate expense reimbursements, rep-
resentation and hospitality expenses, travel expenses, and internal
control design. Specifically, risk areas such as recording personal ex-
penses as company expenses, reusing the same document multiple
times, altering PDF documents, and expensing canceled trips are dis-
cussed.

10.1. Case Background

Orion A.S. is a medium-sized service company operating in the fields
of tourism, event organization, and corporate services. The com-
pany’s headquarters are located in Istanbul, and it also has operational
offices in Antalya, Bodrum, and [zmir. The company’s revenue model
consists of income from corporate event services, tourism organiza-
tions, yacht and transfer services, accommodation brokerage, and
consulting services.

The internal audit conducted on the company’s financial statements
as of December 31, 2025, specifically examined general administrative
expenses, travel expenses , representation and hospitality expenses ,
corporate card expenditures , personnel expense reimbursements
and digital invoicing processes in detail.

b

The audit team identified unusual increases in some expense items
compared to previous periods. While some of these increases appear
to be explainable by growth in business volume, some expenditures
were found to be weak in terms of documentation quality, approval
process, adequacy of explanation, and commercial justification.

Significant risk concentrations have been identified, particularly in three
areas:

1. Using corporate credit cards for personal purposes.

2. Altering or duplicate using digital invoices
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3. Insufficient approval and document verification in expense
reimbursement requests.

Therefore, the audit has been expanded to include not only the ac-
curacy of accounting records but also internal control weaknesses
and potential indicators of fraud in the expense generation process.

10.2. Main Issue of the Case

At Orion A.S. is not simply whether expenses are recorded in the
accounting records. The real issue is whether these expenses are gen-
uinely related to company operations, whether they are supported by
valid and authentic documentation, whether they have undergone
proper approval processes, and whether they carry the risk of per-
sonal spending, duplicate payments, or digital document manipula-
tion.

Corporate credit card spending, representation and hospitality ex-
penses, travel and accommodation expenses, personnel expense re-
imbursements, and digital invoicing documents constitute a signifi-
cant portion of the company’s expense structure. While these expense
items appear to be documented, they can pose a risk of abuse if the
company purpose explanation is weak, the approval process remains
formal, or the authenticity of the documents is not verified.

The fundamental control question of the case is this:

At Orion A.S., are expense and cost reimbursement processes based
on actual, appropriate, documented expenses related to company op-
erations; or are company expenses shown as higher than they actually
are or as incorrect due to personal use of corporate cards, alteration
of digital invoices, reuse of the same document multiple times, in-
complete business purpose explanations, and inadequate approval
checks?

To answer this question, the auditor should not only look at whether
an invoice, receipt, or card statement is available. The purpose of the
expenditure, participant list, customer or project connection, docu-
ment authenticity, PDF change traces, duplicate document usage,
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card statement-expense form consistency, PNR/ticket usage status,
and approval authorizations should all be evaluated together.

10.3. Financial Summary, Expenses Structure and Control
Scope

Orion A.S. reported total general administrative expenses of USD

1,245,000 as of December 31, 2025. The breakdown of these ex-

penses by category and their respective shares in total expenses are
presented in Table 10.1.

Table 10.1. General Administrative Expenses of Otion A.S.

E It Amount Share of the
xpense ftem (USD) Total

Staff wages and benefits expenses 412,000 33.1%

Travel and accommodation ex- 186,500 15.0%

penses

Representation and hospitality ex- 142,800 11.5%

penses

Consulting and outsourcing ex- 134,600 10.8%

penses

Corporate credit card spending 118,400 9.5%

Communication and mobile line ex- 49200 4.0%

penses

Vehicle, fuel and maintenance costs 62,700 5.0%

Office and stationery expenses 28,500 2.3%

Digital subscription and software ex- 38,900 3.1%

penses
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Expense Ttem Amount Share of the
p (USD) Total

Other various expenses 71,400 5.7%

Total 1,245,000 100%

During the audit , travel and accommodation expenses , representation
and hospitality expenses, corporate card spending , and various other
expenses were specifically identified as high-risk areas. These items to-
taled 519,100 USD , representing approximately 41.7% of total general
administrative expenses .

This ratio is important in terms of the risk of expense misuse . This
is because such expenses are often difficult to directly link to the com-
pany activity, the quality of documentation and explanations varies,
they are subject to managerial discretion, and are susceptible to mis-
use .

The primary objective of this internal audit is to evaluate the accuracy,
appropriateness, and effectiveness of internal controls over the ex-
pense and cost reimbursement processes at Orion A.S. The audit
scope and related control areas are summarized in Table 10.2.

Table 10.2. Internal Axndit Scope for Orion A.S.’s Expense and Cost
Reimbursement Processes

Area of Control Scope of Review

Corporate credit card Card limits, spending types, personal expense
spending risk, approval processes.

Staff expense reim- Invoice, receipt, travel form, expense descrip-
bursements tion, payment eligibility.

Digital invoicing pro- E-invoice/e-archive records, document dupli-
cess cates, PDF changes
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Area of Control Scope of Review

Travel expenses

Airfare, hotel, transfers, domestic/international
per diem allowances.

Representation and Business objective, invitation list, customer rela-
hospitality expenses tionship, reasonableness of price

Consulting and out- Proof of actual service receipt, contract and de-
sourcing invoices livery evidence.

Accounting records

Expense classification, periodic accuracy, ac-
count matching.

Authorization and ap- Expenditure approval matrices, separation of
proval checks duties, limit controls.

The specific objectives of the audit are as follows:

To determine whether personal expenses are recorded as
company expenses.

To test whether the same invoice has been subject to a reim-
bursement claim multiple times.

To examine whether any changes have been made to the dig-
ital documents.

To evaluate whether expenditure approvals comply with the
authorization matrix.

To determine if there is a lack of independent control over
the management cards.

Investigating the relationship of expenses to the company ac-
tivity and their commercial justification.

10.4. High-Risk Process Areas and Control Weaknesses

Orion A.S.’s expense and cost reimbursement processes reveals that
the risks do not stem solely from individual erroneous expense
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records. When corporate card usage, personnel expense reimburse-
ments, digital invoice documents, representation and hospitality ex-
penses, travel expenses, and management approval processes are con-
sidered together, it becomes clear that the company has systemic con-
trol weaknesses in its expense management process.

Therefore, suspicious transaction areas should be evaluated not only
on the basis of “are there documents?”, but also in terms of the pur-
pose of the expenditure, the authenticity of the documents, the integ-
rity of the digital evidence, the risk of duplicate payments, the effi-
ciency of the approval process, and the possibility of personal spend-

ng.

10.4.1. Corporate Card Misuse Usage Risk

At Orion A.S., corporate credit cards have been issued to a total of
18 employees as of 2025. Of these cards, five are used by senior man-
agement, seven by sales and operations managers, and six by field
operations teams. Although the company has a written corporate card
policy, practical implementation appears to be weak. Card statements
and supporting expense documents are not systematically reconciled,
business purpose explanations are not adequately scrutinized, and
certain managerial expenses are not subject to sufficient control.

As shown in Table 10.3, a significant portion of the reviewed corpo-
rate credit card spending exhibits weaknesses in terms of business
justification, documentation adequacy, approval discipline, and com-
pliance with spending limits. These findings indicate that the com-
pany’s corporate credit card controls are not sufficiently effective in
preventing personal expenses, unsupported transactions, and limit
circumvention.
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Table 10.3. High-Risk Corporate Credit Card Spending Identified in
Orion A.S. in 2025

Type of Finding Number of Trans- | Amount
actions (USD)

Restaurant expenses with no stated busi- | 26 8,420

ness purpose

Weekend expenses unrelated to business | 14 5,180

operations

Shopping expenses appearing to be per- | 9 4,960

sonal in nature

Card chatges with missing supporting 18 6,340

documentation

Transactions manually approved after ex- | 7 3,850

ceeding the limit

Suspected split transactions on the same 6 4,000

day

Total 80 32,750

This table shows that a significant portion of card spending exhibits
weaknesses in terms of business purpose, document quality, and ap-
proval process. In particular, spending on restaurants, accommoda-
tion, technology stores, online shopping, spas , and personal con-
sumption should be considered a red flag by the auditor.

The primary risk with corporate card spending is the use of company
resources for personal purposes. Expenses such as clothing, personal
electronics, weekend stays, spa treatments, or restaurant bills with un-
clear explanations should be questioned if they cannot be cleatly
linked to a client, project, field assignment, or company activity.

In this context, corporate card policies should be strengthened; in-
voices, business purpose explanations, customer/project links, and,
where necessary, participant lists should be made mandatory for every
transaction. Transactions made on weekends, holidays, high-value
transactions, and in sectors carrying a risk of personal spending
should automatically be subject to second-level financial approval.
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10.4.2. Digital Invoice Manipulation and Duplicate Expense Reimbursenent Risk

At Orion A.S. , expense documents are largely collected digitally. Per-
sonnel upload expense receipts or invoices to the system via a mobile
application; after the unit manager approves, the accounting depart-
ment creates a payment record. While this structure appears fast from
an operational perspective, it creates a risk of manipulation and du-
plicate payments if the integrity of digital documents is not adequately
secured.

The following control deficiencies were identified during the audit:

e PDF documents should not be stored in an unchangeable
format within the system.

e The absence of an automatic control that prevents the same
document from being uploaded again,

e The invoice number, date, amount, and tax identification
number fields are not required to be matched using OCR.

e Not actively using the e-invoice/e-archive verification inte-
gration,

e Tailure to perform checks for abnormal delays between the
document upload date and the invoice date,

e Manual approvals are not regularly monitored through sys-
tem logs

Data analytics procedures conducted on expense reimbursement rec-
ords identified 47 potential duplicate entries out of a total of 3,842
expense documents. A detailed review showed that 18 of these trans-
actions carried a genuine risk of duplicate payment. These duplicate
reimbursement risk indicators are summarized in Table 10.4.
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Table 10.4. Duplicate Expense Reimbursement Risks Identified

Through Data Analytics
Type of Duplication Number of Amount
Transactions (USD)
Two payments with the same invoice 6 3,420
number
Same document image uploaded with a 5 2,180

different description

Same hotel invoice claimed by two differ- | 3 1,950
ent staff members

Same restaurant receipt uploaded with dif- | 4 1,140
ferent dates

Total 18 8,690

These findings indicate that automatic verification and duplication
control in the digital document system are inadequate. Uploading the
same invoice with different descriptions, reusing document images,
ot having different staff members request the same hotel/restaurant
document directly creates a risk of financial misuse .

Furthermore, an examination of the PDF metadata and document
images in some documents revealed suspicions of amount alteration.
For example, a hotel invoice uploaded to the system as 2,450 USD
was found to be 1,450 USD in the verification document obtained
directly from the hotel, resulting in a discrepancy of 1,000 USD. This
is a high-risk finding in terms of digital document manipulation.

Therefore, the expense system should be integrated with e-invoice/e-
archive verification platforms, invoice number-vendor-date-amount
combinations should be automatically checked, PDF metadata and
file hash checks should be applied, and information on the document
should be compared with the information entered into the system by
personnel using OCR.
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10.4.3. Representation , Hospitality And Trip Expenses Risk

Representation, hospitality, and travel expenses are types of expenses
where the line between business use and personal use is not always
clear. Therefore, the auditor should evaluate these expenses not only
in terms of the existence of documentation, but also in terms of client
relationship, project connection, participant list, purpose of travel,
ticket usage status, and the reasonableness of the expenditure.

The total representation and hospitality expenses at Orion A.S.
amount to 142,800 USD. Of this amount, 37,600 USD lacks suffi-
cient explanation regarding client name, meeting purpose, participant
list, or project affiliation. General descriptions such as “client dinner,”
“operations meeting,” or “supplier meeting” are insufficient to prove
the expenditure’s connection to business purposes.

Regarding travel expenses, there is a risk that canceled or refunded
tickets may be claimed as personnel expenses. Following confirma-
tion with the travel agency, it was determined that two canceled or
refunded airline tickets had been recorded as personnel travel ex-
penses. These exceptions are summarized in Table 10.5.

Table 10.5. Canceled or Refunded Aitline Tickets Chatrged as Personnel
Travel Expenses

Employee Ticket Date Claimed Amount Status
(USD)
Regional Man- June 18, 2025 720 Ticket can-
ager C celed
Sales Specialist D | September 4, 620 Ticket re-
2025 funded
Total 1,340

Canceled, refunded, or unused tickets cannot be recorded as company
expenses. For travel expenses to be accepted, the trip must have taken
place, been for business purposes, and be supported by valid docu-
mentation. Therefore, PNR and usage status checks should be
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mandatory for airline tickets, integration should be established be-
tween travel agencies and the expense system, and cancellation/re-
fund reports should be regulatly submitted to the accounting depart-
ment.

10.4.4. Systemic And Behavioral Red Flags

The audit identified several red flags that may indicate expense and
cost reimbursement fraud. These indicators alone do not constitute
definitive evidence of fraud; however, when considered together, they
suggest a significant control risk in the expense management process.
The main behavioral and operational red flags are summarized in Ta-
ble 10.6.

Table 10.6. Behavioral and Operational Red Flags in Orion A.$.’s Expense and

Cost Reimbursement Process

Red Flag

Explanation

Document descriptions are gen-
eral and vague

Inadequate explanations such as “customer
meeting,” “operating expense,” and “pro-
ject cost”

Spending tends to concentrate
at the end of the month

Possible budget use pressure or attempts to
exhaust remaining limits

High-volume transactions occur
on weekends and holidays

Risk of personal spending

Frequent small purchases are
made from the same vendors

Risk of transaction splitting or approval
limit citcumvention

Documents are uploaded long
after the expenditure date

Risk of document manipulation or subse-
quent editing

Executive expenses are subject
to limited scrutiny

Risk of senior management override or ex-
ception-based approval

The same invoice is uploaded
with different descriptions

Risk of duplicate reimbursement or manip-
ulation

There are discrepancies between
card statements and expense
forms

Risk of incomplete or inaccurate account-
ing
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Financial red flags are also noteworthy. In this context, the 48% in-
crease in travel expenses compared to the previous year, the 62% in-
crease in representation and hospitality expenses, incomplete expla-
nations in 28% of corporate card spending, late document uploads in
12% of expense reimbursements, duplicate payment risk amounting
to USD 8,690, and suspected personal spending amounting to USD
4,960 should be considered together.

These indicators reinforce the need for stronger approval controls,
automated document matching, and continuous monitoring of ex-
pense transactions. These indicators show that the risk in the expense
and cost reimbursement process stems not only from individual be-
havior but also from control design, lack of systemic verification, and
weak approval mechanisms.

10.4.5. Internal Control vulnerabilities

The control deficiencies identified in the expense and cost reimburse-
ment process at Orion A.S. can be evaluated in three main groups:
deficiencies in control design, deficiencies in control implementation,
and deficiencies in monitoring.

From a control design perspective, the spending policy contains gen-
eral statements; prohibited spending types, documentation require-
ments, and the evidence required for representation expenses are not
sufficiently clearly defined. The absence of an independent control
mechanism for executive expenses and the lack of systemic matching
between corporate card spending and expense forms are significant
design deficiencies.

From a control perspective, it appears that approving managers do
not adequately question the company purpose of the expenditure, the
accounting unit mostly focuses on document existence, and examines
document content and business rationale only to a limited extent. The
fact that transactions exceeding limits can be approved manually and
that late-uploaded documents are not marked as risky transactions by
the system also weakens the effectiveness of control.
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In terms of monitoring, the main shortcomings are the failure to pre-
pare monthly exception reports for cardholders, the lack of separate
monitoring of weekend and holiday transactions, the absence of mer-
chant-based spending concentration analyses, and the inconsistent re-
view of audit trail records.

Opverall, the main control problem in Orion A.S.’s expense and cost
reimbursement process is that, despite the documents being uploaded
to the system, their authenticity, relevance to the company purpose,
and whether they are being used duplicated are not sufficiently veri-
tied. Therefore, the control structure should be based not only on
manual approval but also on systemic blocking, automated verifica-
tion, data analytics, and independent financial control mechanisms.

10.5. Potential Expense Reimbursement Fraud Scenario

The findings in the Orion A.S. case do not, by themselves, mean that
every single expense was fraudulent. However, when corporate card
expenditures, digital invoice documents, representation and hospital-
ity expenses, travel expenses, and manual approval processes are con-
sidered together, it is evident that there is a systematic control weak-
ness in the expense and expense reimbursement process.

In a possible scenario, some employees or managers may have used
corporate credit cards for expenses not directly related to company
operations. Purchases such as restaurants, weekend stays, personal
shopping, spa treatments, or electronics pose a personal spending risk
if adequate business purpose explanation and supporting documen-
tation are lacking. Such transactions can lead to company expenses
being overstated and company resources being used for personal pur-
poses.

The digital invoicing process is also a crucial part of this scenario. Up-
loading expense documents to the system via a mobile application has
provided operational convenience; however, automatic e-invoice verifi-
cation, OCR matching, PDF metadata control, and duplicate document
prevention controls are not sufficiently robust. Therefore, there is a risk
of the same document being reused with different descriptions, amounts
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being altered on the PDF, or the same invoice being subject to expense
refunds multiple times.

Inadequate business purpose descriptions for representation and hospi-
tality expenses obscure the commercial nature of the expenditure. Ge-
neric terms such as “client dinner,” “operations meeting,” or “supplier
meeting”” should not be considered sufficient for audit evidence unless
supported by client name, participant list, meeting purpose, and project
affiliation. This increases the risk of personal consumption being pre-
sented as representation expenses.

In travel expenses, claiming canceled or refunded tickets as expenses
can result in uncompleted trips becoming company expenses. With-
out automatic integration between travel agency records and the ex-
pense system, erroneous or unjustified expense refunds based on em-
ployee declarations may not be detected in a timely manner.

In this scenario, the fact that management approvals remain purely
formal is also a significant risk factor. Approving expenditures solely
based on the existence of documentation is insufficient to verify the
expenditure’s relevance to the company purpose, the authenticity of
the documentation, and the reasonableness of the amount. In partic-
ular, the lack of independent financial audits of senior management
and director cards weakens the control environment.

Based on the audit findings, the risk assessment regarding Orion
A.Ss expense and cost reimbursement process can be summarized
in Table 10.7.

Table 10.7. Risk Assessment of Orion A.$.’s Expense and
Cost Reimbursement Process

Risk Area Likelihood | Im- Risk Level
pact

Personal use of corporate cards High Me- High
dium

Digital invoice manipulation Medium High High
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Duplicate expense reimbursement Medium Me- Medium-
dium High

Misuse of representation expenses High Me- High
dium

Payment of canceled/refunded travel Medium Me- Medium

expenses dium

Managerial approvals remaining High High Very High

merely formal

Payments with missing supporting Medium Me- Medium

documents dium

Fake vendor or related-party invoices Low-Me- High Medium-

dium High

This risk assessment indicates that the expense and cost reimburse-
ment process at Orion A.S. is a high-risk area. The root cause of the
risk is not solely individual inappropriate transactions. The main
problem stems from insufficient transparency in spending policies,
weak digital document verification controls, reliance on manual re-
view for duplicate payment controls, lack of independent auditing of
executive expenses, and the absence of regular data analytics moni-
toring of risky transactions.

This structure doesn’t directly mean all expenses are fraudulent. How-
ever, when considering factors such as suspicion of personal spend-
ing, risk of duplicate payments, PDF document alterations, incom-
plete business purpose descriptions, expense claims for canceled tick-
ets, and ineffective management approvals, it’s clear that the company
faces a significant risk of misuse in its expense control process .

Therefore, the auditor’s primary priority is not simply to check
whether expenses have been recorded. The auditor should evaluate
the veracity of the expenditure, its relevance to the company purpose,
the authenticity of the document, the likelihood of duplicate use, the
results of third-party verification, and the effectiveness of the ap-
proval process. Based on this evaluation, actions such as recourse
against personnel, correction entries, disciplinary proceedings, and
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control improvement actions should be considered for inappropriate
expenditures.

10.6. Audit Procedures , Data Analytics And Control
Evaluation

Orion A.S’s expense and cost reimbursement should not be limited
solely to invoice, receipt, or card statement checks. The authenticity of
the expenditure, its relevance to the company purpose, the originality of
the document, whether it was used repeatedly, the effectiveness of the
approval process, and the adequacy of systemic controls should all be
evaluated together. Therefore, audit procedures should be designed to
include document review, data analytics, third-party verification, and in-
ternal control assessment.

10.6.1. Document Examination Procedures

The auditor should first review documents related to corporate card
charges, employee expense reimbursements, representation and hospi-
tality expenses, travel expenses, and digital invoices. This includes com-
paring invoice dates with payment dates, matching card statements with
expense forms, verifying the adequacy of expense descriptions, and eval-
uating the connection of each expense to a customer, project, meeting,
or operational activity.

Table 10.8. Document Review Procedures for Orion A.S.’s Expense
and Cost Reimbursement Audit

Procedure Aim

Comparing invoice date and pay- Identifying the risk of delayed or subse-

ment date. quently generated documents.

Invoice number retest Identifying the risk of duplicate pay-
ments.

Seller name and IBAN match Examining the risk of counterfeit or af-
filiated vendors.

PDF metadata analysis Analyzing suspicions of digital docu-
ment alteration.
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Reconciliation of credit card state-
ment and expense form.

To test whether card spending has been
accurately reported.

Expense statement adequacy check | To evaluate the company purpose and

commercial rationale.

Administrator approval trail check | Testing compliance with the authoriza-

tion matrix.

As shown in Table 10.8, document review procedures should not be
limited to checking the existence of invoices or receipts. The auditor
should also evaluate timing, consistency, business rationale, approval ev-
idence, and the possibility of digital manipulation in order to assess the
reliability of expense transactions.

10.6.2. Data Analytics Procedures

Expense and corporate card data contain too many transactions to be
fully reviewed manually. Therefore, the auditor should use data ana-
Iytics procedures in the expense reimbursement process. The main
analytical tests and their audit purposes are summarized in Table 10.9.

Table 10.9. Data Analytics Procedures for Orion A.S.’s Expense and Corporate
Card Transactions

Analytical Test

Audit Purpose

Same amount, same vendor,
and close-date test

To identify potential duplicate payments

Weekend spending analysis

To identify expenses with weak business justifi-
cation or potential personal use

Below-limit split transaction
analysis

To detect transactions split to avoid approval
limits

Round-amount spending test

To identify artificial or unusual spending patterns

Card-uset-based anomaly anal-
ysis

To identify employees with unusual spending be-
havior

Vendor concentration analysis

To detect unusual spending accumulation at spe-
cific vendors

Late document upload analysis

To assess the risk of subsequently edited, altered,
or generated documents
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These tests should be used to identify high-risk users, vendors, expense
types, and periods. Detailed sample selection should then be based on
the risk indicators generated through these analytical procedures.

10.6.3. Third-Party Verification Procedures

For certain high-risk expenses, the auditor should not rely solely on
documentation provided by employees. Third-party verification
should be obtained, particularly for hotel invoices, airline tickets,
restaurant charges, technology purchases, and consulting invoices.
The relevant verification procedures and audit purposes are summa-
rized in Table 10.10.

Table 10.10. Third-Party Verification Procedures for
High-Risk Expense Transactions

Type of Verification Audit Purpose

Spending Source

Hotel in- Hotel accounting To verify the accuracy of the invoice
voices department amount and accommodation details

Airline tickets

Travel agency or air-
line records

To verify whether the ticket was used,
canceled, or refunded

Restaurant Vendor POS or res- | To verify the number of attendees and
expenses ervation records the business purpose of the expense
Technology Company inventory | To determine whether the purchased
purchases records item was recorded as a company asset

Consulting in-
voices

Service reports and
delivery evidence

To evaluate whether the service was
actually received

These procedures are particularly important for identifying risks such as
document manipulation, cancelled or refunded travel expenses, personal
spending, and payments for services not actually received.

10.6.4. Internal Control Evaluation

The audit should also evaluate Orion A.S.’s internal control structure
over the expense and cost reimbursement process. The current findings
indicate that control weaknesses stem not only from individual errors,
but also from deficiencies in control design and operating effectiveness.
The main control vulnerabilities are summarized in Table 10.11.

239



Internal Audit in the Digital Age

Table 10.11. Control Vulnerabilities in Orion A.S.’s Expense and Cost

Reimbursement Process
Control Current Weakness Risk
Area
Spending The policy contains general Risk of inconsistent interpre-
policy and ambiguous statements tation by employees
Document Required documents are not | Risk of payments being made
requirements | standardized by expense type | with missing or insufficient
documentation
Executive Independent financial over- Risk of senior management
expenses sight is weak ovetride or exception-based
approval
Representa- | Participant lists are not man- | Uncertainty regarding the
tion ex- datory business purpose of expenses
penses
Corporate Card statements and expense | Risk of inaccurate or incom-
cards forms are not automatically plete expense declarations
matched
Digital in- E-invoice vetification and Risk of forged or altered doc-
voices PDF integrity checks are uments
weak
Monitoring | Monthly exception reports Risk of delayed detection of
activities are not prepared regularly high-risk transactions

Therefore, the audit assessment should focus not only on the exist-
ence of supporting documentation, but also on the design of internal
controls, their operating effectiveness, and the adequacy of monitor-
ing mechanisms.

10.6.5. Recommended Control Matrix

To reduce expense and cost reimbursement risks at Orion A.S., the
following control matrix should be implemented. The matrix links
each identified risk to a recommended control activity, control type,
and responsible unit, as summarized in Table 10.12.
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Table 10.12. Recommended Control Matrix for Orion A.$.’s Expense and

Cost Reimbursement Risks

Risk Recommended Control Con- Responsible
trol Unit
Type
Personal expenses Prohibited spending cate- Preven- | Finance / IT
are made using cor- | gories and automatic MCC | tive
porate cards blocking
Payments are made | Payment approval screen Preven- | Accounting
with missing docu- cannot proceed before tive
ments document upload
Duplicate invoice Automatic matching based | Preven- | IT / Account-
usage on invoice number, ven- tive ing
dor, date, and amount
PDF document ma- | File hash and metadata Detec- IT / Internal
nipulation checks tive Audit
Misuse of represen- | Mandatoty participant list | Preven- | Sales / Fi-
tation expenses and business purpose re- tive nance
quirement
Canceled or re- PNR usage and refund sta- | Detec- | Accounting
funded tickets are tus verification tive
claimed as expenses
Managerial approv- | Second-level financial ap- Preven- | Finance Di-
als are ineffective proval for risky transac- tive rectorate
tions
Weekend and holi- Automatic exception re- Detec- | Internal Audit
day spending risk ports for weekend and hol- | tive
iday transactions
Transaction splitting | Same-day, same-vendor, Detec- | Internal Audit
below approval lim- | and same-user split trans- tive
its action analysis
Anomalies in spend- | Monthly analytics dash- Moni- Financial
ing trends board toring Planning / In-
ternal Audit

This control matrix aims to prevent inappropriate spending before
transactions are processed and to identify risky transactions promptly
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after they occur. Accordingly, preventive controls should be embed-
ded into the ERP and payment approval workflow, while detective
and monitoring controls should support regular internal audit review.

10.6.6. Management Action Plan

To prevent the recurrence of the audit findings, Orion A.S. manage-
ment should develop a short- and medium-term action plan. The rec-
ommended corrective actions, priorities, responsible units, and target
completion periods are summarized in Table 10.13.

Table 10.13. Management Action Plan for Preventing Recurrence of Expense
and Cost Reimbursement Findings

Action Prior- | Responsible Target Com-
ity Unit pletion Pe-
riod
Update the corporate card policy High | Finance Direc- | 30 days
tor
Add duplicate invoice checks to High IT / Account- | 60 days
the expense system ing
Activate e-invoice verification in- | High | IT 90 days
tegration
Revise the representation expense | Me- Sales / Fi- 45 days
form dium | nance
Establish an independent approval | High | General Direc- | 30 days
mechanism for executive expenses torate
Prepare monthly exception reports | Me- Internal Audit | 30 days
for risky transactions dium
Recover personal expenses High | Human Re- 15 days
charged to the company from re- sources / Fi-
sponsible employees nance
Provide training on expense reim- | Me- Human Re- 60 days
bursement procedures dium | sources
Implement a cancellation/refund | Me- Accounting 45 days
ticket verification report dium
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This action plan aims not only to correct previously identified irregu-
lar practices, but also to prevent similar expense and reimbursement
risks from recurring in the future.

10.6.7. General Evaluation

Overall, the primary purpose of expense and cost reimbursement audits
at Orion A.S. is not merely to verify the existence of documents. The au-
ditor should analyze each expense’s relevance to the company purpose,
the authenticity of the documents, the likelthood of duplicate use, the ef-
fectiveness of the approval process, and whether it is supported by sys-
temic controls.

In this context, preventive, detective, and monitoring controls must
work together in the expense management process. Otherwise, cor-
porate card usage, digital invoice uploading, representation expenses,
and travel expenses can create financial losses, ethical vulnerabilities,
tax risks, and internal control reliability problems for the company.

10.7. Findings, Auditor’s Assessment and
Recommendations

Orion A.$.’s corporate card, expense reimbursement, representation-
hospitality, and travel expenses reveals significant risk areas such as
the misuse of company resources for personal purposes, manipula-
tion of digital invoice documents, duplicate expense reimbursements,
and the expense recognition of canceled travel documents . The find-
ings indicate weaknesses in the expense management process regard-
ing document verification, business purpose control, digital docu-
ment reliability, independent review of executive expenses, and sys-
temic preventative controls.
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Table 10.14. Summary of Key Audit Findings in Orion A.S.’s Expense and Cost

Reimbursement Process

fied as suspicious for
personal use. These
expenses included
clothing, personal
electronics, spa ser-
vices, and weekend
accommodations.

Expenses identified that
are not linked to busi-
fess putposes pose a
risk of company assets
being used for personal
purposes. This can lead
to expenses being over-
stated, the risk of ex-
penses not being legally
deductible from tax rec-
ords, weakening man-
agement control, and
damaging ethical culture.
In particular, the lack of
independent control
over executive and man-
ager expenses represents
a significant weakness in
the control environ-
ment.

Finding Auditor’s Assessment Suggestion

1 | Personal use is sus- According to the com- Expenses deemed pet-
pected in corporate pany’s spending policy, | sonal should be re-
card transactions. A corporate cards should couped from the em-
total of 4960 USD in | only be used for ex- ployee. The corporate
corporate credit card | penses directly related to | card policy should be re-
spending was identi- | company operations. published and signed by

the employee. Business
purpose, participant list,
and documentation
should be mandatory for
every card transaction.
Weekend and holiday
expenses should auto-
matically be subject to
second-level approval.
Executive cards should
also be subject to inde-
pendent financial audits.

2 There is a risk of digi-
tal invoice manipula-
tion and duplicate ex-
pense refunds. Analy-
sis of documents up-
loaded to the expense
system revealed a risk
of duplicate payments
amounting to 8,690
USD and suspicion of
PDF document alter-
ations amounting to
1,000 USD.

Expense reimburse-
ments must be based
solely on genuine, valid,
original documents re-
lated to the company’s
activities. Using the
same document for mul-
tiple payment requests
or altering a PDF docu-
ment directly creates a
risk of financial loss and
expense recording based
on fraudulent docu-
ments. The lack of e-

The expense system
should be integrated
with e-invoice/e-archive
verification platforms.
The system should auto-
matically prevent dupli-
cate invoice numbet,
vendor, date, and
amount combinations.
PDF metadata and file
hash vetification should
be implemented. Ex-
pense documents should
be read using OCR and
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invoice verification inte-
gration, the absence of
system controls prevent-
ing duplicate invoice
numbers, and account-
ing control based solely
on document images
further exacerbate this
risk.

automatically compared
with the entered infor-
mation. Amounts found
to be duplicated should
be recovered, and disci-
plinary action should be
taken against the rele-
vant personnel.

The documentation
for the purpose of the
company is insuffi-
cient in the represen-
tation and hospitality
expenses. The total
representation and
hospitality expenses
amount to 142,800
USD. Of this amount,
37,600 USD lacks ad-
equate explanation re-
garding client name,
meeting purpose, par-
ticipant list, or project
affiliation.

Representation and hos-

pitality expenses must be

cleatly related to busi-
ness activity and sup-
ported by customer,
supplier, project, or
business development
objectives. Expenses not
documented as busi-
ness-related increase the
risk of personal con-
sumption being rec-
orded as company ex-
penses. Furthermore,
such expenses may be
subject to tax rejection,
lead to inaccurate ex-
pense budgeting, and
distort the expenditure

structure in management

reports. The shift of
management approval
from content control to
formal approval weak-
ens the effectiveness of
control.

A participant list, com-
pany name, and meeting
purpose should be man-
datory for representa-
tion expenses. Second-
level approval should be
required for representa-
tion expenses exceeding
500 USD. Expenses un-
related to a client or pro-
ject should not be eligi-
ble for reimbursement.
Representation expenses
should be analyzed
monthly by individual,
vendor, client, and pro-

ject.

Canceled tickets were
expensed in travel
costs. Following veri-
fication by the travel
agency, it was deter-
mined that two can-
celled or refunded air-
line tickets wete

Canceled, refunded, or
unused tickets cannot be
recorded as company
expenses. For travel ex-
penses to be deductible ,
the trip must have taken
place, been for business

purposes, and be

PNR and usage status
checks should be made
mandatory for aitline
tickets. Travel agencies
should submit monthly
cancellation/refund re-
ports to the accounting
department. Automatic
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included in personnel
expenses. The total
amount is 1,340 USD
. It was determined
that a ticket belonging
to Regional Manager
C, dated June 18,
2025, for 720 USD,
was cancelled; and a
ticket belonging to
Sales Specialist D,
dated September 4,
2025, for 620 USD,
was refunded.

supported by valid doc-
umentation. The lack of
integration between
travel agency records
and the expense system
has led to the deduction
of unused tickets as ex-
penses and unjustified
expense reimburse-
ments. This situation
points to inaccurate
tracking of the travel
budget and a tisk of mis-
use by personnel .

blocking of refunded or
canceled tickets should
be implemented in the
expense system. Incor-
rectly paid amounts
should be recovered
from the relevant pet-
sonnel, and integration
should be established
between the travel sys-
tem and the expense
system to prevent recut-
rence.

Overall, the primary risk in Orion A.S.’s expense and expenditure
management process is not whether expenses are recorded, but rather
whether these expenses are directly related to business purposes, sup-
ported by valid and authentic documentation, and verified through
systemic controls. When corporate card expenses, representation and
hospitality expenses, digital invoice documents, and travel expenses
are considered together, it is evident that the company has significant
control deficiencies in its expense management process, both in terms
of ethics and financial reporting.

This structure alone does not indicate that all expenses are fraudulent.
However, when personal expense suspicion, the risk of duplicate pay-
ments, PDF document alterations, representation expenses with in-
complete business purpose descriptions, and the reimbursement of
canceled tickets are considered together, it is clear that a high-risk area
has emerged in the company’s expense control process. For the audi-
tor, the primary priority is to test the authenticity of expenses, their
relevance to business purposes, the authenticity of documents, the
repetition of payments, and the effectiveness of approval processes.
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10.8. Instructor Notes

This case is designed to allow students to evaluate the expense and
cost reimbursement process not only on the basis of “do you have
documentation?”, but also in terms of the purpose of the expenditure,
the authenticity of the documentation, the approval process, the in-
tegrity of digital evidence, and ethical risks. In the case of Orion A.S.,
some expenses appear to be supported by invoices, card statements,
or expense forms; however, the main audit risk is whether these ex-
penses are truly related to the company’s business activities.

Students should be expected to discuss issues such as the use of cor-
porate cards for personal purposes, the alteration of digital invoices,
the use of the same document for multiple expense claims, insuffi-
cient explanation of business purpose in representation and hospital-
ity expenses, and the expenseing of canceled travel tickets .

This case demonstrates that expense fraud doesn’t always involve
large-scale transactions. Small, recurring personal expenses, incom-
plete disclosures, duplicate documents, PDF alterations, and poor ap-
proval processes, when combined, can lead to significant financial
loss, tax risk, and ethical vulnerabilities.

During the learning process, students should be expected to evaluate
each finding from three perspectives: the nature of the expenditure,
its financial/ethical impact, and the recommended control measutes
that should be implemented. Therefore, students should not be satis-
tied with simply stating “invoice exists” or “manager approved”; they
should question the relationship of the expenditure to the company
purpose, the reliability of the document, and the effectiveness of the
control process.

In conclusion, the Orion A.S. case demonstrates the importance of
professional skepticism in expense auditing. The auditor should as-
sess not merely whether the expense was recorded, but whether it is
genuine, appropriate, documented, authentic, and related to the com-
pany’s operations.
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10.9. Discussion Questions

1.

10.

11.

12.

What are the three most significant risks in the expense and
cost reimbursement process at Orion A.S. ?

What indicators can be used to understand the risk of per-
sonal use in corporate card spending?

Why do expenditures with missing documentation or insuffi-
cient explanations create an audit risk?

How should the purpose of business be documented for rep-
resentation and hospitality expenses?

Why is it risky to not subject executive expenses to independ-
ent control?

In what situations are weekend and holiday credit card pur-
chases considered a red flag?

Uploading the same invoice to the system with different de-
scriptions indicates what type of fraud risk?

Why are PDF metadata checks and e-invoice verification im-
portant in expense auditing?

What financial and ethical risks arise from recording canceled
or refunded tickets as expenses?

What control purpose do MCC blocking and second-level au-
thentication serve in corporate card transactions?

What are the three most urgent control recommendations
that need to be implemented for Orion A.S.?

How does this case illustrate the difference between “docu-
ment existence” and “document reliability” in expense audit-
ing?
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10.10. Conclusion

Orion A.S.’s expense and cost reimbursement processes as of De-
cember 31, 2025, reveals significant control deficiencies in the com-
pany’s expense management. Specifically, systematic shortcomings
exist in areas such as corporate card usage, digital invoice verification,
duplicate expense control, and documentation of representation and
hospitality expenses.

The audit revealed a total of 32,750 USD in high-risk corporate card
spending, 8,690 USD in duplicate payment risk, 4,960 USD in sus-
pected personal spending, and 1,000 USD in suspected digital invoice
manipulation.

These findings should not be interpreted as direct, definitive fraud ;
however, they indicate that the company’s current control environ-
ment is vulnerable to expense fraud . In the short term, Orion A.S.
needs to update its corporate card policy, strengthen digital invoice
verification controls, implement automated duplication tests on its
expense system, and subject executive expenses to independent au-
diting.

As a general audit opinion, it has been concluded that the expense
and cost reimbursement process at Orion A.S., in its current form, is
high-risk , but that the risk level can be reduced to a reasonable level
if the proposed controls are implemented.
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Appendix 10.1. Audit Questionnaire

Orion A.S. Expense and Reimbursement Fraud Questionnaire

Area of Question Objective / Audit
Control Risk
Pricin Does the company have To assess whether the
1 8 a wtitten corporate card expense process is
Policy . .
and refund policy? based on written rules.
To reduce the risk of al-
. Has the expense policy legations that staff are
Policy Ap- .
2 coval been communicated to unaware of the rules
p and signed by all staff? and to minimize incon-
sistencies in application.
Are corporate cards Testing the risk of re-
3 Corporate only used for expenses cording personal ex-
’ Card Usage directly related to com- penses as company ex-
pany operations? penses.
Are clothing, personal
Personal electronics, spa treat- . .
. > Spat To identify personal ex-
4 Spending ments, and vacation or
. enses.
Risk weekend stays reported p
separately?
Is there an invoice, re- . .
Card . . ’ Reducing the risk of re-
. ceipt, or valid document . .
5 Spending cording expenses with-
. for each card transac- .
Receipt . out documentation.
tion?
Business Is the purpose of the Assessing the risk of
6 Pur oske company cleatly and ad- classifying non-business
PO equately stated in each expenses as business ex-
Statement
expense request? penses.
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Area of

Objective / Audit

ti
Control Question Risk
Do th ticipant list .
an?l c(frgazncvlli);f%r s To test the connection
. Participant mation ap eZtr in the between representation
List represenfa Pt)ion and hos. expenses and business
. tivity.
pitality expense records? actvity
Are representation and Identifving expenses
Client/Pro- hospitality expenses as- that lagk % o Fe)r docu
8 ject Con- sociated with a client, mentatio E foFr) the com.
nection supplier, project, or A DUFDOSE
sales opportunity? pany purpose.
Ar 1 tati d .
. ¢ representation an To prevent high-value
High hospitality expenses ex- expenses from beine ap-
9 | Amount ceeding 500 USD sub- rg o thro e af
Approval ject to second-level ap- prov &
processes.
proval?
Are executive and man-
. . To prevent weaknesses
Executive ager card expenditures . .
10 . . in control over senior
Expenses subject to independent staff spendin
financial audits? P &
. Identify transacti
Have expenses incurred Ciflil 1y rzi(n;acgir(l)ns
Weekend on weekends and public WIth a weak DUsIness
11 . . . purpose or those that
Spending holidays been examined .
separatelv? may be considered pet-
p ¥: sonal expenses.
Is MCC blocking ap-
MCC plied to sector codes To prevent inappropri-
12 Blockage that carry a risk of per- ate charges at the time

sonal spending on cor-
porate cards?

of the transaction.
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Area of Question Objective / Audit
u .
Control Risk
To reduce the risk of in-
Are the card statement,
Card State- correct expense ac-
expense form, and doc-
13 ment . ceptance due to manual
Matchi ument automatically d superficial inspec
atchin, and su -
g matched? . p p
tion.
Are card limits moni-
. tored systematically, and To prevent uncon-
Exceeding . . L7 .
14 . is exceeding the limit trolled spending by ex-
the limit . . ..
subject to a second ap- ceeding limits.
proval?
Reimburse- Are expenses deemed to To recover losses result-
15 ment of be personal funds re- ing from the use of
Personal couped from the em- company resources for
Expenses ployee? personal purposes.
Is the expense system To prevent expense re-
16 E-Invoice integrated with e-in- imbursements based on
Verification voice or e-archive verifi- forged or invalid docu-
cation platforms? ments.
Are the same invoice
. To prevent the same
Duplicate number, vendor, date, .
. . document from being
17 Invoice and amount combina- sed in multiple ¢
. . us X-
Check tions being blocked by p
pense claims.
the system?
Are documents up-
. loaded with different e .
Similar - . Identifying the risk of
descriptions but bearing . .
18 Document duplicate expense reim-
) . the same vendor, date,
Verification bursements.

and amount being ana-
lyzed?
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Area of Question Objective / Audit
Control Risk
Are the metadata and
PDF change history of PDF To enable the detection
19 Metadata documents uploaded to of altered digital docu-
Checking the expense system ments.
checked?
. Is file hash verification To reduce the risk of re-
File Hash .
20 Check petformed on uploaded uploading the same or
e documents ? modified file.
Are CXP ense documents Identifying the risk of
read using OCR and
OCR Con- . . manual data entry errors
21 compared with the in- . .
trol . or intentional data alter-
formation entered by .
/ ations.
staff?
Are the vendor details To identify counterfeit
Seller Veri- included in the expense documents or docu-
22 . .
fication documents regulatly ments obtained from
verified? unregistered vendors.
Digital Are there any controls Reducing the risk of
in place to prevent or . . .
23 Document . . digital invoicing manip-
Inteority detect alterations to dig- dlation
gty ital documents? '
Have the identified du-
Duplicate plicate payment To ensure direct finan-
24 Payment amounts been recov- cial compensation for
Refund ered from the relevant losses.
personnel?
Discipli- Has disciplinary action To prevent abusive be-
25 nary Pro- been initiated against havior and strengthen
cess an ethical culture.

personnel who
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ea o . jective udi
Ar f Question Obiject Audit
u .
Control Risk
submitted forged, al-
tered, or duplicate docu-
ments?
Are travel expenses . .
Travel Re- p Preventing non-busi-
26 based on a pre-ap-
quest ness travel expenses.
proved travel request?
Is PNR and usage status led or d tick
Lo canceled or unused tick-
27 PNR Check checked for aitline tick- .
ets? ets from being expensed .
Does the travel agency
Cancella- Sency To ensure that returned
28 . send a monthly cancella- . . . .
tion/Re- tion and refund report o tickets are identified in
U
fund Report tined P the expense system.
accountings
To reduce erroneous or
Travel Sys- Are the travel agency rec- uniustified expense reim
29 tem Integra- ords and expense system ] pens
ton inteorated? butrsements based on em-
g ) ployee declarations.
Is there an automatic . .
To avoid the risk of ex-
Unused payment block for un- .
30 . ’ pense for trips that never
Tickets used, cancelled, or re- took place
funded tickets? prace.
Are expense requests re- .
. p 4 To reduce the risk of ac-
Expense viewed separately by the centing incorrect ¢
-
31 Approval relevant department eIr)me sgthro h formal
SCS Jui
Process manager and the finance p &
approval.
department?
Are the people who incur To prevent errors or mis-
30 Separation the expense, approve it, conduct from being com-
of Duties account for it, and pay it mitted and concealed by

all different?

a single individual.
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Area of Question Objective / Audit
Control Risk
Are expenses compared
33 Budget to the budget on a de- Identifying unusual in-
Control partmental and individual creases in expenses.
basis?
Vendor Are expenses and repre- Identifying spending pat-
34 sentation costs analyzed terns that are concen-
E Based Anal- .
sis on a vendor-by-vendor trated at specific vendors
¥ basis? or that are suspicious.
Are expense requests an-
Personnel- p q e
35 alyzed by employee based Identifying unusual
E Based Anal- . .
sis on amount, frequency, spending habits.
¥ and type of expenser
. Identifying transactions
Are round, recurring, or . .
36 Round . that carry the risk of arti-
Y pootly explained ex- . .
Amounts . . ficial or unrealistic ex-
penses also investigated?
penses.
Has a continuous moni-
toring panel been estab- To ensure that risky ex-
37 Continuous lished for corporate card, penditures are identified
Monitoring representation, travel, in a timely manner, not at
and expense reimburse- the end of the period.
ment transactions?
Are suspicions of per-
sonal spending, duplicate
Manage- ayments, missing docu-
38 & ba) > DUSSIIE To enable management
R ment Re- ments, and high repre- . .
. ; to monitor cost risks.
porting sentation expenses regu-
larly reported to manage-
ment?
A h b To reduce the risk of ex-
39 Tax Risk fe expenses that may be pense rejection and pen-

considered legally non-

alties during tax audits.
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Area of Question Objective / Audit
Control v Risk

deductible classified sepa-

rately?

Have any significant con-

trol lapses, personal use, To identify the findings

40 Results duplicate payments, or and necessary actions to

Evaluation digital document manipu- be included in the audit

lation been identified in report.

the expense process?
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Chapter 11 — Executive-Level Financial
Reporting Manipulation

Case Study: Management Override, Reporting Bias
and Ethical Implications

Introduction

This case is an anonymized and adapted case study prepared for edu-
cational purposes. The company name, period information, amounts,
transaction details, and financial statement items have been reat-
ranged for instructional purposes. Therefore, the case is designed to
discuss financial statement manipulation, management override, eth-
ical reporting risks, and internal control weaknesses at the senior man-
agement level, rather than directly representing a specific company.

This case examines the audit risks arising from Kazey A.S. ‘s financial
statements as of December 31, 2025, with respect to financing expenses,
depreciation and amortization calculations, debt classification, capital ex-
penditures, discount applications, and related-party transactions. While
the company’s reported financial statements appear to be based on ac-
counting records, the fundamental audit issue is whether these records
accurately reflect the company’s true financial position, debt level, net
loss, and reporting risks.

The primary purpose of this case is to demonstrate that financial
statement manipulation is not limited to falsifying documents or di-
rectly inflating revenues. Underreporting expenses, underestimating
depreciation and amortization expenses, presenting short-term liabil-
ities as long-term, capitalizing investment expenditures without suffi-
cient documentation, and under-disclosure of related-party transac-
tions are also significant risk areas that can mislead users of financial
statements.
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This case study aims to have students evaluate the financial reporting
process not only from the perspective of technical accounting rec-
ords, but also in terms of management override, professional skepti-
cism, ethical responsibility, audit committee oversight, and the inde-
pendence of the internal control system. Specifically, it explores how
pressure from senior management to present more favorable financial
results can influence acconntino estimates, classification decisions,
and disclosure levels.

11.1. Case Background

Kazey A.S. is a medium-to-large scale service company operating in
marina management, tourism facility management, leasing activities,
technical services, and fuel sales revenue. The company’s business
model consists of marina mooring services, marina commercial
space rentals, technical services, electricity and water service reve-
nues, fuel sales, and various ancillary business revenues.

Kazey A.S.’s primary revenue sources for 2025 consist of marina
mooring revenues, rental income, technical service revenues, fuel
sales revenue, electricity and water utility revenues, and other ancillary
income. These revenue sources are summarized in Table 11.1.

Table 11.1. Primary Revenue Sources of Kazey A.S. for 2025

Income Item Explanation

Marina mooring reve- | Annual and seasonal mooring fees collected from
nues boat owners

Rental income Rental fees from shops, restaurants, and commercial
spaces within the marina

Technical service rev- | Revenues from towing, hauling, maintenance, wash-

enues ing, and minor repair services

Fuel sales revenue Revenues from diesel and gasoline sales

Electricity and water Revenues generated from utility services provided to
utility revenues marina customers

Other income Commissions, penalties, service fees, and ancillary ac-

tivity revenues
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Throughout 2025, the company made significant investment expend-
itures to improve marina infrastructure, commercial areas, electrical
systems, security systems, pier renovations, and technical service ca-
pacity. While these investments aim to increase the company’s oper-
ational capacity, they have also increased the weight of significant ac-
count items on the financial statements, such as fixed assets, rights-
of-use assets, special costs, long-term liabilities, and financing ex-
penses.

Kazey A.S.’s operating model requires high fixed investment. There-
fore, the company’s financial performance is closely related not only
to operating income but also to the correct capitalization of invest-
ment expenditures, accurate calculation of depreciation and amorti-
zation expenses, full recording of financing expenses, and the correct
classification of liabilities with appropriate maturities.

An internal audit of the financial statements as of December 31, 2025,
has raised significant doubts regarding the accuracy of the company’s
reported financial position. Specifically, key risk areas identified include
underreporting of financing expenses, underestimation of depreciation
and amortization expenses, presentation of short-term liabilities as long-
term, capitalization of investment expenditures without adequate ap-
proval and contract revisions, and insufficient transparency in the disclo-
sure of related-party transactions.

The company’s investments for 2025 aim to increase its operational
capacity. However, the lack of sufficient documentation, board ap-
proval, technical acceptance reports, or contract revisions for some
investment expenditures suggests that senior management may have
bypassed the expenditure approval processes and manipulated the fi-
nancial statements.

This case examines the possibility that the company’s senior manage-
ment may have presented a more favorable financial outlook for the
company through accounting decisions that directly or indirectly af-
fected the financial statements. Therefore, the case should be evalu-
ated not only in terms of technical accounting errors, but also in terms
of management override, ethical breaches, financial reporting reliabil-
ity, audit committee oversight, and internal control deficiencies.
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11.2. Main Issue of the Case

In the case of Kazey A.S., the fundamental audit issue is not simply
whether the amounts in the financial statements correspond to ac-
counting records. The real issue is assessing whether senior manage-
ment has influenced accounting estimates, classification decisions, ex-
pense records, capital expenditures, and related-party transactions to
present a more favorable financial outlook for the company.

The company’s financial statements as of December 31, 2025, show a
high amount of fixed assets, long-term liabilities, financing expenses, and
a net loss for the period. This structure may create pressure on manage-
ment to present more positive financial results. In particular, the un-
derreporting of financing expenses, the low allocation of depreciation
and amortization expenses, the presentation of short-term liabilities as
long-term, and the capitalization of some investment expenditures with-
out sufficient approval raise significant doubts about whether the finan-
cial statements are presented fairly.

The fundamental control question of the case is this:

Kazey A.S.’s financial statements accurately reflect the company’s
true financial position, debt level, investment costs, and net loss for
the period; or have the financial statements become misleading due
to senior management’s attempts to present a more positive financial
performance by underreporting expenses, misclassifying liabilities,
overstating assets, and failing to disclose certain transactions with suf-
ficient transparency?

To answer this question, the auditor cannot rely solely on accounting
records and management statements. Financing expenses must be re-
calculated, depreciation and amortization records must be reviewed,
the maturity classification of liabilities must be checked, contractual
and board approvals for investment expenditures must be examined,
related party transactions must be analyzed in detail, and an assess-
ment must be made of whether senior management has exceeded in-
ternal control processes.

Therefore, the case should be examined not only in terms of technical
accounting errors but also in terms of management override, financial
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reporting ethics, audit committee oversight, and the independence of
the internal control system.

11.3. Financial Summary, Adjustment Effects, and Control
Scope

The review of Kazey A.S.’s financial statements as of December 31,
2025, indicates that the company has a substantial fixed asset base, a
significant level of long-term debt, and high financing expenses. Alt-
hough the company generates revenue from its core operations, the
effects of financing expenses and capital expenditures on the financial
statements are considerable. The company’s summary financial out-
look as of December 31, 2025, is presented in Table 11.2.

Table 11.2. Summary Financial Outlook of Kazey A.S. as of December 31, 2025

Financial Indicator Amount (USD)
Total assets 27,475,000
Current assets 1,145,000
Fixed assets 26,330,000
Short-term liabilities 191,000
Long-term liabilities 26,790,000
Equity 494,000
Net sales 2,188,000
Gross profit from sales 964,000
Financing expenses 3,382,000
Reported net loss for the period | 2,635,000

This table shows that the company is able to generate limited profit
from its core operations; however, it reports significant losses due to
high financing costs. Furthermore, the weight of fixed assets within
total assets and the high level of long-term liabilities indicate that the
company’s financial situation is closely related to its investment ex-
penditures, debt structure, and financing costs.
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During the internal audit, it was determined that certain expenses had
been understated and certain liabilities had been misclassified. Fol-
lowing the audit adjustments, the company’s net loss is expected to
change as summarized in Table 11.3.

Table 11.3. Effect of Audit Adjustments on Kazey A.$.’s Net Loss for the Period

Explanation Impact on Net Loss
(USD)
Reported net loss for the period (2,635,000)
Understated amortization expense (56,000)
Understated depreciation expense (72,000)

Unrecorded interest and exchange rate differ- | (173,000)
ence expense

Adjusted net loss for the period (2,936,000)

The audit adjustments presented in Table 11.3 show that Kazey A.S.’s
net loss should have been approximately USD 301,000 higher than
initially reported, increasing from USD 2,635,000 to USD 2,936,000.
This discrepancy should not be considered merely a technical ac-
counting error. The understatement of financing expenses, deprecia-
tion and amortization expenses, and the misclassification of liabilities,
taken together, create a significant audit risk that the company’s fi-
nancial outlook may have been presented more favorably than it ac-
tually was. In this context, the audit work should focus on the areas
summarized in Table 11.4.

Table 11.4. Key Audit Focus Areas Related to Financial Statement Adjustments

Control Area Scope of Review

Financing expenses Interest accruals, exchange rate differences, loan
agreements, and year-end closing entries

Depreciation and Fixed assets, special costs, right-of-use assets, and

amortization expenses useful life estimates

Debt classification Short-term and long-term debt distinction, payment
schedules, and restructuring terms

Investment expendi- Capitalized amounts, contract revisions, technical

tures acceptance documents, and board approvals
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Related-party transac- Liabilities to shareholders, capital advances, intra-
tions group settlements, and footnote disclosures

Risk of management Manual accounting entries, unusual classifications,
override and senior management approvals

Opverall, the primary purpose of the audit is not merely to test the
mathematical accuracy of financial statement items. The auditor
should also assess whether financial statement items are fairly pre-
sented, whether management has influenced accounting estimates
and classification decisions, whether internal control procedures have
been overridden, and whether there is a risk of misleading users of
the financial statements.

11.4. High-Risk Transaction Areas and Control
Weaknesses

The findings in the Kazey A.S. case should not be considered merely
as isolated accounting errors. The underreporting of financing ex-
penses, the underestimation of depreciation and amortization ex-
penses, the presentation of short-term liabilities as long-term, the cap-
italization of investment expenditures without sufficient approval, the
inadequate disclosure of related-party transactions, and the applica-
tion of certain deductions without board approval, when considered
together, reveal a risk of financial statement manipulation at the sen-
ior management level.

Therefore, suspicious areas of trading should be evaluated not only
in terms of technical accounting accuracy, but also in terms of man-
agement override, financial reporting ethics, internal control deficien-
cies, audit committee oversight, and the risk of misleading users of
financial statements.

11.4.1. Underreporting of Financing Expenses

Kazey A.S. reported financing expenses of USD 3,382,000 for 2025.
However, the internal audit revealed that USD 173,000 in interest and
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exchange rate difference expenses had not been reflected in the year-
end financial statements. The effect of this adjustment on financing
expenses is summarized in Table 11.5.

Table 11.5. Adjustment of Kazey A.S.’s Financing Expenses
for Unrecorded Interest and Exchange Rate Differences

Explanation Amount (USD)

Reported financing expenses 3,382,000

Unrecorded interest and exchange rate difference expenses | 173,000

Adjusted financing expenses 3,555,000

As shown in Table 11.5, financing expenses are one of the main
causes of Kazey A.S.’s reported loss. The understatement of this item
causes the company’s net loss to appear lower than it actually is and
creates a more favorable impression of financial sustainability. This
situation may mislead lenders, shareholders, potential investors, and
other users of the financial statements when evaluating the company’s
debt burden, repayment capacity, and going concern risks.

From an audit perspective, this finding may also indicate a manage-
ment tendency to soften financial results or understate the actual
amount of losses. Therefore, the auditor should retest all loan agree-
ments, accrued interest calculations, exchange rate difference calcula-
tions, payment schedules, and year-end closing entries in order to as-
sess whether financing expenses have been completely, accurately,
and fairly presented in the financial statements.

11.4.2. Understatement of Depreciation and Amortization Expenses

Some of the company’s investments in marina infrastructure, com-
mercial areas, electrical systems, pier renovations, and technical ser-
vice capacity in 2025 were capitalized as tangible fixed assets, right-
of-use assets, or leasehold improvements. However, the internal audit
determined that depreciation and amortization expenses had been
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understated for certain assets. The understatement of depreciation
and amortization expenses is summarized in Table 11.6.

Table 11.6. Understatement of Depreciation and Amottization
Expenses Related to Capitalized Assets

Expense Type Understated
Amount (USD)

Amortization expense 56,000

Depreciation expense 72,000

Total expense understatement | 128,000

This deficiency has a twofold impact on the financial statements. First,
the company’s net loss is understated because depreciation and amorti-
zation expenses were not fully recognized in the income statement. Sec-
ond, fixed assets, right-of-use assets, and leasehold improvements may
be overstated in the statement of financial position because the related
accumulated depreciation and amortization amounts were understated.
Therefore, depreciation and amortization deficiencies should be evalu-
ated not only as periodic expense recognition errors, but also in terms of
asset valuation, financial statement reliability, and the fair presentation of
the company’s financial position. Accordingly, the auditor should retest
the useful lives, depreciation rates, amortization petiods, and leasehold
improvement amortization schedules of capitalized assets.

11.4.3. Misclassification of Liabilities and Liguidity Risk

The audit revealed that certain foreign currency loans due within 12
months of the balance sheet date had been classified under long-term
liabilities. This classification error understates the company’s short-term
debt repayment pressure. The required reclassification of these liabilities
is summarized in Table 11.7.
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Table 11.7. Reclassification of Foreign Currency Loans from Long-Term to
Short-Term Liabilities

Liability Item Reported Classifica- | Required Classifica-
tion tion

USD 4,200,000 loan princi- | Long-term debt Short-term debt

pal

USD 610,000 accrued in- | Long-term debt Short-term debt

terest

This classification error directly affects the company’s current ratio,
short-term solvency, and liquidity risk assessment. Presenting short-term
liabilities as long-term liabilities makes the company’s financial position
appear stronger and more sustainable than it actually is. This issue is par-
ticularly important for lenders, shareholders, and other users of the fi-
nancial statements, as it may prevent them from accurately assessing the
company’s short-term cash needs, debt repayment pressure, and sol-
vency risk. Therefore, the auditor should thoroughly review loan agree-
ments, repayment schedules, accrued interest records, post-balance sheet
payment dates, restructuring agreements, and year-end liability classifica-
tions to determine whether debt obligations have been propetly pre-
sented according to their maturity.

11.4.4. Capitalization of Investment Expenditures with Unapproved or

Insufficient Documentation

Kazey A.S.’s marina renovation and expansion investments for 2025
exceeded their initial budget. Significant variances were identified in
certain investment items, as summarized in Table 11.8.
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Table 11.8. Budget Variances in Kazey A.$.’s Marina Renovation and
Expansion Investments for 2025

Investment Item Initial Budget Actual Amount Variance
(USD) (USD) (USD)

Commercial area 2,100,000 3,220,000 1,120,000

construction

Electricity infra- 400,000 586,000 186,000

structutre

Pier and technical 750,000 920,000 170,000

areas

Total 3,250,000 4,726,000 1,476,000

As shown in Table 11.8, the company’s marina renovation and ex-
pansion investments exceeded the initial budget by USD 1,476,000.
Exceeding the initial investment budget does not, by itself, indicate
fraud. However, capitalizing additional works without a board deci-
sion, contract revision, technical acceptance report, or sufficient sup-
porting documentation constitutes a significant control weakness.

This risk has two main implications. First, the period loss may be un-
derstated if expenditures that should have been recognized as ex-
penses were improperly capitalized. Second, management may have
bypassed budgetary controls through unauthorized or inadequately
documented investment expenditures. Therefore, the auditor should
examine all high-value capitalized investment expenditures on a doc-
ument-by-document basis by testing the consistency among con-
tracts, additional work orders, technical acceptance reports, invoices,
payments, and board approvals.

11.4.5. Discount Practices and Revenue Management Risks

The case revealed that some marina mooring fees included seasonal
and agency discounts; however, there was no written pricing policy,
board decision, or explicit approval within the authorization matrix
for all discounts.
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Discounts applied without board approval pose a risk to the com-
pleteness and accuracy of revenues. Such discounts may result in pref-
erential treatment for certain customers, loss of revenue, unauthor-
ized discounting, or the transfer of indirect benefits to related parties.

Therefore, discount practices should be evaluated not only as a com-
mercial decision but also as a risk of revenue management and control
deficiencies. The auditor should examine the compliance of discounts
with the written pricing policy, their customer-based distribution, au-
thorization approvals, and related party connections.

11.4.6. Related Party Transactions and Lack of Transparency

Kazey A.S.’s financial statements do not adequately detail liabilities to
partners, capital advances, accrued interest, offsetting transactions
with group companies, and related party financial transactions.

Related-party transactions are a high-risk area for financial statement
manipulation because intra-group transactions can influence financial
results by manipulating liabilities, receivables, financing expenses, ac-
crued interest, or income/expense classifications.

Therefore, related party transactions should be evaluated not only
through accounting records but also in terms of economic substance,
market conformity, independent certification, counterparty reconcil-
iation, and footnote disclosures. Insufficient disclosure prevents users
of financial statements from seeing the company’s true financial rela-
tionships and risks.

11.4.7. Ethics, Management override, and Red Flags

In the case of Kazey A.S., management override is central to the audit
risk. Management override occurs when senior management influ-
ences the financial reporting process by bypassing normal internal
control procedures or directing accounting decisions. This may take
the form of explicit fraud, but it may also occur in more subtle ways,
such as leaving expenses unrecorded, misclassifying liabilities,
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overstating assets, or providing insufficient disclosures. The main red
flags identified in this case are summarized in Table 11.9.

Table 11.9. Red Flags Indicating Management Override Risk in Kazey A.S.

Red Flag

Explanation

High financing costs

The financing burden is the main reason
for the company’s losses

Unrecorded interest and ex-
change rate differences

Net loss has been understated

Understated depreciation and
amortization expenses

Assets may be overstated and expenses
understated

Short-term debt classified as
long-term debt

Liquidity risk may be concealed

Lack of written approval

Additional investment expenditures are
not adequately documented

Discounts granted without board
approval

Risk of revenue loss and unauthorized
transactions

High volume of related-party
transactions

Financial results may be influenced by in-
tra-group transactions

Manual accounting entries

Risk of management override increases

Understatement of losses

Users of the financial statements may be

misled

When these red flags are considered together, the issue in this case is
not merely a technical accounting error. The primary audit risk is that
senior management may have influenced accounting records, classifi-
cations, estimates, and disclosures in order to present the company’s
financial results more favorably than they actually were. This situation
also has serious consequences in terms of financial reporting ethics.
The principles of honesty, impartiality, transparency, accountability,
professional diligence, and reliability may be compromised. Manage-
ment is obligated to provide users of financial statements with truth-
ful, complete, and understandable information. When this obligation
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is not fulfilled, financial statements cease to be a decision-making tool
and become merely a tool to support management objectives.

11.4.8. Internal Control and Audit Committee Weaknesses

The case demonstrates that the internal control system at Kazey A.S.
is not sufficiently robust, particularly in relation to management deci-
sions and financial reporting processes. Key examples of these weak-
nesses include the de facto implementation of transactions requiring
board approval through management decisions, weak year-end closing
controls, insufficient review of debt classifications, and the lack of inde-
pendent review over related-party transactions. The main internal con-

trol weaknesses are summarized in Table 11.10.

Table 11.10. Internal Control Weaknesses Related to Management

Override Risk in Kazey A.S.

Control Area

Current Weakness

Risk

Management
approval con-
trols

Additional investment expenditures
and discounts are not supported by
sufficient written approval

Risk of unauthorized
transactions and budget
overruns

Accounting
closing con-
trols

Interest, exchange rate differences, de-
preciation, and amortization records
have not been fully reviewed

Risk of understated ex-
penses and inaccurate
financial results

Debt classifi-
cation controls

Short-term liabilities have not been
propetly distinguished from long-term
liabilities

Risk of concealed li-
quidity pressure

Related-party

The independent review mechanism

Risk of reduced trans-

controls for intra-group transactions is weak parency and conflicts
of interest

Manual ac- There is no strong approval mecha- Risk of management

counting entry | nism to limit senior management override

controls override

Audit commit-
tee oversight

Critical accounting estimates have not
been sufficiently challenged

Risk of unreliable fi-
nancial reporting

These control weaknesses demonstrate that management override
risk is not related solely to individual accounting decisions, but also
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to weaknesses in the company’s corporate governance structure.
Therefore, audit committee oversight at Kazey A.S. should be
strengthened, manual accounting entries should be subject to inde-
pendent verification, a year-end closing checklist should be imple-
mented, and related-party transactions should be reported regularly.

11.5. Potential Executive-Level Financial Reporting
Manipulation Scenario

The Kazey A.S. case do not, by themselves, mean that every account-
ing entry was intentionally misrepresented. However, when consid-
ered together, the underreporting of financing expenses, the underes-
timation of depreciation and amortization expenses, the presentation
of short-term liabilities as long-term, the capitalization of investment
expenditures without sufficient documentation and approval, the lim-
ited disclosure of related-party transactions, and the application of
certain deductions outside the scope of written authorization, reveal
a risk of financial statement manipulation at the senior management
level.

According to a possible scenario, Kazey A.S. ‘s senior management
may have wanted to present a more positive financial statement in
2025 due to high capital expenditures, foreign currency borrowing,
financing expenses, liquidity pressures, and a net loss for the period.
The company’s reported net loss for the period is 2,635,000 USD.
However, considering underrecognized amortization expense, under-
retirement expense, and untrecorded interest/exchange rate differ-
ence expense, the adjusted net loss for the period is expected to be
approximately 2,936,000 USD. This indicates that the company’s loss
may be approximately 301,000 USD higher than reported.

In this scenario, the first area of risk is financing expenses. Since a
significant portion of the company’s loss stems from financing ex-
penses, the failure to recognize USD 173,000 in interest and exchange
rate expenses has made the financial performance appear better than
it actually is. This practice may underestimate the company’s
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borrowing costs and period loss, leading financial statement users to
underestimate the company’s true financial burden.

In this scenario, several financial reporting risks require careful audit
attention. A significant concern relates to financing expenses, since a
substantial portion of the company’s loss is associated with borrow-
ing costs. The non-recognition of USD 173,000 in interest and for-
eign exchange expenses may have resulted in a more favorable
presentation of financial performance than the underlying economic
reality would support. Such an omission may understate both the
company’s financing burden and its period loss, causing financial
statement users to form an incomplete view of the entity’s actual fi-
nancial pressure.

Another important risk concerns the recognition of amortization and
depreciation expenses. Certain investments made during 2025 were
capitalized as tangible fixed assets, right-of-use assets, or special costs.
However, the under-allocation of USD 56,000 in amortization ex-
pense and USD 72,000 in depreciation expense indicates that the re-
lated assets may not have been expensed in accordance with their
consumption of economic benefits. This situation affects both the
income statement and the balance sheet, as expenses are understated
while asset values are overstated. As a result, the company’s reported
loss may appear lower and its asset position stronger than is actually
the case.

The classification of liabilities also creates a material presentation risk.
The classification of a USD 4,200,000 loan principal and USD
610,000 of accrued interest due within twelve months after the bal-
ance sheet date as long-term liabilities may conceal the company’s
short-term liquidity pressure. Such a presentation can make indicators
such as the current ratio and short-term solvency position appear
more favorable than they are. This is particularly significant for lend-
ers, investors, and business partners who rely on financial statements
to assess the company’s repayment capacity and liquidity risk.

Capitalization of investment expenditures represents another area re-
quiring professional skepticism. Kazey A.S. incurred budget overruns
in certain marina renovation and expansion investments. However,

272



Chapter 11: Executive-Level Financial Reporting Manipulation

the capitalization of these additional expenditures as assets should be
questioned where there is no board resolution, contract revision,
technical acceptance report, or sufficient supporting documentation
confirming the nature and necessity of the additional works. If ex-
penditures that should have been recognized as period expenses are
capitalized, the company’s period loss may be understated and the fair
presentation of the financial statements may be impaired.

Related-party transactions and discounting practices also raise trans-
parency and completeness concerns. If debts to shareholders, capital
advances, offsetting transactions with group companies, and accrued
interest are not disclosed adequately, users of financial statements
may be unable to evaluate the company’s actual financial relationships
and dependency structure. Similarly, discounts granted without a
board decision or a written pricing policy may create risks regarding
the objectivity, consistency, and completeness of revenue recogni-
tion. These practices may also raise concerns about customer-based
fairness and the reliability of reported sales figures.

In this scenario, the ethical problem is not simply the erroneous ac-
counting entries. The real ethical issue is whether senior management
has acted honestly, impartially, transparently, and accountably to-
wards users of the financial statements. Financial statements are a de-
cision-making tool for partners, lenders, suppliers, employees, and
other stakeholders. Therefore, understating losses, misclassifying lia-
bilities, or inadequately disclosing related-party transactions can result
in misleading users of the financial statements.

This structure should not be considered direct, definitive proof of
fraud. However, when the identified indicators are considered to-
gether, there is a significant risk that the financial statements may have
been influenced by management preferences. In particular, high fi-
nancing pressure, the desire to portray the investment project as suc-
cessful, the need to present a stronger balance sheet to lenders, and
the perception of management performance are all factors that in-
crease the risk of manipulation at the senior management level.

Therefore, the auditor’s primary priority is not to simply accept man-
agement’s statements, but to test the financial statement items with
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independent evidence. The auditor should recalculate financing ex-
penses, review depreciation and amortization records, reassess the
maturity classification of liabilities, examine approval and technical
acceptance documents for investment expenditures, analyze related
party transactions in detail, and assess whether management has ex-
ceeded internal control processes.

In conclusion, the potential manipulation scenario in the Kazey A.S.
case unfolds not so much through directly increasing revenues, but
rather through downplaying losses, overstating assets, concealing
short-term debt pressure, and providing limited disclosure of related-
party transactions. Therefore, the case demonstrates that financial
manipulation at the senior management level can occur not only
through overt fraud, but also through accounting estimates, classifi-
cation preferences, incomplete records, and inadequate disclosure.

11.6. Audit Procedures, Data Analytics and Control
Evaluation

In the case of Kazey A.S., the audit should not be limited to checking
the mathematical accuracy of accounting records. The auditor should
independently examine, with supporting evidence, areas where senior
management may have interfered with the financial reporting process.
Therefore, audit procedures should be designed around financing ex-
penses, depreciation and amortization calculations, liability classifica-
tion, capital expenditures, related party transactions, manual account-
ing entries, and audit committee oversight.

The audit procedures, data analytics tests, and control assessments to
be applied in this section are discussed under the following headings.

11.6.1. Financing Cost Tests

Financing expenses are one of the most significant items directly im-
pacting Kazey A.S. ‘s period loss. Therefore, the auditor should thor-
oughly verify that reported financing expenses are fully and accurately
recorded.
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The auditor should first obtain all loan agreements, payment sched-
ules, interest rates, foreign currency loan details, and bank statements.
Interest and exchange rate difference expenses that should have ac-
crued at year-end should then be recalculated independently. This re-
calculation should be compared with the financing expenses recorded
in the company’s accounting records. The main audit procedures for
testing financing expenses are summarized in Table 11.11.

Table 11.11. Audit Procedures for Testing Financing Expenses
and Foreign Currency Loan Valuation

Procedure Audit Objective

Review of loan agreements To verify interest rates, maturity dates, and
payment terms

Recalculation of accrued inter- | To determine whether any financing costs

est have been omitted
Testing of exchange rate cal- To verify whether foreign currency loans
culations have been correctly valued

Verification of payments with | To confirm the authenticity of recorded inter-

bank statements est and principal payments
Review of year-end closing To identify unrecorded interest and exchange
entries rate difference expenses

The purpose of these procedures is to determine whether the unre-
corded interest and exchange rate difference expense of USD 173,000
represents an isolated accounting error or a systematic understate-
ment of financing expenses intended to reduce the reported loss.

11.6.2. Depreciation and Amortization Tests

In Kazey A.S.’s financial statements, fixed assets, leasehold improve-
ments, and right-of-use assets constitute a significant portion of the
company’s statement of financial position. Therefore, the accurate
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calculation of depreciation and amortization expenses is critical for
both the income statement and the balance sheet.

The auditor should compare fixed asset records with accounting rec-
ords, investment invoices, technical acceptance reports, contracts,
and dates of commencement of use. In addition, useful life estimates,
depreciation rates, and amortization periods for leasehold improve-
ments should be re-evaluated. The main audit procedures for testing
depreciation and amortization expenses are summarized in Table
11.12.

Table 11.12. Audit Procedures for Testing Depreciation and Amortization Ex-
penses of Capitalized Assets

Procedure

Audit Objective

Compatison of the fixed asset
register with accounting rec-
ords

To verify the accuracy and completeness of
capitalized assets

Review of useful life estimates

To evaluate whether depreciation calcula-
tions are reasonable

Recalculation of depreciation
and amortization expenses

To determine whether any expense amounts
have been omitted

Compatrison of leasehold im-
provements with lease or usage
petiods

To verify whether the amortization period
has been correctly determined

Document-by-document re-
view of capitalized expendi-
tures

To test whether expenditures that should
have been expensed were impropetly capital-
ized as assets

These procedures should be used to determine the financial statement
impact of the USD 56,000 amortization expense understatement and
the USD 72,000 depreciation expense understatement. The auditor
should assess whether these deficiencies represent isolated calculation
errors or indicate a broader weakness in asset capitalization, useful
life estimation, and period-end expense recognition controls.
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11.6.3. Debt Classification Tests

Correctly classifying liabilities as short-term or long-term directly im-
pacts a company’s liquidity and financial sustainability. In the case of
Kazey A.S., classifying some short-term liabilities as long-term may
have made the company appear to have stronger short-term solvency
than it actually did.

The auditor should identify all loan repayment schedules and princi-
pal and interest payments due within 12 months of the balance sheet
date. These obligations should be classified as short-term liabilities in
the financial statements. The main audit procedures for testing debt
maturity classification are summarized in Table 11.13.

Table 11.13. Audit Procedures for Testing Short-Term and Long-Term
Debt Classification

Procedure Audit Objective

Obtaining loan repayment To identify debt obligations falling due

schedules within 12 months

Performing a 12-month post- To test whether short-term debts have been

balance-sheet payment analysis | correctly classified

Review of restructuring agree- To determine whether a valid agreement af-

ments fects the classification of liabilities

Checking post-balance-sheet To verify short-term payment obligations

payments

Recalculation of financial ratios | To measure the impact of misclassification
on the current ratio and liquidity indicators

These procedures should determine whether the USD 4,200,000 loan
principal and USD 610,000 accrued interest have been classified ac-
cording to their correct maturity. If these obligations are due within
12 months of the balance sheet date, they should be presented as
short-term liabilities rather than long-term liabilities.
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11.6.4. Investment Expenditures and Capitalization Tests

Kazey A.S.’s investments for 2025 have exceeded its initial budget. There-
fore, it must be tested whether the capitalized investment expenditures ac-
tually qualify as assets and whether they are supported by the necessary
approvals. The auditor should review investment expenditures on a pro-
ject-by-project basis by testing the consistency among the initial budget,
actual expenditures, contracts, additional work orders, technical ac-
ceptance reports, invoices, payment documents, and board approvals. The
main audit procedures for testing investment expenditures and capitaliza-
tion decisions are summarized in Table 11.14.

Table 11.14. Audit Procedures for Testing Investment Expenditures and
Capitalization Decisions

Procedure Audit Objective
Compatrison of the invest- | To identify budget overruns and unusual devia-
ment budget with actual tions
expenditures
Review of contracts and To test whether the expenditure is based on a
additional work orders valid contractual basis
Review of technical ac- To verify whether the expenditure relates to
ceptance reports work that has actually been completed

Review of board approvals | To identify the risk of authority override or un-
authorized investment expenditures

Evaluation of capitalization | To test whether expenditures have been appro-
criteria priately capitalized as assets or should have been
recognized as period expenses

These procedures are particularly important for determining whether
investment expenditures were properly capitalized or whether certain
costs should have been recognized as period expenses. The auditor
should also assess whether budget overruns and additional works
were supported by valid approvals and sufficient documentation.

11.6.5. Discount Practices and Revenne Control Tests

Kazey A.S., seasonal and agency discounts have been applied to some
marina mooring fees. However, there is no written pricing policy or
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board approval for all discounts. Therefore, the auditor should test
whether the discount applications comply with the authorization and
approval matrix. The main audit procedures for testing discount prac-
tices are summarized in Table 11.15.

Table 11.15. Audit Procedures for Testing Discount Practices

and Approval Controls
Procedure Audit Objective
Review of pricing policies To determine whether discounts are based on
written rules
Preparation of a customer- To test whether specific customers receive unu-
based discount list sual advantages

Authorization matrix review | To evaluate whether the person approving the
discount is propetly authorized

Review of related-patty con- | To test whether discounts are granted in favor
nections of intra-group or related parties

Calculation of revenue loss To determine the financial impact of unauthor-
impact ized discounts

These procedures should be used to determine whether discount
practices are based on valid commercial grounds or whether they re-
sult from uncontrolled discretionary decisions by management. The
auditor should also assess whether unauthorized discounts have
caused revenue loss, weakened pricing discipline, or created a risk of
preferential treatment for specific customers or related parties.

11.6.6. Related Party Transaction Tests

Related-party transactions are among the high-risk areas for finan-
cial statement manipulation. Therefore, liabilities to shareholders,
capital advances, offsets with group companies, accrued interest,
and other related-party transactions should be examined thoroughly.
The main audit procedures for testing related-party transactions are
summarized in Table 11.16.
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Table 11.16. Audit Procedures for Testing Related-Party Transactions and

Disclosure Adequacy
Procedure Audit Objective
Preparation of a related- | To ensure the complete identification of all related
party list parties

Analysis of intra-group
debts and receivables

To determine whether financial results were influ-
enced by intra-group transactions

Obtaining  counterparty
confirmations

To support the accuracy of balances with external
evidence

Review of interest and
offsetting transactions

To assess whether transactions are consistent with
market conditions

Review of footnote dis-
closures

To evaluate whether sufficient transparency is pro-
vided to users of the financial statements

In related-party transactions, the auditor should focus not only on the
accounting entries, but also on the economic substance of the trans-
actions, their conformity with market conditions, and the adequacy
of disclosures. This review is particularly important because related-
party transactions may be used to shift liabilities, defer losses, influ-
ence profitability, or obscure the company’s actual financial position.

11.6.7. Management override and Manual Record Tests

Manual journal entries are particularly important in assessing the risk
of financial manipulation at the senior management level. The auditor
should analyze journal entries, especially those recorded near year-
end, that involve unusually round amounts, weak explanations, unu-
sual classifications, or entries created under senior management in-
struction. The main analytical tests for reviewing manual journal en-
tries are summarized in Table 11.17.
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Table 11.17. Analytical Tests for Reviewing Manual Journal Entries and

Management Override Risk

Analytical Test Audit Objective

Year-end manual journal To identify unusual entries recorded during the

entry analysis closing period

Round-amount entry test To identify artificial or unsupported journal en-
tries

Weak-description entry To identify entries with unclear transaction ex-

test planations

Senior management user- | To detect entries created or approved through

code analysis senior management access

Reversing entry analysis To identify temporary, cotrective, or period-
shifting entries

Unusual classification test | To identify abnormal movements in liability, ex-
pense, or asset accounts

These tests reduce reliance on management representations and ena-
ble the auditor to reach an independent, evidence-based conclusion
regarding whether manual journal entries were used to influence fi-
nancial results, shift expenses between periods, misclassify liabilities,
or present the company’s financial position more favorably than it
actually was.

11.6.8. Internal Control and Audit Committee Evaluation

In the case of Kazey A.S., the control assessment should focus par-
ticularly on management override risk. Even if formal internal con-
trol procedures are in place, the control environment cannot be
considered effective if senior management is able to circumvent

these controls. The key control areas to be evaluated are summa-
rized in Table 11.18.
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Table 11.18. Control Environment Assessment for Management

Opverride Risk in Kazey A.S.

Control Area

Evaluation Criteria

Board of direc-
tors’ approvals

Are large-scale investment, borrowing, and discount trans-
actions subject to written approval?

Audit committee
oversight

Are critical accounting estimates and classifications inde-
g
pendently challenged?

Manual journal
entry controls

Are unusual accounting entries subject to second-level ap-
g ]
pfOVQ.l?

Year-end closing
controls

Are interest, exchange rate differences, depreciation, amor-
tization, and debt classifications tested using a checklist?

Related-party

Are intra-group transactions subject to independent review

controls and disclosure procedures?
Ethical reporting | Can employees safely report pressure to engage in im-
mechanism proper financial reporting?

If this assessment reveals that the control environment against man-
agement override is inadequate, the auditor should report the findings
directly to the board of directors or the audit committee. This is par-
ticularly important because weaknesses in this area may allow senior
management to influence accounting estimates, classifications, disclo-
sures, and period-end financial reporting decisions.

11.6.9. Proposed Control Matrix

For Kazey A.S., the following control matrix should be imple-
mented to reduce financial reporting risks and management override
risk. The matrix links each identified risk to a recommended control
activity, control type, and responsible unit, as summarized in Table

11.19.
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Table 11.19. Recommended Control Matrix for Reducing Financial Reporting
and Management Override Risks in Kazey A.S.

Risk Recommended Control | Control Responsible
Type Unit
Understatement of Year-end recalculation of | Detective | Accounting /
financing expenses interest and exchange Finance
rate differences
Understatement of Fixed asset and leasehold | Detective | Accounting
depreciation and improvement deprecia-
amortization ex- tion checklist
penses
Presentation of Debt classification check | Preven- Finance
short-term debt as based on a 12-month re- | tive /
long-term debt payment schedule Detective
Capitalization of un- | Board approval and tech- | Preven- Board of Di-
authorized invest- nical acceptance certifi- tive rectors / Fi-
ment expenditures cate requirement nance
Unauthorized dis- Written pricing policy Preven- Sales / Fi-
count application and discount authoriza- tive nance
tion mattix
Insufficient disclo- Related-patty confirma- | Detective | Accounting /
sure of related-party | tion and footnote disclo- Legal
transactions sure control procedure
Management over- Independent second- Preven- Audit Com-
ride level verification for tive mittee
manual journal entries
Pressure for unethi- | Anonymous ethics re- Reporting | Audit Com-
cal financial report- porting hotline / Moni- mittee / In-
ing toring ternal Audit

This control matrix aims not only to correct identified accounting er-
rors, but also to structurally reduce management override risk. Ac-
cordingly, preventive controls should limit unauthorized decisions
before they affect the accounting records, while detective and moni-
toring controls should support independent review, transparency, and
timely identification of financial reporting irregularities.
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11.6.10. General Assessment

Opverall, the primary purpose of the audit procedures in the case of
Kazey A.S. is not simply to test the accuracy of the records. The au-
ditor should assess whether the financial statements are overstated by
management, whether accounting estimates are reasonable, whether
liability classifications reflect reality, and whether related-party trans-
actions are disclosed transparently.

In this context, the audit work should be supported by technical ac-
counting tests, data analytics, document verification, management ap-
proval review, related party reconciliations, and audit committee
oversight. Otherwise, the risk of management override could seri-
ously weaken the credibility of the financial statements and the com-
pany’s ethical control environment.

11.7. Findings, Auditor’s Assessment and Recommendations

The review of Kazey A.S.’s financial statements as of December 31,
2025, identified significant audit findings related to financing ex-
penses, depreciation and amortization calculations, debt classifica-
tion, capital expenditures, discount applications, and related party
transactions. Considered collectively, these findings indicate that the
company’s financial position may have been presented more favora-
bly than its actual condition and may also point to a risk of senior
management override in the financial reporting process.
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Table 11.20. Summary of Key Audit Findings and Management Override Risk In-
dicators in Kazey A.S.

No Finding Auditor’s Assessment Suggestion

1 Financing expenses Financing expenses are All loan agreements,
were under-recorded. | one of the most signifi- | payment schedules, in-
It was determined cant items directly affect- | terest rates, and ex-
that an expense of inga company’s netloss | change rate calculations
173,000 USD was not | for the petiod. Failure to | must be reviewed. Un-
reflected in the finan- | record this expense leads | recognized interest and
cial statements during | to an underestimation of | exchange rate expenses
year-end interestand | the netloss and an in- of USD 173,000 should
exchange rate calcula- | complete assessment of | be recognized; and a
tions. the company’s borrow- mandatory recalculation

ing costs by financial of financing expenses
statement users. should be implemented
at year-end closing.
5 Depreciation and Underestimation of de- | All fixed assets, rights-
amortization expenses | preciation and amortiza- | of-use assets, and special
were under-allocated. | tion expenses leads to an | cost accounts should be
It was determined underestimation of losses | reviewed. Useful lives,
that a total of 128,000 | in the income statement | depteciation rates, and
USD in depreciation | and an overestimation of | amortization petiods
and amorttization ex- fixed assets and special should be reassessed; the
penses were notrec- | costs in the balance underrecognition of
orded. sheet. This constitutes USD 56,000 amortiza-
not only a periodic ex- tion expense and USD
pense error but also a 72,000 depreciation ex-
significant risk to asset pense should be recog-
valuation and the reliabil- | nized.
ity of financial state-
ments.

Short-term liabilities This classification error Loan repayment sched-

3 were presented as underestimates the com- | ules should be re-ana-
long-term. It was de- | pany’s short-term liquid- | lyzed as of the balance
termined that the total | ity pressure. Presenting sheet date, and debts due
principal and interest | short-term debt aslong- | within 12 months of the
accruals of the loan, term can mislead assess- | balance sheet date
amounting to ments of cutrent ratios, should be transferred to
4,810,000 USD were | solvency, and going con- | short-term liabilities. A
shown under long- cern. year-end closing check-
term liabilities instead list should be created for
of short-term liabili- debt classification.
tes.
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There are missing ap-
provals and docu-
mentation for invest-
ment expenditures.
For some additional
investment expendi-
tures, board approval,
contract revision, ad-

Capitalizing investment
expenditures without
sufficient approval and
documentation creates
the risk of recording ex-
penses that are actually
deductible as assets. This
can reduce the net loss

Capitalized investment
expenditures should be
reviewed on a project-
by-project basis. Ex-
penditures lacking board
approval, contract revi-
sions, additional work
orders, technical ac-

ditional work order, for the petiod, overesti- ceptance reports, and
or technical ac- mate fixed assets, and payment documents
ceptance repott is weaken budget overrun should be reclassified;
missing. control. expense adjustments
should be made where
necessaty.
Discount applications | Unauthotized or undoc- | All discounts must be
are not based on suf- | umented discounts create | applied within the scope
ficient approval. Sea- | tisks to the complete- of the written pricing

sonal and agency dis-
counts have been ap-
plied to some matina
mooting fees; how-
ever, there is no wtit-
ten pricing policy or

ness, accuracy, and im-
partiality of revenues.
This practice increases
the likelihood of prefer-
ential treatment for cet-
tain customets, revenue

policy and authorization
mattix. Discount rates,
customer-specific dis-
count lists, and approval
documents should be re-

viewed regularly; dis-

board decision for all | loss, transfer of indirect | counts requiring board
discounts. benefits to related pat- approval should be

ties, or revenue manage- | blocked systemically.

ment at management dis-

cretion.
There is insufficient Related-party transac- Related party transac-
disclosure in related tions represent a high- tions should be listed in
party transactions. Li- | tisk area in terms of in- detail, counterparty rec-
abilities to partners, fluencing financial results | onciliations should be
capital advances, ac- through intra-group obtained, and a market
crued interest, and transactions. Insufficient | compliance assessment
offsetting transactions | disclosure makes it diffi- | should be conducted. Li-
with group companies | cult for users of financial | abilities to partners, capi-
are not disclosed in statements to assess the tal advances, accrued in-
sufficient detail in the | company’s true debt rela- | terest, and offsetting

financial statements.

tionships, financing
structure, and conflict of

transactions should be
clearly reported in the

interest tisks. footnotes to the financial
statements.
Control mechanisms | This finding reinforces all | Manual accounting en-
against management other findings in the case | tries, high-value capital
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ovetride are inade- regarding a fundamental | expenditures, debt classi-
quate. There is insuffi- | control weakness. The fications, related-party
cient oversight by the | influence of senior man- | transactions, and unusual
independent audit agement on accounting | discounts must be sub-
committee over man- | estimates, classifications, | ject to independent sec-
ual accounting rec- and approval processes ond-level approval. The
ords, investment ap- poses a setious tisk to audit committee should
provals, discount ap- | the objectivity and relia- | regularly review year-end
plications, and critical | bility of the financial closing entries and criti-
classification deci- statements. cal accounting decisions.
sions.

Opverall, not all findings identified at Kazey A.S. . should be inter-
preted as direct and definitive evidence of fraud. However, the un-
derreporting of financing expenses, the underestimation of deprecia-
tion and amortization expenses, the presentation of short-term liabil-
ities as long-term, the capitalization of investment expenditures with-
out sufficient documentation, the application of discounts outside the
scope of authorization, and the inadequate disclosure of related par-
ties, when considered together, pose a significant audit risk that the
financial statements may have been presented more favorably than
they actually are.

Therefore, the auditor’s primary priority is not merely to correct in-
dividual accounting entries. The auditor should also assess the risk of
management override, financial reporting ethics, audit committee
oversight, and the independence of the internal control system. Fi-
nancial statement adjustments should be made, the control environ-
ment strengthened, and management decisions subjected to stricter
scrutiny.

11.8. Instructor Notes

This case is designed to help students assess financial statement ma-
nipulation not only through overt forgery or falsification of docu-
ments, but also through management override, accounting estimates,
classification decisions, incomplete expense recording, and inade-
quate disclosure. In the case of Kazey A.S. , the key issue is not
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whether certain financial statement items are recorded, but rather
whether management may have manipulated these items to present a
more favorable financial outlook for the company.

Students should be expected to discuss issues such as the underre-
porting of financing expenses, the underestimation of depreciation
and amortization expenses, the misrepresentation of short-term lia-
bilities as long-term, the capitalization of investment expenditures
without sufficient documentation, and the limited disclosure of re-
lated-party transactions. Each of these elements may appear as a tech-
nical accounting error on its own; however, when considered to-
gether, they strengthen the risk of financial statement manipulation at
the senior management level.

This case demonstrates that the risk of management override should
be specifically addressed in the audit process. The auditor should not
rely solely on management disclosures; they should recalculate financ-
ing expenses, test the maturity classification of liabilities, examine the
approval and documentation support for capital expenditures, and
thoroughly evaluate manual accounting entries.

During the teaching process, students should be expected to analyze
each finding at three levels: the impact of technical accounting, the
impact on users of financial statements, and the ethical/control di-
mension. For example, presenting short-term liabilities as long-term
is not only a classification error; it is also a financial reporting problem
that conceals a company’s liquidity risk and can influence lenders’ de-
cisions.

In conclusion, the case of Kazey A.S. demonstrates that the reliability
of financial reporting is not simply a matter of accurate record-keep-
ing. Integrity, transparency, impartiality, accountability, audit commit-
tee oversight, and a strong internal control environment must be con-
sidered together for the reliability of financial statements.
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11.9. Discussion Questions
Kazey A.S. is the risk of management override most evident?

2. How does underreporting financing expenses affect a com-
pany’s net loss and financial outlook?

3. What are the consequences of under-allocating depreciation and
amortization expenses, both for the income statement and the
balance sheet?

4. Which financial ratios and user decisions can be misled by pre-
senting short-term debt as long-term?

5. What audit risks arise from capitalizing investment expenditures
without sufficient documentation and board approval?

6. How should discount applications made without a board deci-
sion be evaluated in terms of revenue accuracy and internal con-
trol systems?

7. Why are related-party transactions considered high-risk for fi-
nancial manipulation at the senior management level?

8. How can the line between financial reporting error and ethical
violation be drawn in this case?

9. Why should an auditor not rely solely on management state-
ments?

10. In the case of Kazey A.S., in which areas should the supervisory
committee provide more active oversight?

11. In what ways might financial statement users have been misled
in this case?

12. What should be the top three recommended check-ups at Kazey
A.S. to reduce the risk of management override ?

11.10. Conclusion

The Kazey A.S. case demonstrates that financial statement manipulation at
the senior management level does not always manifest as overt fraud. Un-
derreporting financing expenses, underestimating depreciation and amorti-
zation expenses, presenting short-term liabilities as long-term, capitalizing
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investment expenditures without sufficient documentation, and under-dis-
closure of related-party transactions are also significant risk areas that can
mislead users of financial statements.

The audit revealed that the company’s reported net loss for the period is
lower than its adjusted loss. Considering the underrecognized amortization
expense, undetreported depreciation expense, and unrecorded interest/ex-
change rate expenses, the company’s loss is expected to be approximately
301,000 USD higher than reported. This indicates that the financial state-
ments do not fully reflect the company’s true performance and financial
burden.

The case also has significant implications for debt classification and liquidity
risk. Classifying debts due within 12 months of the balance sheet date as
long-term debt makes the company’s short-term solvency appear more fa-
vorable than it actually is. Such classification errors create a risk of misleading
information, particularly for lenders, partners, and investors.

The main recommendation for Kazey A.S. is not simply to correct the iden-
tified accounting errors. The company needs to establish a stronger control
environment that limits management override in its financial reporting pro-
cess. This includes strengthening year-end closing controls, subjecting man-
ual accounting entries to independent approval, making board approval and
technical acceptance documents mandatory for capital expenditures,
providing detailed disclosure of related party transactions, and having the
audit committee regularly review critical accounting decisions.

Overall, the Kazey A.S. case offers important lessons regarding financial re-
porting reliability, management ethics, and internal control systems. Finan-
cial statement manipulation can occur not only through inflating revenues
but also through minimizing losses, deferring expenses, misclassifying liabil-
ities, and understating disclosures. Therefore, the auditor should evaluate
accounting choices at the senior management level with professional skep-
ticism and test, with independent evidence, whether the financial statements
are presented fairly.
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Appendix 11.1. Audit Questionnaire

Kazey A.$. Executive-Level Financial Manipulation
Questionnaire Form

Area of Question Objective / Audit Risk
No
Control
1 Financial Were significant accounting Assessing the risk of
Reporting estimates in the preparation management override.
of the financial statements
guided by senior manage-
ment?
5 Financing Have all loan agreements, in- | Identifying the risk of
Expenses terest rates, and payment underfunding costs.
schedules been compared
with accounting records?
Interest Have the interest expenses To identify unrecorded
3 Accruals that were due to accrue as of | interest expenses.
December 31, 2025 been re-
calculated?
Exchange Have exchange rate differ- Assessing the risk of un-
4 Rate Dif- ence calculations related to detreporting exchange
ference Ex- | foreign currency debts been rate losses.
penses independently tested?
Financing Has a correction entry been To ensure that net loss is
> Expense proposed for the unrecorded | accurately reported.
Adjustment | intetest/exchange rate differ-
ence expense of 173,000
USD?
Deprecia- Have the depreciation calcu- | To identify the risk of
6 tion lations for fixed assets been under-depreciation ex-
re-tested in terms of useful pense.
life and rates?
Amortiza- Are the amortization periods | Assessing the risk of un-
7 tion Ex- for special costs and right-of- | derpayment of amortiza-
penses use assets consistent with the | tion and high asset value.
contract termp
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Area of Question Objective / Audit Risk
No
Control
8 Activation | Do capitalized investment ex- | Identifying the risk of re-
penditures truly constitute as- | cording expenses as as-
sets? sets.
9 Investment | Do you have invoices, con- Identifying the risk of ac-
Documents | tracts, additional work orders, | tivation without docu-
and technical acceptance re- mentation or adequate
ports for high-value invest- support.
ment expenditures?
Board of Have the investment expend- | Assessing the risk of un-
10 . . . . )
Directors itures that resulted in the authorized investment
Approval budget overrun been ap- and overcontrol.
proved by the board of direc-
tors?
1 Budget De- | Have the initial budget and Identifying unusual cost
viation actual investment expendi- increases.
tures been compared?
0 Debt Clas- | Are liabilities payable within | To identify the risk of
sification 12 months of the balance concealment of liquidity
sheet date shown as short- risk.
term liabilities?
13 Loan Prin- Has it been verified that the To test the risk of mis-
cipal 4,200,000 USD loan principal | representing short-term
is classified under the correct | debt as long-term.
maturity?
1 Interest Has it been verified that the Identifying debt classifi-
4 Accrual 610,000 USD in interest ac- cation etrots.
Classifica- crual was reported for the
tion cotrect maturity date?
1 Financial Has the impact of debt classi- | Assessing the tisk of mis-
> Ratios fication errors on current ra- leading users of financial
tio and liquidity indicators statements.
been calculated?
1 Discount Are the discounts applied to Identifying the risk of
6 Policy marina mooring fees based unauthorized discounts

on a written pricing policy?

and loss of revenue.

292




Chapter 11: Executive-Level Financial Reporting Manipulation
Area of Question Objective / Audit Risk

No
Control

17 Authoriza- | Have the authority limits of Assessing revenue man-
tion Matrix | those approving the dis- agement risks that are

counts been checked? outside of management
control.

13 Customer- | Have discounts been ana- Identifying the risk of
Based Dis- | lyzed on a customer-by-cus- | granting preferential
counts tomer basis to identify unu- treatment to certain cus-

sual concentrations of inter- tomers.
est?

19 Related Are the partners, group com- | To reduce the risk of un-
Parties panies, and management-re- der-disclosure of related-

lated parties fully listed? patty transactions.

20 Intra- Have the debt, receivables, To identify the risk of fi-
Group Op- | offsetting, and interest trans- | nancial results being in-
erations actions with the group com- | fluenced by intra-group

panies been analyzed? transactions.

2 Agreement | Has counterparty reconcilia- | To support the accuracy
of the tion been obtained for related | of the balances with ex-
Other Party | party balances? ternal evidence.
Footnote Are related-party transactions | Assessing the risks of

22 . . . . .
Explana- disclosed in sufficient detail transparency and reliable
tions in the footnotes to the finan- | reporting.

cial statements?

23 Manual Ac- | Have the manual accounting | Identifying the risk of
counting entries made near the end of | management override.
Records the year also been reviewed?

o4 Unusual Have accounting vouchers Identifying artificial or
Records with rounded-out con- period-shifted records.

sistency, poor explanations,
or reversed entries been ana-
lyzed?

25 Manage- Are adjustments made to ac- | Assessing the risk of
ment In- counting records at the in- management override .
structions struction of senior manage-

ment tracked separately?
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Area of Question Objective / Audit Risk

No
Control

2% Audit Have the critical accounting To identify the lack of
Committee | estimates and classification independent oversight.

decisions been reviewed by
the audit committee?

77 Closing Does r.he 'year—end closipg To reduce errors in yeat-
Controls checklist include financing end financial reporting.

expenses, depreciation, amot-
tization, and debt classifica-
tion?

28 Ethical Is there an ethics reporting To ensure that unethical
Statement hotline where employees can | instructions are reported.

securely report pressures re-
lated to financial reporting?

29 Financial Have the necessary corrective | To ensure a fair and ac-
Statement entries been made for missing | curate presentation of fi-
Adjust- expenses and incorrectly clas- | nancial statements.
ments sified liabilities?

Overall When the identified errors To evaluate the impact

30 . . . )

Conclusion | are considered together, is of the findings on the au-

there a risk of financial state-
ment manipulation at the sen-
ior management level?

dit report, the control
environment, and man-
agement actions.
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FUTURE OF INTERNAL AUDIT






Chapter 12- Continuous Auditing and

Real-Time Assurance

Introduction

Digitalization has significantly transformed the scope, timing, and as-
surance-generating methods of the internal audit function. In busi-
nesses, financial transactions, operational processes, user access, cus-
tomer movements, supply chain activities, and cybersecurity incidents
now largely occur through digital systems. This structure necessitates
that auditing move beyond being merely a retrospective review at the
end of a period; it requires a transformation into a more continuous,
data-driven, technology-supported, and risk-based assurance mecha-
nism.

Continuous auditing and real-time assurance are central to this trans-
formation. While the traditional audit model is largely based on sam-
ple-based and periodic checks, the continuous auditing model enables
more frequent or real-time monitoring of transaction data, control
deviations, system logs , anomaly indicators, and risk signals. This al-
lows the auditor to assess errors, irregularities, control breaches, or
cybersecurity risks not only at the end of the period but also at the
time or shortly after they arise.

This section discusses continuous control monitoring, real-time audit
systems, intelligent dashboards, and integrated assurance models.
Continuous control monitoring involves the automated monitoring
of critical control points; real-time audit systems enable the real-time
analysis of process and system data; intelligent dashboards allow for
the management of audit findings and risk indicators; and integrated
assurance models refer to the coordinated operation of internal audit,
risk management, compliance, information security, and management
oversight functions.

The main objective of this chapter is to demonstrate that continuous
auditing is not merely a technical automation application. An effective
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continuous auditing model should encompass reliable data sources,
correctly defined control rules, meaningful alert thresholds, explaina-
ble analytical models, qualified audit teams, a strong governance
structure, and internal audit independence. Otherwise, systems can
become mere technical tools that generate numerous alerts but offer
limited real assurance value.

In this context, the chapter aims to enable students and practitioners
to consider continuous auditing as a strategic component of modern
internal auditing. Continuous auditing has the potential to expand the
scope of transactions, identify risks early, produce audit evidence in a
timely manner, monitor management actions, and provide the audit
committee with more up-to-date assurance. However, risks such as
data quality, system integration, false positive alerts, explainability of
Al models , over-reliance on automated outputs by the auditor, and
maintaining the limits of independence must be carefully managed.

12.1. Continuous Control Monitoring

Digitalization has fundamentally changed the timing logic of the audit
function. While the traditional audit approach mostly relied on peri-
odic, sample-based, and retrospective reviews, the increasing transac-
tion volume in today’s businesses, the execution of processes through
ERP, cloud, artificial intelligence, and automation systems, has made
it necessary for audits to be more frequent, systematic, and technol-
ogy-supported. At the heart of this transformation is continuous au-
diting and its critical component, continuous control monitoring .

Continuous auditing is a technology-supported approach that allows
auditors to evaluate controls, transactions, and risk indicators not at
the end of periods, but at or very close to the time the transaction
occurs. Li et al. (2024) consider continuous auditing as generating as-
surance simultaneously with or shortly after the occurrence of the as-
sured events; they state that this approach is based on real-time or
frequent auditing, data modeling, and analytical monitoring dimen-
sions. This definition transforms continuous auditing from merely a
technical automation tool into a strategic assurance model in terms of
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obtaining audit evidence in a timely manner, quickly detecting control
deviations, and informing management in a timely manner.

Continuous audit monitoring refers to the continuous monitoring of
a business’s critical control points using automated tools. This in-
cludes the continuous monitoring of access controls, separation of
duties, approval limits, transaction matching, abnormal transaction
patterns, system configurations, data integrity, and security events.
ERP systems, financial transaction platforms, cloud-based applica-
tions, and cybersecurity monitoring tools are particularly important
data sources for continuous audit monitoring. Farras et al. (2025) state
that continuous audit methods work in conjunction with real-time ac-
counting systems; and that transactions and internal controls can be
continuously evaluated through automated software, embedded audit
modules, and advanced audit tools .

At this point, continuous control monitoring differs significantly
from traditional control tests. In traditional auditing, the auditor
forms an opinion about the design and effectiveness of the control
by examining documents, transaction samples, or control evidence
for a selected period. In continuous control monitoring, however,
control performance is monitored instantly or periodically through
system data. Thus, control deficiencies, errors, and irregularities can
be detected not at the end-of-period audit, but at the time they occur
or within a short period. This strengthens the corrective effect of the
audit and allows management to take timely action.

One of the most important benefits of continuous audit monitoring
is that it supports the transition from sample-based auditing to full
population testing . While in traditional auditing the auditor usually
examines only a specific portion of the transactions, continuous au-
diting technologies can enable testing the entire transaction universe.
Farras et al. (2025) emphasize that continuous auditing can perform
bidirectional analysis at the transaction and account balance level, go-
ing beyond the traditional sample approach and allowing each trans-
action to be evaluated . This is a key feature that improves audit qual-
ity, especially in high-volume purchasing, payment, collection, payroll,
inventory, and user access processes.
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Continuous control monitoring also makes risk-based auditing plan-
ning dynamic. As control deviations, anomaly alerts, and transaction
intensities are regularly monitored, the internal audit unit can see ear-
lier in which processes the risk is increasing. Thus, audit resources
can be directed to areas with increasing risk intensity without being
tied to fixed annual plans. Omolere (2025) states that continuous au-
diting can identify suspicious behaviors and control failures at an early
stage by monitoring data flows such as system logs , network traffic,
user activity, and application operations; this transforms internal audit
from a reactive function to a proactive risk management mechanism

For continuous monitoring to be effective, technological infrastruc-
ture alone is insufficient. The correct selection of control points to be
monitored, the reasonable setting of alert thresholds, the reliability of
data sources, and the linking of alerts to the responsibility matrix are
necessary. Otherwise, the system will generate a large number of false
positive alerts and create an information overload for auditors. Farras
etal. (2025) state that information overload is a significant risk in con-
tinuous monitoring systems, that too many alerts can make it difficult
for auditors to identify critical issues, and therefore alert systems
should be prioritized according to their importance .

Therefore, the basic design principles for continuous monitoring sys-
tems can be summarized as follows:

Design Ele- Explanation

ment

Identifying Selection of process, operation and system controls that pose
critical control | a high risk to the company.

points.

Data source ERP, CRM, log , banking, payment, payroll, and security sys-
reliability tems.

Threshold and | Establishing clear rules for situations such as abnormal oper-
rule design ations, unauthorized access, exceeding limits, and violations
of separation of duties.
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Automatic When a deviation occurs, notification is sent to the auditor,
warning mech- | process owner, or risk unit.

anism

Escalation Referral of critical findings to management, audit committee,
process or information security teams.

Monitoring Updating the control design, process flow, and audit plan
and improve- based on the warning results.

ment cycle

Continuous control monitoring, particularly in the context of internal
audit, is not merely a mechanism for detecting errors, but also an early
warning system that measures the quality of the control environment.
Through these systems, auditors can monitor the control performance
of process owners, assess the continuity of management controls, and
provide the audit committee with more up-to-date assurance infor-
mation. However, the independence aspect of this approach must be
carefully managed. Farras et al. (2025) state that excessive intertwining of
continuous control tools with management performance monitoring
systems can create risks for auditor independence . Therefore, the role
of internal audit should not be to operate the control, but to provide
independent assurance about the design and operational effectiveness of
the control.

12.2. Real-Time Audit Systems

Real-time monitoring systems are systems that enable the analysis of
data generated from business operations in real-time or with very
short delays. These systems can monitor not only financial transac-
tions but also operational processes, cybersecurity incidents, user be-
havior, system performance, and control effectiveness. Thus, the
monitoring function becomes structured in a way that allows for in-
tervention at the moment a risk arises, rather than focusing solely on
retrospective error detection.
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Real-time audit systems are generally built on an integrated architec-
ture that connects data collection, analytical processing, and assurance
reporting. At the data collection stage, information is drawn from
multiple internal and external sources, including ERP transaction rec-
ords, bank movements, payroll data, purchase orders, invoices, user
logs, network activity, system configurations, and externally obtained
datasets. This information is then processed through analytical mech-
anisms such as rule-based tests, exception analysis, statistical anomaly
detection, machine learning models, and cross-validation procedures.
The outputs generated from these analyses are transformed into dash-
boards, automated alerts, and exception reports that can be used by
auditors, management, and the audit committee. Omolere (2025) ex-
plains continuous audit architecture through the interaction of data,
analytics, and reporting components, emphasizing that such a struc-
ture enables real-time evaluation of sources such as system logs, user
activity, and network data, particularly in cybersecurity audits.

The most critical element in real-time audit systems is the ability to
cross-verify audit evidence not only from internal accounting records
but also from different sources. Li et al. (2024) propose the real-time
processing of textual audit evidence and its cross-verification with ac-
counting data within a continuous audit framework supported by
large language models. The three-stage model developed in the study
consists of the following steps: pre-processing of the text, LLM in-
ference guided by auditor objectives and diagrams, and verification of
the audit evidence obtained from the LLM with accounting records .
This approach expands the scope of real-time auditing, particularly in
public procurement, payroll, contract auditing, personnel transac-
tions, and the control of externally sourced documents.

Li et al. (2024), applied to a public payroll system in Brazil, demon-
strates the practical benefit of real-time audit systems. The model
cross-validated payroll records with human resources information
published in the Official Gazette , enabled full population testing
compared to the existing manual process, reduced cross-validation
time by 83%, and achieved 96% accuracy in the separated audit evi-
dence. This finding shows that real-time audit systems not only
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provide speed but also improve assurance quality by expanding audit
coverage.

Another important application area for real-time monitoring systems
is cybersecurity. Since cyber incidents can escalate within minutes, a
periodic monitoring approach may be insufficient to detect these risks
in a timely manner. Omolere (2025) states that real-time monitoring
is a process of continuously collecting, analyzing, and reporting sys-
tem and network activities; this approach can quickly detect unau-
thorized access, data leakage, unusual network traffic, and control
failures . In this context, SIEM systems, endpoint detection and Re-
sponse tools, network traffic analysis, and user behavior analytics are
among the core technologies of real-time monitoring systems.

The main technologies used in real-time monitoring systems can be
summarized as follows:

Technology Control Function

ERP embedded con- | Monitoring violations of transaction rules, approval
trol modules limits, and separation of duties.

RPA Automation of repetitive tasks such as data retrieval,

reconciliation, reporting, and control testing.

Artificial intelligence
and machine learning

Anomaly detection, risk scoting , predictive analysis,
and pattern recognition.

Big data analytics

Analyzing high volumes of structured and unstruc-
tured data.

SIEM / EDR /
UEBA

Monitoring cybersecurity incidents, user behavior, and
system activity.

Text analytics sup-
ported by LLM

Separation of contracts, minutes, official documents,
announcements, and textual evidence for audit pur-
poses.

Cloud-based moni-
toring platforms

Centralized analysis of data from distributed systems.

Dashboard and visu-
alization tools

Presenting findings, exceptions, and risk indicators to
management.

Artificial intelligence and machine learning enhance the analytical ca-
pacity of real-time audit systems. Al-Omush et al. (2025) state that
artificial intelligence can process large datasets in financial auditing to
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detect anomalies, patterns, and potential fraud indicators; thus, over-
coming the limitations of traditional sampling methods and enabling
auditors to examine the entire transaction universe. However, the
“black box nature of artificial intelligence systems creates new risks
in terms of explainability , data quality, ethical responsibility, and au-
ditor judgment. Therefore, real-time audit systems should be de-
signed not only with automation logic but also with governance and
assurance logic.

Another issue to consider when establishing real-time audit systems
is false positives and false negatives. Overly precise rules can generate
an unnecessary number of alerts; overly broad thresholds can lead to
significant risks being overlooked. Li et al. (2024) state that while high
accuracy is achieved in LLM-supported continuous auditing, false
positives and false negatives are not completely eliminated, and there-
fore the model needs to be improved through fine-tuning, human
evaluation, and process feedback . This does not diminish the im-
portance of the human auditor in real-time auditing; rather, it trans-
forms the auditor’s role into data interpretation, exception evaluation,
and assurance decision-making.

12.3. Smart Dashboards

Intelligent dashboards are a critical tool for making the data obtained
from continuous auditing manageable. Real-time audit systems gen-
erate large amounts of data; however, unless thi s data is transformed
into meaningful indicators, its decision value remains limited for au-
ditors and management. Intelligent dashboards make audit infor-
mation manageable and traceable by visually presenting transaction
exceptions, control deviations, risk scores, anomaly alerts, audit find-
ings, and action statuses.

The primary function of intelligent dashboards is not just reporting.
These dashboards provide early warning, risk prioritization , finding
tracking, root cause analysis, performance measurement, and man-
agement decision support in audit processes. Omolere (2025) states
that real-time monitoring and continuous auditing complement each
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other; monitoring systems provide a continuous flow of data, while
continuous auditing frameworks define rules, thresholds, and proce-
dures for evaluating this data. In this integration, automated alerts,
anomaly analysis, reporting, and improvement processes are key com-
ponents.

A smart control dashboard are:

Display Area

Example Metrics

Control activity

Success/ failure control tests, control deviation rate, re-
peated control violations

Process anoma-

lies

Unusual amounts, duplicate payments, unauthorized
changes, exceeding limits

Access controls

Unauthorized access attempts, violations of separation of
duties, privileged user activities.

Financial pro-

High risk in purchasing, payment, collection, inventory, and

cess risks payroll processes.
Cybersecurity Suspicious login , data transfer, abnormal network traffic,
indicators system configuration changes.

Audit actions Number of open cases, delayed actions, completed correc-
tive actions
Summary risk outlook, trend analysis, and high-priority

findings for the audit committee.

Management
reporting

One of the main advantages of intelligent dashboards is that they help
auditors quickly identify critical risks within high-volume data. Farras
et al. (2025) emphasize that auditors working with big data may expe-
rience difficulties with information overload, pattern detection, and
unstructured data interpretation . Therefore, simple, prioritized , and
action-oriented presentations should be preferred in dashboard de-
sign . If every alert is presented at the same level of importance, the
decision support value of the system decreases. Therefore, alerts
should be categorized into critical, high, medium, and low risk cate-
gories; and an automated escalation process should be defined for
critical alerts.

Intelligent dashboards should generate information at different levels,
not only for internal auditors but also for management, risk manage-
ment, compliance, information security, and the audit committee.
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While internal auditors perform detailed analysis at the transaction
and evidence level, senior management is interested in more concise
risk scores, trends, and action statuses. The audit committee, on the
other hand, wants to monitor the overall state of the control environ-
ment, critical findings, recurring weaknesses, and management’s cor-
rective action performance. Therefore, the dashboard architecture
should be multi-level.

Smart dashboards are becoming increasingly critical, especially in AI-
powered audit models. Muhammad et al. (2026) propose that in the
Audit -as- Code approach, audit and assurance processes are trans-
formed from written policy documents into machine-verifiable evi-
dence packages; they state that the system can generate PASS/
WARN/ BLOCK decisions, traceability, explainability , and risk
scores . In this approach, the dashboard is not just a results screen; it
is also an assurance interface that explains which control passed and
why, which deficiency caused a warning, and under what circum-
stances a blocking decision was generated .

Smart dashboard design should consider the following principles:

1. Risk-focused approach: Findings with the highest impact
and probability should be presented first.

2. Traceability: Each indicator must be linked to the process,
control, data source, and audit evidence upon which it is

based.

3. Explainability : The reasoning behind the scores generated
by the artificial intelligence or analytical model must be un-
derstandable.

4. Action link: Fach finding should be associated with a re-
sponsible person, a target date, and a corrective action.

5. Real-time: Data in critical controls must be updated instantly
or at short intervals.

6. Authorization: Each user should only be able to view data
appropriate to their role.
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7. Independence: The dashboard must maintain a boundary
between a management monitoring tool and an internal audit
assurance tool.

These principles ensure that dashboards are not only a visual report-
ing tool but also an assurance platform that links audit evidence, con-
trol performance, and management actions.

Cloud-based systems also enhance the use of intelligent dashboards .
Muthusamy (2024) states that in banking project environments,
cloud-based Al metric models increase real-time monitoring, opera-
tional transparency, and quality assurance; and support reliability in
distributed operations through continuous data acquisition, intelli-
gent metric calculation, and adaptive alert mechanisms . This ap-
proach makes it possible to monitor risk and control data from dif-
ferent systems through centralized dashboards , especially in large-
scale financial institutions .

b

12.4. Integrated Assurance Models

Continuous monitoring and real-time assurance are not limited solely
to the use of technology in the internal audit function. This approach
requires integrated operation with the organization’s risk manage-
ment, internal control, compliance, information security, data govern-
ance, Al governance, and management oversight functions. There-
fore, integrated assurance models are becoming increasingly im-
portant in the modern audit approach.

Integrated assurance represents a coordinated governance mecha-
nism that brings together different assurance activities around a com-
mon understanding of organizational risk. Rather than treating risk
management, compliance, information security, internal control, and
internal audit as isolated functions, this approach seeks to align their
roles, responsibilities, and reporting practices. Operational manage-
ment remains responsible for establishing and operating controls
within daily business activities, while specialist oversight functions
support the organization through monitoring, policy guidance, and
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risk-related expertise. Internal audit contributes to this structure by
independently evaluating whether governance, risk management, and
control processes are appropriately designed, effectively imple-
mented, and capable of supporting reliable organizational oversight.

Continuous audit systems can strengthen integrated assurance by con-
solidating and analyzing data generated across these three lines. Through
such integration, assurance activities can move beyond fragmented and
periodic reviews toward a more dynamic, timely, and evidence-based
structure. This enables organizations to identify emerging risks earlier,
reduce duplication among assurance functions, and provide manage-
ment and the audit committee with a more comprehensive view of the
control environment.

Nandal (2026) proposes a three-layered framework for Al-assisted audit
assurance: a predictive intelligence layer, a governance control layer, and
an audit assurance layer. In this model, Al systems are treated not merely
as tools that generate risk scores or anomaly alerts, but as governance
objects that need to be audited . This approach suggests that continuous
assurance models will not be limited to transaction auditing in the future;
algorithms, models, data sources, and automated decisions will also fall
under the scope of auditing.

The basic logic of the integrated assurance model can be established as
follows:

Layer Main Objective Examples of Activities

Predictive intelli- Generating a risk Anomaly detection, risk scoting,

gence

signal

classification, prediction.

Governance con-
trols

To ensure model
and system relia-
bility.

Model validation , explainability ,
bias testing, fit check.

Audit assurance

To conduct an in-
dependent evalua-
tion.

Control test, model vetification,
continuous monitoring, assurance
report.
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Management and Monitoring risk Dashboard, action tracking, policy
committee over- decisions. updates, risk appetite assessment.
sight

Nandal (2026) states that the Al audit governance layer should in-
clude model validation, explainability checks, bias and fairness tests,
compliance monitoring, and monitoring protocols. In this context,
assurance does not depend solely on whether the AI model has a high
accuracy rate. How the model works, what data it is fed with, how its
decisions can be explained, what controls it is monitored with, and in
what situations human intervention is needed are also within the
scope of assurance.

In integrated assurance models, continuous auditing performs both a
monitoring and an assurance-enhancing function. On the one hand,
it enables the ongoing examination of financial and operational pro-
cesses by supporting continuous control assessment, exception de-
tection, and risk monitoring. On the other hand, it creates an addi-
tional assurance need regarding the digital tools used within the audit
process itself, particularly artificial intelligence, data analytics, and au-
tomation systems.

This second dimension is especially important in Al-enabled audit
environments. When internal audit relies on predictive models, auto-
mated analytics, or algorithmic decision-support tools, the reliability
of audit conclusions depends not only on the underlying business data
but also on the design, governance, transparency, and validation of
these technological systems. If such tools produce inaccurate, biased,
or unexplained outputs, they may weaken rather than strengthen audit
assurance. Therefore, continuous auditing should also include mech-
anisms for evaluating whether Al-based audit tools operate within
appropriate governance, validation, and accountability structures.

Nandal (2026) emphasizes that the efficiency gains produced by pre-
dictive models are not sufficient, by themselves, to ensure reliable au-
diting or assurance in the absence of governance controls. From this
perspective, Al-enabled audit systems should be designed as auditable
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control systems with embedded governance mechanisms. Such sys-
tems can support continuous assurance only when their outputs are
traceable, explainable, monitored, and subject to periodic validation.

The integrated assurance model should be able to answer the follow-

ing control and assurance questions:

Question of Assurance

Importance from an Audit Perspec-
tive

Which risks are being monitored in
real time?

This indicates whether the audit scope
is risk-focused.

Which controls are being tested au-
tomatically?

Continuous monitoring defines the
scope of the monitoring.

How are alert thresholds deter-
mined?

It affects the risk of false positives and
false negatives.

How are artificial intelligence mod-
els validated?

This is necessary for model reliability
and auditability.

Where does the dashboard data
come from?

This is important for data integrity and
evidence reliability.

To whom are the findings reported
and when?

It demonstrates escalation and govern-
ance effectiveness.

How are corrective actions moni-
tored?

It supports a continuous improvement
cycle.

How is the independence of inter-
nal audits protected?

It ensures the objectivity of the assur-
ance function.

Continuous auditing and integrated assurance models also provide
significant benefits in the field of cybersecurity. Omolere (2025) states
that continuous auditing provides timely information about cyber
risks and control performance to senior management and audit com-
mittees through real-time dashboards , automated alerts, and periodic
reports; this strengthens governance and compliance processes . This
structure contributes to the continuous monitoring of control com-
pliance, especially within frameworks such as ISO 27001, NIST,
GDPR, KVKK, and SOX.

However, certain risks should not be overlooked when implementing
integrated assurance models. Data quality issues, lack of system inte-
gration, technical skill gaps in audit teams, model explainability ,
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algorithmic bias, over-reliance on automation results, and blurring of
independence boundaries are among the main risks. Omolere (2025)
states that continuous auditing involves challenges such as data qual-
ity, system integration, skill gaps, and governance of automated audit
processes; and that the use of advanced analytics and artificial intelli-
gence creates risks such as model transparency, false positives, and
over-reliance on automated outputs by the auditor .

Therefore, in an integrated assurance model, the human auditor
should not be excluded from the system. On the contrary, the auditor
should be positioned as an independent assurance actor who evalu-
ates model results, questions the quality of evidence, prioritizes warn-
ings , interprets control deficiencies, and monitors management ac-
tions. Artificial intelligence and automation should be considered not
as replacements for the auditor, but as tools that enhance the auditor’s
scope and analytical power.

Chapter Summary

Continuous monitoring and real-time assurance are among the key
approaches shaping the future of internal audit functions in digital
businesses. This model transforms auditing from a periodic and ret-
rospective review into a continuous, data-driven, risk-based, and
technology-supported assurance mechanism. When continuous con-
trol monitoring, real-time audit systems, intelligent dashboards , and
integrated assurance models are considered together, it is evident that
the internal audit function is elevated to a more proactive , strategic,
and decision-supporting position within the company.

However, continuous monitoring doesn’t simply mean using more
technology. An effective continuous monitoring model requires
proper control design, reliable data architecture, explainable analytical
models, qualified audit teams, the principle of independence, govern-
ance mechanisms, and robust reporting processes. Otherwise, sys-
tems can become mere technical tools that generate numerous warn-
ings but offer limited assurance value.
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The resources discussed in this section demonstrate that continuous
auditing expands the scope of operations, enables real-time risk de-
tection, and allows for faster processing of audit evidence with Al and
LLM-supported models; however, these technologies must neces-
sarily be supported by governance and assurance controls. Therefore,
continuous auditing and real-time assurance are not merely technical
innovations in modern internal auditing; they represent a redesign of
audit methodology, control understanding, and organizational assur-
ance architecture.
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Chapter 13 — Future Competencies of
Internal Auditors

Introduction

Digital transformation has fundamentally changed the scope and na-
ture of the internal audit function. Traditionally seen as limited to re-
viewing past transactions, checking documents, and ensuring regula-
tory compliance, internal audit has now become a strategic function
closely linked to areas such as data analytics, artificial intelligence, cy-
bersecurity, automation, digital governance, and ethical technology
use. This transformation has also significantly broadened the compe-
tency set expected of internal auditors.

Today’s internal auditors must not only possess knowledge of ac-
counting, control, and regulations; they must also be able to under-
stand data, interpret digital systems, assess technological risks, ques-
tion the ethical dimensions of algorithmic decision-making processes,
and communicate their findings clearly and effectively to different
stakeholders. Therefore, in the digital age, internal audit is no longer
merely a control activity that detects errors or nonconformities; it is
transforming into a consulting and assurance mechanism that sup-
ports decision-making processes, anticipates risks, provides digital as-
surance, and strengthens corporate resilience.

In this context, the internal auditor of the future should be viewed
not merely as a “controlling” professional, but as someone who gives
meaning to data, questions the risks of technological systems, com-
municates with management at a strategic level, possesses high ethical
sensitivity, and is open to continuous learning. The effectiveness of
the internal audit profession in the digital age depends on the com-
bined development of technical knowledge with analytical thinking,
ethical reasoning, communication skills, and digital literacy.

This section addresses five key competency areas that stand out for
future internal auditors: data literacy, technology skills, analytical
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thinking, ethical awareness, and communication in digital environ-
ments.

13.1. Data Literacy

Data literacy is the capacity of an internal auditor to read, interpret,
and question data not merely as a numerical output, but as audit evi-
dence, risk indicators, and decision support elements. In digitized
businesses, transaction volumes have increased significantly; financial
and operational processes are now conducted through ERP systems,
cloud-based applications, customer relationship management sys-
tems, digital payment infrastructures, and automated reporting tools.
This situation renders it insufficient for internal auditors to remain
limited to traditional sampling approaches.

Ahmed and Japee , advanced data analytics enables internal auditors
to test on full datasets instead of selected samples, perform real-time
monitoring, and improve the accuracy, reliability, and timeliness of
audit results through anomaly detection (Ahmed & Japee , 2025). At
this point, data literacy is becoming not just a technical skill, but a
fundamental professional competency that directly affects the quality
of auditing.

A data-literate internal auditor will first and foremost question the
source, integrity, accuracy, and reliability of the data. For example, in
a sales revenue audit, simply reviewing accounting records is insuffi-
cient. The internal auditor must assess data consistency across the
sales order system, billing system, collection records, customer data-
base, return records, and inventory movements. Such cross-data
checks facilitate the detection of revenue manipulation, fraudulent in-
voicing, period shifting, unauthorized transactions, and unusual trans-
action patterns.

Mat Ridzuan et al. state that digital technology skills play a critical
role, particularly in fraud risk assessment; data visualization, data ex-
traction, and analytical skills are among the essential digital compe-
tencies for auditors (Mat Ridzuan et al., 2022). The study also notes
that fraudulent transactions can be hidden within company databases,
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therefore auditors lacking sufficient digital technology skills may have
difficulty detecting fraud risks.

Data literacy also requires the auditor to be able to recognize data
quality issues. Missing data, duplicate records, misclassified transac-
tions, inconsistent date formats, manual interventions, off-system
records, and unauthorized data modifications can directly affect the
audit result. Therefore, the internal auditor should not blindly trust
the data; they should analyze how the data was generated, who may
have modified it, what controls it underwent, and which systems it
was fed from.

Another dimension of data literacy is visualization competence. In-
ternal auditors are no longer limited to preparing long text reports;
they are producing risk boards, charts, heat maps, and dashboards for
the board, audit committee, and senior management. This makes
complex transaction sets more understandable and enables decision-
makers to grasp risks more quickly. Ahmed and Japee’s study high-
lights how data analytics improves the quality of decision-making in
internal audit through full population testing and anomaly detection.

For the internal auditor of the future, data literacy should encompass
the following sub-skills:

e Identifying data sources and monitoring data flows,
e Testing data integrity and accuracy,

e Performing anomaly and exception analyses,

e Using basic data visualization tools,

e ERP interprets data relationships between accounting, inven-
tory, sales, and payment systems.

e Transforming data analytics results into audit evidence.
e Being aware of data privacy and security issues.

In this context, data literacy not only enhances the internal auditor’s
technical capacity but also broadens the scope of the audit, improves
the quality of findings, and contributes to earlier risk detection. In the
digital age, an internal auditor who is not data literate can only see the
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true risk profile of the company in a limited and fragmented way. In
contrast, a data literate internal auditor can establish relationships be-
tween scattered data, generating more meaningful, predictive, and
strategic insights for management.

13.2. Technology Skills

Technological skills refer to an internal auditor’s ability to understand
digital systems, automation tools, artificial intelligence applications,
cybersecurity controls, ERP structures, cloud technologies, and data
analytics platforms from an audit perspective. Digital transformation
does not require internal auditors to be technology experts; however,
it does necessitate developing a level of technical awareness that ena-
bles them to understand how technological systems work, what risks
they generate, and what controls should be used to manage them.

According to Usul and Alpay, artificial intelligence, blockchain , ro-
botic process automation, and data analytics are transforming internal
audit paradigms, providing capabilities such as real-time transaction
analysis, continuous monitoring, and anomaly detection (Usul &
Alpay, 2025). However, the same study emphasizes that these tech-
nologies also bring new risks such as cybersecurity threats, algorith-
mic bias, data privacy breaches, and a lack of expertise.

In this context, the technological competence of internal auditors
should be understood as a multidimensional capability rather than as
a single technical skill. At a basic operational level, internal auditors
are expected to use digital tools that support audit execution, docu-
mentation, analysis, and reporting. These tools may include data ana-
Iytics software, electronic working papers, audit management sys-
tems, reporting platforms, dashboard applications, and basic query
tools. Such competencies enable auditors to work more efficiently
with digital evidence and to conduct audit procedures in a more sys-
tematic and data-driven manner.

Beyond the use of technology, internal auditors should also be capa-
ble of evaluating the control environment surrounding technological
systems. This requires knowledge of access rights, user roles, system-

316



Chapter 13: Future Competencies of Internal Auditors

based controls, change management procedures, log records, data
backup processes, disaster recovery arrangements, and cybersecurity
controls. In this respect, technology is not only a tool used by the
auditor, but also an audit object that must be assessed in terms of
reliability, security, continuity, and control effectiveness.

At a more strategic level, internal auditors are increasingly expected
to interpret the broader risks created by digital transformation. This
includes assessing how artificial intelligence models influence deci-
sion-making processes, how algorithmic bias may affect organiza-
tional outcomes, how automation changes the control environment,
and how digital dependency may shape organizational resilience.
Therefore, the internal auditor’s technological competence should
combine practical tool usage, information systems assurance, and
strategic risk interpretation. Such an integrated competence profile is
essential for internal audit functions that aim to provide meaningful
assurance in digitally transformed organizations.

Djogo’s work indicates that in the age of digital disruption, internal
auditors need to keep up with technological advancements such as
cloud technology, artificial intelligence, and big data analytics; and
that internal auditing is becoming more critical in maintaining internal
controls and regulatory compliance in virtualized business processes
(Djogo , 2023). This finding demonstrates that internal auditors
should approach technology not as an external element, but as an in-
tegral component of the audit universe.

A crucial aspect of technology skills is cybersecurity awareness. As
digitalization increases, organizations increasingly store financial, op-
erational, and personal data in digital environments; this increases
threats such as unauthorized access, data leakage, ransomware at-
tacks, third-party service provider risks, and system disruption. Ah-
med and Japee’s systematic review reveals that cybersecurity has now
become a central responsibility of internal audit; auditors need to as-
sess cyber governance frameworks, resilience strategies, and digital
risk controls.

Technological skills also require the internal auditor to maintain pro-
fessional skepticism regarding automation. Artificial intelligence and
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automation systems can speed up the audit process; however, the re-
sults produced by these systems need to be critically evaluated by the
auditor. Usul and Alpay state that over-reliance on technology can
weaken professional skepticism and that unquestioning trust in algo-
rithmic outputs can create risks (Usul & Alpay, 2025). Therefore, the
internal auditor of the future should be a professional who uses tech-
nology but doesn’t think for technology.

Key areas that internal auditors need to develop in terms of technol-
ogy skills include:

e Understanding the operation and control points of ERP sys-
tems,

e Ability to use data analytics and visualization tools,

e Evaluating the auditing impacts of artificial intelligence and
automation applications.

e Ability to test cybersecurity and data privacy controls,

e Assessing the risks of cloud systems and third-party service
providers.

e Analyzing log records, user permissions, and system changes,
e Interpreting technology-related ethical and regulatory risks.

In conclusion, technological skills are indispensable for internal audi-
tors to provide assurance in digital organizations. An internal audit
function that does not understand technology risks superficially as-
sessing the most critical risk areas of the company. Conversely, tech-
nologically proficient internal auditors can provide management with
stronger assurance and advice by holistically addressing both the op-
portunities and risks of digital processes.

13.3. Analytical Thinking

Analytical thinking is the internal auditor’s ability to break down in-
formation into its components, see relationships, establish cause-and-
effect connections, recognize unusual patterns, and interpret findings
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within the broader organizational context. In the digitalized audit en-
vironment, internal auditors are faced with significantly more data,
system outputs, reports, indicators, and risk signals. Therefore, simply
collecting information is not enough; this information needs to be
analyzed in a meaningful way.

Djogo states that critical thinking and a broad business perspective are
essential competencies for auditors. According to the study, auditors
should be able to evaluate evidence, identify hidden patterns or trends,
determine potential risk and problem areas, and interpret findings within
the macroeconomic, sectoral, and operational conditions of the com-

pany (Djogo , 2023).

Analytical thinking is a core competence for internal auditors, partic-
ularly in digital audit environments where risks may emerge through
complex data flows, automated processes, and system-generated
transactions. Unlike traditional audit approaches that often rely on
year-end reviews and retrospective examination of records, analytical
thinking enables internal auditors to identify risk indicators while pro-
cesses are still ongoing. Unusual supplier concentrations in payment
transactions, payments made by different companies to the same
IBAN, user accounts that are frequently opened and closed, or trans-
actions recorded outside normal working hours may all function as
early warning signals. In this respect, analytical thinking supports a
more proactive audit approach by allowing risks to be detected before
they develop into material control failures or financial losses.

Analytical thinking also strengthens the root cause analysis of audit
findings. An internal auditor should not limit the evaluation to iden-
tifying an error or stating that a control has failed. The more im-
portant task is to determine why the error occurred, which process
weakness enabled it, whether the issue is linked to a systemic or man-
agerial deficiency, and what type of control design is required to pre-
vent recurrence. This approach expands the role of internal audit be-
yond the reporting of exceptions. It positions internal audit as a func-
tion that contributes to process improvement, control redesign, and
risk reduction.
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The strategic contribution of internal audit is also closely connected
to analytical thinking. In the digital age, internal audit is increasingly
expected to support corporate decision-making, value creation, and
sustainable governance rather than merely provide financial assur-
ance. Ahmed and Japee (2025) emphasize this broader strategic role
of internal audit, while Alsagoor et al. (2024) underline the relevance
of digital transformation, emotional intelligence, and organizational
culture for internal audit quality. In this context, internal auditors
should evaluate findings not only as technical nonconformities, but
also in relation to organizational objectives, risk appetite, regulatory
compliance, operational performance, and institutional resilience.

Analytical thinking is therefore inseparable from professional skepti-
cism. Digital systems may produce dashboards, reports, alerts, or risk
scores, but internal auditors should not accept these outputs without
critical evaluation. For example, a dashboard may present all indica-
tors as “green,” yet this appearance may be misleading if the underlying
data include missing records, incorrect classifications, unauthorized
manual interventions, or pootly designed control parameters. An analyt-
ically oriented internal auditor examines not only the final output, but
also the data generation process, system logic, control mechanisms, and
management assumptions behind that output. This enables internal audit
to provide assurance that is not merely data-driven, but also judgment-
based, evidence-oriented, and strategically relevant.

Rumasukun states that auditor competencies are not limited to technical
knowledge; critical thinking, analytical skills, communication, and ethical
reasoning also play a fundamental role in the audit process (Rumasukun,
2024). In this context, analytical thinking is not only a cognitive skill for
the future internal auditor, but also a competency central to professional
reasoning,.

In the future, internal auditors are expected to develop the following
skills within the scope of analytical thinking:

e Establishing meaningful relationships between complex data
sets,

e Identifying unusual trading patterns and risk indicators,
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e Perform a root cause analysis.

e Interpreting the findings in operational, financial, and strate-
gic contexts.

e Questioning the reliability of digital system outputs,

e Assessing the organizational impact of control vulnerabili-
ties

b

e Reaching a balanced professional judgment by considering
alternative explanations.

An internal auditor with well-developed analytical thinking skills not
only examines whether existing controls are working; they also antic-
ipate the risks the company may face in the future, identify fragile
processes, and predict areas where control design needs strengthen-
ing. In this respect, analytical thinking is one of the key determinants
of the future strategic value of internal auditing.

13.4. Ethical Awareness

Ethical awareness means that the internal auditor, while conducting their
professional activities, adheres to the principles of integrity, impartiality,
independence, confidentiality, accountability, and the public interest; and
also recognizes the new ethical risks posed by digital technologies. In the
digital age, ethics are not limited to adherence to traditional professional
rules. New issues such as data privacy, algorithmic bias, transparency of
Al decisions, manipulation in automated reporting systems, cybersecu-
rity negligence, and digital exclusion have also fallen within the scope of
ethical awareness.

Adriansyah et al. state that in the digital age, accounting professional-
ism consists of a combination of ethical integrity, technical skills, and
digital adaptability. In their study, professionalism is defined not only
as technical competence but also as a multidimensional construct
shaped by ethics, expertise, and adaptation to technological transfor-
mation (Adriansyah et al., 2025). This approach is directly applicable
to internal auditing as well. When using digital systems, internal
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auditors should not only focus on producing efficient results, but also
question whether these results were obtained faitly, reliably, transpar-
ently, and responsibly.

It is particularly important to address digital competence as part of an
ethical framework. Adriansyah et al. argue that digital competence
should be positioned not merely as an additional skill, but as part of
a professional ethical framework that includes using technology re-
sponsibly, fairly, and inclusively. The same study suggests that ethics,
competence, and technology should be viewed as an ecosystem; that
unethical but technically proficient professionals can pose a moral
hazard, while ethical but digitally incompetent professionals may lose
their professional credibility.

Ethical awareness in internal auditing is becoming increasingly criti-
cal, particularly with the widespread adoption of artificial intelligence
and algorithmic decision-making systems. Al-powered audit tools can
make significant contributions in areas such as fraud detection, risk
scoring, and anomaly analysis. However, if the datasets used to train
these tools are flawed, incomplete, or biased, the results produced by
the system may also be incorrect or unfair. Therefore, the internal
auditor should evaluate the Al output not merely as a technical result,
but as a decision support element with ethical and governance dimen-
sions.

Ahmed and Japee emphasize that ethical and regulatory issues such
as data privacy, algorithmic bias, and the responsible use of artificial
intelligence in digital audit applications are critical to audit integrity
(Ahmed & Japee , 2025). Similarly, Usul and Alpay state that digital
transformation places new responsibilities on the internal auditor in
the areas of ethical Al governance and cyberresilience (Usul & Alpay,
2025).

Ethical awareness is also related to the internal auditor’s ability to
maintain independence and impartiality. Digitalization is bringing in-
ternal audit closer to management, making its advisory role a stronger
function. However, while the advisory role increases, the internal au-
ditor’s independent position as a provider of assurance should not
weaken. The internal auditor should be able to contribute to digital
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transformation projects while independently assessing the risks of
these projects. For example, internal audit can provide consultancy
during the installation of an Al-powered credit rating system; how-
ever, it must maintain objectivity when subsequently evaluating the
control effectiveness of the same system.

Within the scope of ethical awareness, the key areas that a future in-
ternal auditor should develop are as follows:

e Data privacy and personal data protection awareness,

e Questioning the risk of bias in artificial intelligence and algo-
rithmic decision systems,

e Evaluating the reliability and integrity of digital evidence.

e Upholding the principle of independence and impartiality in
digital consulting roles,

e Understanding the ethical and organizational consequences
of cybersecurity negligence,

e Ensuring transparency, accountability, and fairness in the
use of technology,

e Maintain professional skepticism even in the face of auto-
mated system outputs.

Ethical awareness in the digital age transforms the internal auditor
from a mere technical user into an assurance professional who ques-
tions the organizational, human, and societal consequences of tech-
nology. Therefore, in the future, the credibility of internal auditing
will depend not only on the power of the technology used but also
on the ethical judgment of the auditor using that technology.

13.5. Communication in Digital Environments

Communication competence is the ability of an internal auditor to
convey findings, risk analyses, data visualizations, and recommenda-
tions clearly, persuasively, and in a stakeholder-focused manner
through physical or digital meetings, online platforms, dashboards,
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electronic reports, and remote work environments. Digitalization has
transformed the nature of internal audit communication. Auditors no
longer simply submit written reports; they communicate through real-
time risk dashboards, short executive summaries, digital working papers,
online meetings, and interactive reporting tools.

Djogo’s work positions communication skills as one of the most im-
portant competencies for internal auditors. The study states that au-
ditors should be able to clearly convey their thoughts, suggestions,
and findings; effectively conduct meetings, presentations, interviews,
and negotiations; and prepare reports that can be understood by
stakeholders with varying levels of knowledge ( Djogo , 2023).

Communication in digital environments is not just about sharing
technical findings. The internal auditor must be able to explain com-
plex data analyses in business language that management can under-
stand. For example, simply stating that an “outlier was detected” in a
data analytics study is not enough. The internal auditor must clearly
explain what this means, in which process it creates a risk, what its
financial or operational impact is, and what action management
should take.

This skill is becoming increasingly important, especially with the
widespread use of dashboards and visual reporting tools. Digital audit
reports now utilize risk indicators, trend analyses, heat maps, traffic
light indicators, and transaction-based exception lists instead of
lengthy texts. However, visualization alone does not equate to effec-
tive communication. The internal auditor must also explain the ana-
Iytical reasoning behind the visual output and its implications for
management.

Rumasukun emphasizes the importance of communication skills and
emotional intelligence within auditor competencies. According to the
study, emotional intelligence plays a significant role in auditor-client
relationships, managing difficult conversations, balancing expecta-
tions, and establishing trust relationships with stakeholders (Ruma-
sukun, 2024). This skill is even more important in digital environ-
ments because the risk of misunderstandings is higher in online meet-
ings, email correspondence, and remote monitoring processes.
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Another issue that internal auditors should pay attention to in digital
communication is the tone of the findings. Audit findings can often
be sensitive for process owners. Especially when dealing with control
vulnerabilities, unauthorized transactions, data security breaches, or
performance deficiencies, the communication language should be
constructive, evidence-based, and solution-oriented. Djogo states
that emotional intelligence enables auditors to strike a balance be-
tween objectivity and sensitivity to stakeholders’ emotions (Djogo ,
2023).

Digital communication skills should include the following sub-compe-
tencies:

e Writing concise, clear, and evidence-based digital reports.
e Explaining data-driven findings in management language,
e Interpreting dashboard and visual analysis results,
e Making effective presentations in online meetings,

e Asking the right questions and actively listening during re-
mote monitoring interviews,

e Communicating sensitive findings in a constructive and pro-
fessional manner.

¢ Developing appropriate communication language for differ-
ent stakeholder groups,

e Complying with privacy and information security rules in
digital communication.

Ahmed and Japee’s study also states that modern internal auditors
should possess not only technical skills but also non-technical skills
such as communication, ethical judgment, and compliance (Ahmed
& Japee , 2025).. Therefore, communication in digital environments
is not a complementary but an essential competency for the internal
auditor of the future.
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Chapter Summary

Digital transformation is fundamentally changing the internal audit
profession. Artificial intelligence, data analytics, automation, block-
chain , and cybersecurity applications are making audit processes
faster, more comprehensive, and more predictive; however, they are
also creating new risks, ethical issues, and skill gaps. Therefore, the
internal auditor of the future cannot be satisfied with traditional audit
knowledge. They must be able to read data, understand technology,
think analytically, question ethical risks, and communicate effectively
in digital environments.

The contemporary internal audit function is increasingly positioned
as a value-adding assurance and advisory mechanism rather than a
unit concerned only with retrospective compliance review. Its contribu-
tion now extends to risk oversight, governance effectiveness, strategic
decision support, and organizational resilience (Ahmed & Japee, 2025;
Rumasukun, 2024; Alsagoor et al., 2024). To sustain this broader role,
organizations need to invest continuously in the development of audi-
tors’ digital literacy, ethical judgment, technological skills, analytical com-
petence, and communication capacity.

In conclusion, the internal auditor of the future should possess these
five essential qualities: data-savvy, tech-savvy, analytical, ethically
sound, and effective digital communication skills. These competen-
cies are critical not only for individual professional development but
also for organizations’ resilience to digital risks, quality of governance,
stakeholder trust, and sustainable governance capacity.
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Auditing

Introduction

Al-assisted auditing should not be considered merely a technological
innovation in the internal audit profession. This approach represents
a structural transformation that redefines the scope, timing, evidence
gathering methods, risk assessment approach, and the auditor’s pro-
fessional role. While the traditional understanding of internal auditing
largely relies on sampling, periodic reviews, manual document checks,
and retrospective evaluations, Al-assisted auditing creates a more
comprehensive, faster, and risk-focused assurance structure through
technologies such as big data analytics, machine learning, natural lan-
guage processing, robotic process automation, anomaly detection,
continuous monitoring, and predictive analytics.

This section examines how Al technologies are transforming internal
audit practices. It first explains the impact of autonomous control
systems on audit processes, then evaluates how a predictive risk as-
sessment approach can be used in internal auditing. Finally, it dis-
cusses the contributions of Al use to audit activities and the accom-
panying ethical, managerial, and regulatory risks. In this context, this
chapter aims to demonstrate how Al-assisted auditing can transform
the internal audit function into a more continuous, analytical, risk-
focused, and strategic structure in the future.

The fundamental reason for this transformation is the continuous in-
crease in the quantity, speed, variety, and complexity of data gener-
ated in businesses. Financial transactions, ERP records, electronic in-
voices, bank transactions, payroll data, inventory movements, contracts,
emails, access logs, and digital transaction traces significantly expand the
potential evidentiary field of internal auditing. This data density creates a
structure that is difficult to analyze in all its aspects with classical manual
audit methods. In contrast, artificial intelligence systems can detect
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recurring patterns, deviations, unusual relationships, and potential risk
indicators more quickly within large datasets.

The future of Al-assisted auditing is being shaped by the increasing
integration of automation, predictive analytics, and governance-ori-
ented control mechanisms into audit processes. As artificial intelli-
gence tools become more advanced, certain audit procedures may be
performed with limited manual intervention. Automated systems can
support tasks such as anomaly detection, transaction screening, ex-
ception reporting, document review, and continuous control testing.
This development moves internal audit away from a purely periodic
review model and brings it closer to a continuous monitoring and
continuous assurance approach.

Predictive risk assessment is another important direction in the evo-
lution of Al-assisted auditing. By learning from historical transaction
data, control exceptions, fraud indicators, and operational patterns,
artificial intelligence models can help auditors identify risk signals be-
fore they escalate into material problems. This enables internal audit
to adopt a more forward-looking role, where the focus is not only on
evaluating past transactions but also on anticipating emerging risks
and supporting earlier managerial intervention.

At the same time, the growing use of artificial intelligence in auditing
creates a stronger need for Al governance and regulatory compliance.
Al-enabled audit systems may introduce risks related to data confi-
dentiality, algorithmic bias, explainability, professional responsibility,
ethical decision-making, and compliance with legal and regulatory re-
quirements. Therefore, the future of Al-assisted auditing should not
be understood merely as the expansion of automation. It should also
involve the development of governance structures that ensure Al
tools are transparent, auditable, ethically controlled, and aligned with
the auditor’s professional judgment.

In this context, the future of Al-assisted auditing points not to a
model where the auditor is completely eliminated, but to a hybrid au-
dit structure where human auditors and Al systems work together. Al
will automate routine and repetitive tasks, allowing the auditor to fo-
cus on more complex, analytical areas requiring professional
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judgment. Therefore, in the future of internal auditing, Al should be
considered not as a replacement for the auditor, but rather as a stra-
tegic support mechanism that strengthens audit quality, speed, scope,
and risk forecasting.

14.1. Autonomous Control Systems

Autonomous inspection systems are artificial intelligence-powered
systems that can perform specific inspection activities without or with
limited human intervention. These systems can automatically collect
information from data sources, classify operations, monitor check-
points, detect anomalies, generate risk indicators, and provide early
warnings to inspectors. Autonomous inspection systems are based on
technologies such as machine learning, robotic process automation,
natural language processing, expert systems, artificial neural networks,
and process mining (Ali, Abdullah, and Khattab, 2022; Akatak, 2025).

However, the concept of “autonomy” should be used cautiously in
the context of auditing. Auditing is not merely a technical data pro-
cessing activity. It is also a process of assessing the adequacy and ap-
propriateness of evidence, understanding the organizational context,
considering ethical risks, questioning management statements, and using
professional judgment. Therefore, fully autonomous audit systems may
not be sufficient in all cases. Complex financial transactions, manage-
ment estimates, valuation decisions, indicators of fraud, and ethical di-
lemmas, in particular, require the assessment of a human auditor (Ba-
harom, 2025; Gokoglan, Sevim and Kilig, 2025).

The most significant contribution of Al-powered autonomous sys-
tems is the expansion of audit scope. Traditional auditing largely relies
on sample selection. The auditor selects specific transactions, tests
these transactions, and generalizes the results to the entire universe.
However, Al-powered systems can make it possible to analyze the
entire transaction universe instead of a sample. Thus, all sales trans-
actions, purchase records, inventory movements, payroll payments,
supplier records, system accesses, and accounting vouchers can be
examined more comprehensively. This has the potential to improve
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audit quality and strengthen anomaly detection (Firat, 2025; Goékoglan,
Sevim and Kilig, 2025).

Autonomous audit systems offer significant benefits, particularly in
routine, repetitive, and rule-based tasks. Examples include invoice
matching, document classification, payment reconciliation, supplier
master data checks, payroll compliance tests, authorization conflict
analyses, access log review, and the preparation of standard reports.
Robotic process automation can accelerate these types of operations,
reducing audit time and allowing auditors to focus on higher value-
added activities (Ali, Abdullah, and Khattab, 2022; Akatak, 2025).

This transformation also affects the planning, execution, reporting,
and monitoring phases of the internal audit function. In the planning
phase, artificial intelligence can analyze large datasets to identify high-
risk areas. In the execution phase, it can make audit tests more tar-
geted through anomaly detection, pattern recognition, and data min-
ing. In the reporting phase, it can accelerate the classification and
presentation of findings to stakeholders. In the monitoring phase, it
can automatically track whether the recommended corrective actions
have been implemented (Akatak, 2025). Therefore, autonomous sys-
tems are shifting internal audit from a periodic control activity to a
continuous and data-driven assurance mechanism.

Another contribution of autonomous audit systems is that they
strengthen the continuous audit and real-time assurance approach.
While traditional audits generally rely on year-end or periodic reviews,
Al-powered systems can continuously monitor transactions. Thus,
indicators such as abuse of authority, unusual payment behavior,
high-risk supplier movements, unusual inventory outflows, or dupli-
cate payments can be identified at an early stage. This structure con-
tributes to the transformation of auditing from a retrospective error-
finding function to a real-time risk monitoring function (Firat, 2025;
Wassie and Lakatos, 2024).

However, the success of autonomous audit systems depends on data
quality. When Al models are trained with incomplete, erroneous, bi-
ased, or inconsistent data, they can produce incorrect results. For ex-
ample, if certain types of risks have not been sufficiently examined in
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past audits, the AI model may also prioritize these risks. Therefore,
data integrity, data reliability, data ownership, data security, and data
governance become critical in Al-assisted auditing (Baharom, 2025;
Wassie and Lakatos, 2024).

Another limitation of autonomous systems is over-reliance on algo-
rithmic outputs. Professional skepticism may weaken if the auditor
accepts risk scores or anomaly alerts generated by artificial intelligence
without question. Baharom’s findings suggest that the use of artificial
intelligence can reduce auditors’ professional skepticism in some
cases, and therefore human judgment should be preserved in Al-as-
sisted auditing (Baharom, 2025). For this reason, autonomous audit
systems should be positioned not as ultimate decision-makers, but as
analytical systems that support the auditor.

The future of autonomous audit systems is also changing the auditor’s
job description. The auditor of the future will not be someone who
simply checks or reconciles documents. The auditor will become a
professional who understands data flow, interprets algorithmic out-
puts, questions model assumptions, evaluates data quality, tests sys-
tem controls, and reports technology-related risks to management.
Therefore, developing competencies in areas such as data analytics,
algorithmic thinking, artificial intelligence literacy, natural language
processing, machine learning, robotic process automation, and cyber-
security is becoming essential for auditors (Akatak, 2025; Firat, 2025).

14.2. Predictive Risk Assessment

Predictive risk assessment is one of the most important areas of de-
velopment in the future of Al-assisted auditing. While traditional risk
assessment is mostly based on past audit findings, financial ratios,
management interviews, prior experience, and manual evaluations;
Al-assisted predictive risk assessment attempts to predict future risks
by analyzing both past and current data. This approach transforms
the retrospective control function of internal audit into a prospective
risk management function (Firat, 2025; Gékoglan, Sevim and Kilig,
2025).
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Artificial intelligence offers significant advantages in risk assessment
due to its ability to process large datasets quickly. Machine learning
algorithms can learn from past transaction data, identify normal trans-
action patterns, and mark deviations from these patterns as risk indi-
cators. This helps auditors direct audit resources to riskier areas. Ac-
cording to Firat, artificial intelligence makes significant contributions
to identifying the most critical audit areas, reducing audit risks, and
strengthening decision-making processes in risk assessment (Firat,
2025).

Predictive risk assessment is not based solely on the analysis of finan-
cial data. ERP records, system access logs, customer behavior, sup-
plier transactions, contract texts, email content, compliance records,
and operational data can also become part of the risk analysis. Natural
language processing tools help in the analysis of unstructured data
such as contracts, reports, policy texts, and correspondence. In this
way, the auditor can perform risk assessment not only with numerical
data but also with textual and contextual data (Akatak, 2025; Firat,
2025).

Predictive risk assessment also makes significant contributions to
fraud detection. Fraudulent transactions often leave traces through
specific patterns, unusual timings, unauthorized access, duplicate
transactions, unrelated supplier movements, unusual payment amounts,
or deviations from normal processes. Al-powered systems can detect
such complex relationships and unusual patterns more quickly. Accord-
ing to Baharom’s review, machine learning applications can provide
higher accuracy rates in fraud detection compared to traditional meth-
ods; however, this performance can vary depending on the sector, data
quality, and application conditions (Baharom, 2025).

What is important at this point is that artificial intelligence is used not
only in fraud detection but also in risk prioritization. For example, AI-
supported models can provide early warning in areas such as accounts
receivable risk, inventory impairment risk, supplier dependency, pur-
chasing irregularities, payroll fraud, cybersecurity vulnerabilities, regula-
tory non-compliance, and financial reporting errors. Risks can be moni-
tored more dynamically when historical data, transaction frequencies,
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amount changes, user behavior, and external indicators are evaluated to-
gether (Gokoglan, Sevim and Kilig, 2025; Hassan, 2025).

Predictive risk assessment is also transforming audit planning. Tradi-
tional internal audit plans are often prepared annually and updated
only to a limited extent during the year. However, Al-powered sys-
tems can continuously monitor risk indicators, allowing the audit plan
to be more flexible and up-to-date. Processes, units, or transaction
types with increasing risk levels can be automatically prioritized in the
audit plan. This allows the internal audit function to respond more
quickly to the changing risk environment (Akatak, 2025; Wassie and
Lakatos, 2024).

Al-powered predictive risk assessment has the potential to improve
audit quality. These systems can uncover complex relationships and
anomalies that a human auditor might not notice within a limited
timeframe. Furthermore, analyzing the entire transaction universe can
reduce sampling risk. However, improved audit quality cannot be
guaranteed solely by using technology. The auditor should support
the results generated by the Al system with appropriate audit evi-
dence, understand the assumptions underlying the model, and inter-
pret the results within the organizational context (Baharom, 2025;
Firat, 2025).

One of the significant limitations of predictive risk assessment is al-
gorithmic bias. Since Al models are trained on historical data, they
can reproduce past erroneous assumptions or audit deficiencies. For
example, if certain departments, transaction types, or risk areas are
not adequately represented in historical datasets, the model may un-
derestimate the risks in those areas. Similatly, types of fraud that went
undetected in the past may not be learned by the model. Therefore,
model validation, data representation, and explainability are essential
considerations in Al-assisted risk assessment (Baharom, 2025; Firat,
2025).

Another limitation is that although artificial intelligence systems pro-
duce technical results, translating these results into auditable findings
requires human judgment. For example, the system may flag a supplier
payment as unusual; however, it is the auditor’s responsibility to assess
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whether this is an error, fraud, a system record problem, or a legitimate
business transaction. Therefore, in predictive risk assessment, artificial
intelligence generates a risk signal; but professional analysis is required
for this signal to be transformed into an audit finding (G6koglan, Sevim
and Kili¢, 2025; Baharom, 2025).

Predictive risk assessment also strengthens the role of internal audit
within corporate governance. Internal audit is no longer merely a
function that reports what happened in the past, but is becoming an
assurance and advisory function that provides management with early
warning about what might happen in the future. However, this advi-
sory role should not compromise the independence of internal audit.
The auditor can provide risk insights to management; however, they
should not assume responsibility for management’s decision-making
(Hassan, 2025; Akatak, 2025).

In this context, the future of predictive risk assessment depends on
three conditions: a reliable data infrastructure, a competent auditor
profile, and strong Al governance. If data quality is poor, the risk
scores generated by the model may be misleading. If the auditor lacks
Al literacy, they may not be able to accurately evaluate the system
output. If Al governance is weak within the organization, the ethical,
legal, and operational risks of the model may not be manageable.
Therefore, predictive risk assessment should be considered not
merely a technical analysis tool, but a holistic audit transformation
(Firat, 2025; Baharom, 2025; Wassie and Lakatos, 2024).

14.3. Artificial Intelligence Governance and Regulation

One of the most critical issues in the future of Al-assisted auditing is
the need for Al governance and regulation. While Al systems provide
speed, scope, accuracy, and efficiency in audit processes, they can cre-
ate new risks when used uncontrollably. These risks include data pri-
vacy breaches, algorithmic bias, erroneous model outputs, excessive
reliance on automation, unexplained decisions, cybersecurity vulner-
abilities, professional accountability ambiguity, and ethical issues
(Firat, 2025; Baharom, 2025; Gékoglan, Sevim and Kilig, 2025).
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Al governance is a set of rules that defines how Al systems within an
organization should be designed, used, monitored, fed with data
sources, their outputs verified, and who is responsible for erroneous
results. In the context of oversight, Al governance should include
topics such as data governance, model governance, ethical principles,
explainability, accountability, cybersecurity, human oversight, and
regulatory compliance (Wassie and Lakatos, 2024; Baharom, 2025).

Data privacy and security are of fundamental importance in Al-as-
sisted auditing. Internal audit activities often involve sensitive data
such as personal data, employee information, customer records, fi-
nancial information, contracts, trade secrets, and system logs. When
Al systems process this data, risks such as unauthorized access, data leak-
age, misuse of data, and privacy breaches may arise. Therefore, in Al-
assisted auditing applications, data access permissions, data retention pe-
riods, anonymization, encryption, and data usage limits must be cleatly
defined (Frrat, 2025; Gokoglan, Sevim and Kilig, 2025).

Algorithmic explainability is also central to Al governance. The audi-
tor should be able to understand why the Al system flagged a partic-
ular transaction as risky, which variables it considered, and what logic
it used to produce its conclusion. Unexplained “black box systems
can call into question the reliability of audit evidence and the profes-
sional responsibility of the auditor. In auditing, it is not enough to
simply reach a conclusion; the methodology used to reach that con-
clusion must also be understandable and documentable (Baharom,
2025; Firat, 2025).

Model validation and performance monitoring are also necessary
within the scope of Al governance. An Al model may produce suc-
cessful results when first established; however, data structures, trans-
action types, legislation, fraud methods, and business processes may
change over time. In this case, the accuracy of the model may de-
crease. Therefore, Al-powered audit systems should be regularly
tested, updated, and monitored for performance. False positive and
false negative results of the model should be analyzed, and the accu-
racy of risk classifications should be reviewed at regular intervals
(Wassie and Lakatos, 2024; Baharom, 2025).
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Ethical issues in Al-assisted auditing also require special attention.
Algorithms can reproduce biases in past data or disproportionately
portray certain employees, suppliers, customers, or departments as
risky. This can create problems in terms of both fairness and corporate
trust. Furthermore, ethical sensitivity increases even more when Al out-
puts are used in disciplinary, performance, or investigative processes re-
garding employees. Therefore, Al systems should be used within the
framework of impartiality, fairness, accountability, and human oversight
principles (Firat, 2025; Baharom, 2025).

The need for regulation is becoming more visible with the increasing
prevalence of Al-assisted auditing. Current auditing standards largely
rely on traditional principles of audit evidence, sampling, document
review, professional judgment, and audit documentation. However,
Al-assisted auditing introduces new types of evidence such as algo-
rithmic risk scores, automated anomaly reports, continuous monitor-
ing outputs, and findings from machine learning models. Clear stand-
ards are needed to determine how these new types of evidence should
be evaluated, documented, and under what conditions they should be
considered sufficient audit evidence (Ali et al., 2022; ,G6koglan, Se-
vim and Kili¢, 2025; Firat, 2025).

Al governance creates a dual responsibility for internal audit func-
tions. Internal audit should first ensure that the artificial intelligence
tools used in its own audit activities are reliable, ethically appropriate,
explainable, and subject to performance monitoring. This requires the
evaluation of data quality, model accuracy, access controls, validation
procedures, bias risks, documentation standards, and the extent to
which Al-generated outputs remain subject to professional judgment.

At the same time, internal audit should also expand its audit universe
to include artificial intelligence systems used across the organization.
Al applications are increasingly embedded in business processes such
as credit assessment, recruitment, pricing, customer segmentation,
supplier selection, inventory management, fraud detection, and cyber-
security monitoring. These systems may influence operational deci-
sions, stakeholder outcomes, compliance obligations, and risk expo-
sure. Therefore, internal audit should assess whether organizational

336



Chapter 14: The Future of Al-Assisted Auditing

Al systems are governed through appropriate policies, accountability
mechanisms, ethical safeguards, data protection controls, and moni-
toring procedures (Akatak, 2025; Baharom, 2025).

At this point, one of the important future tasks of internal audit will
be “auditing artificial intelligence.” Internal audit will not only be a
function that uses artificial intelligence; it will also become an assur-
ance function that evaluates whether the artificial intelligence systems
used within the organization operate fairly, reliably, explainably, se-
curely, and in compliance with regulations. This indicates increases
the strategic importance of internal audit within corporate govern-
ance (Akatak, 2025; Wassie and Lakatos, 2024).

Organizations need to develop written policies and procedures for Al
governance. These policies should cover the processes of acquiring,
developing, testing, using, monitoring, updating, and decommission-
ing Al systems. Furthermore, model ownership, data ownership, ac-
cess rights, ethical review processes, performance monitoring respon-
sibilities, and reporting mechanisms should be clearly defined. Inter-
nal audit can assess the adequacy of this structure, providing assur-
ance to the board of directors, audit committee, and senior manage-
ment (Firat, 2025; Baharom, 2025).

In the future of Al-assisted auditing, collaboration between regula-
tory bodies, professional organizations, and businesses will also gain
importance. While adapting to technological transformation, the au-
diting profession must maintain the principles of reliability, independ-
ence, impartiality, and professional skepticism. Al systems can speed
up auditing; however, audit reliability is determined not only by speed
but also by ethics, transparency, accountability, and professional qual-
ity (Firat, 2025; Baharom, 2025).

Chapter Summary

The integration of artificial intelligence into internal auditing is rede-
fining both the operational scope and the professional boundaries of
the audit function. By automating repetitive audit procedures,
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autonomous systems expand audit coverage and strengthen the shift
from periodic review toward continuous assurance. Predictive analyt-
ics further changes the role of internal audit by enabling a more an-
ticipatory approach to risk identification, rather than limiting audit
work to the examination of historical transactions. However, this
transformation also requires a stronger governance framework for Al
use, since issues such as ethical responsibility, regulatory compliance,
algorithmic explainability, data protection, and professional judgment
increasingly shape the responsibilities of auditors in digital audit en-
vironments.

This transformation does not diminish the importance of the auditor.
On the contrary, it moves the auditor’s role to a more analytical, stra-
tegic, and technology-oriented position. The internal auditor of the
future must be a professional who can leverage data analytics, ques-
tion the accuracy and reliability of Al outputs, recognize the risk of
algorithmic bias, evaluate system controls, and maintain ethical judg-
ment.

In conclusion, the future of Al-assisted auditing does not lie in a fully
automated and unmanned audit model; This points to a hybrid assur-
ance model where human auditors and artificial intelligence systems
work together. In this model, artificial intelligence will be used as a
powerful tool in areas such as data analysis, anomaly detection, risk
scoring, and process automation, while the auditor will continue to
assume responsibility for professional judgment, ethical evaluation,
contextual interpretation, and ultimate assurance. To the extent that
this balance is achieved, Al-assisted auditing will improve the quality
of internal auditing and strengthen its strategic value within corporate
governance.
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This book examines the transformation of internal audit in the digital
age from theoretical, technological, and applied perspectives. The
book’s central premise is that internal audit can no longer be viewed
as a traditional function that merely checks past transactions, identi-
fies errors and irregularities, or assesses regulatory compliance. Digi-
talization has fundamentally changed businesses’ processes, data pro-
duction methods, control mechanisms, risk maps, and audit evidence.
This transformation has shifted internal audit towards a more strate-
gic, data-driven, technology-supported, risk-based, and continuously
assuring structure.

The central finding presented throughout the book is that in the dig-
ital age, internal audit has become a central assurance function con-
cerning not only the audit activity itself, but the entire control and
governance architecture of the company. Internal audit is no longer
limited to examining the accuracy of accounting records or compli-
ance with procedures. The internal auditor must evaluate ERP sys-
tems, automated controls, user authorizations, cybersecurity policies,
data privacy, Al-powered decision-making mechanisms, continuous
monitoring tools, and the reliability of digital evidence. Therefore,
modern internal audit is located at the intersection of financial audit,
operational audit, information systems audit, fraud audit, ethical as-
sessment, and strategic risk consulting.

The initial chapters of the book examine the fundamental concepts
of internal auditing and situate the internal audit function within the
broader framework of corporate governance, internal control, risk-
based auditing, and organizational accountability. In this context, in-
ternal auditing is presented as a function that historically emerged
from the need to prevent errors, fraud, and asset losses, but later de-
veloped into an independent and objective assurance activity con-
cerned with governance, risk management, and control processes.
This evolution has become more pronounced in the digital age, as the
internal auditor’s role has expanded beyond traditional control activ-
ities. The modern internal auditor is increasingly expected to analyze
organizational processes, anticipate emerging risks, use digital
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technologies effectively, provide reliable assurance to management,
and contribute to the creation and protection of corporate value.

Digital transformation has reshaped the audit environment not only
through technological change but also through methodological transfor-
mation. The digitalization of business processes, Industry 4.0 appli-
cations, cloud-based systems, remote working arrangements, ERP in-
frastructures, and integrated control mechanisms have changed the
nature and sources of audit evidence. Physical documents, manual
approval forms, and periodic reports continue to have relevance, yet
they are now complemented by transaction logs, system records, elec-
tronic approval trails, automated control outputs, access reports, and
database activities. This shift requires auditors to assess not only
whether financial information is accurate, but also whether the sys-
tems that generate, process, store, and report that information are re-
liable.

Audit methodology in the digital age has increasingly moved toward
a risk-oriented, data-driven, and continuous assurance structure. Tra-
ditional audit planning has often relied on annual audit programs,
prior-period findings, and standard checklists. In digital audit envi-
ronments, however, risk indicators, anomaly analyses, system alerts,
real-time data flows, and dynamic risk dashboards play a more prom-
inent role. As a result, the audit plan should no longer be treated as a
fixed document prepared once a year. It should operate as a flexible
management tool that can be updated in response to changes in the
organization’s risk profile. Effective internal audit functions are there-
fore expected to use data analytics in annual planning, allocate audit
resources to high-risk areas, and adjust the audit scope in an agile
manner when emerging risks require such revision.

Data analytics and artificial intelligence have become important instru-
ments for improving the scope, timing, and depth of internal audit work.
Data analytics enables auditors to move beyond narrow sample-based
testing and examine full transaction populations or significantly larger
datasets. This capacity supports the earlier identification of duplicate pay-
ments, unusual transaction timing, authorization breaches, split transac-
tions below approval thresholds, abnormal inventory movements,

340



Conclusion

suspicious supplier relationships, and other potential indicators of
fraud. Artificial intelligence and machine learning further contribute
to risk prediction, anomaly detection, process mining, continuous
transaction testing, and predictive audit applications. However, these
tools should support rather than replace the auditor’s professional
judgment. Their outputs need to be evaluated in light of data quality,
model assumptions, algorithmic bias, and explainability.

Cybersecurity and information systems auditing have also become
central components of modern internal auditing. In digitalized organ-
izations, financial reporting, payment systems, customer data, inven-
tory management, human resources, supply chain operations, and
management reporting depend heavily on information systems.
Therefore, risks such as unauthorized access, data breaches, ransom-
ware attacks, phishing, social engineering, backup failures, system in-
terruptions, and weak incident response are no longer merely tech-
nical IT issues. They are audit-relevant risks that may directly affect
financial reporting reliability, business continuity, corporate reputa-
tion, regulatory compliance, and managerial accountability. In this en-
vironment, internal audit is expected to evaluate cybersecurity control
design, test incident response capabilities, analyze access management
risks, review compliance with data privacy requirements, and provide
independent assurance to the board of directors and senior manage-
ment.

The robustness of digital internal control systems depends on the in-
tegrated consideration of technology, processes, people, and govern-
ance. ERP systems, automated controls, role-based access structures,
system alerts, and digital workflows may strengthen the control envi-
ronment when they are properly designed and monitored. However,
these benefits can be undermined by poortly structured authorization
matrices, segregation of duties conflicts, unreviewed system logs,
weak data quality, ineffective automated controls, or insufficiently
tested system changes. For this reason, the existence of a control in a
digital system should not be confused with its actual effectiveness. A
control may be formally defined in the system but still fail to operate
as intended or reduce the relevant risk. The responsibility of internal
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audit is therefore to evaluate control design, operating effectiveness,
data reliability, and monitoring mechanisms together.

The case studies in this book offer significant insights into the prac-
tical application of theoretical discussions. Financial audit cases
demonstrate how financial reporting risks can arise, particularly in ar-
eas such as revenue classification, period-end transactions, collectibil-
ity, campaign and incentive income, presentation of exchange rate
gains, and verification of trade receivables. The key lesson learned
from these cases is that financial manipulation often occurs not
through a single transaction, but through a combination of classifica-
tion preferences, period shifts, lack of documentation, failure to pro-
vide provisions, and management pressure. Therefore, the internal
auditor must assess not only the technical accuracy of the accounting
entry but also the economic substance of the transaction, its timing,
collectibility, and its impact on reporting.

The digital procurement fraud case revealed how risks such as fraud-
ulent suppliers, ERP manipulation, duplicate payments, lack of sepa-
ration of duties, and insufficient proof of delivery for services can
cause financial losses for businesses. The most important lesson
learned from this case is that weaknesses in internal controls in pur-
chasing and payment processes feed off each other. If supplier master
data is opened without control, if the ERP authorization matrix is
inadequate, if three-way matching controls are not functioning effec-
tively, if there is no pre-payment duplicate invoice check, and if proof
of delivery for services is weak, the risk of fraud becomes systemic.
Therefore, supplier master data management, separation of duties,
automated duplicate payment algorithms, approval limits, ERP log
reviews, and continuous audit panels should be designed together in
digital procurement processes.

The inventory management case demonstrated that using ERP sys-
tems solely as a record-keeping tool is insufficient. Discrepancies be-
tween actual inventory and ERP records, ineffective barcode verifi-
cation, weak warchouse location controls, inadequate approval of
manual inventory adjustments, lack of reconciliation between delivery
notes, orders, and actual deliveries during the receiving process, and
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the absence of separate processes for damaged/returned/waste in-
ventory all point to weaknesses in the operational control environ-
ment. The key lesson learned from this case is that for an ERP system
to be a powerful control tool, process discipline, barcode usage, job
descriptions, approval mechanisms, and management reporting must
all work together. Entering data into an ERP system alone is not con-
trol; control is achieved by ensuring that data is generated accurately,
timely, authoritatively, and verifiably.

Human resources and ghosting employee Fraud cases highlight the
importance of data integrity, employee records, access rights, and sep-
aration of duties controls in payroll processes. The risk of ghost em-
ployees is not solely a problem for the human resources department;
it arises when connections are not established between payroll, ac-
counting, bank payment files, employee onboarding and offboarding
records, system user accounts, and management approvals. Such
cases demonstrate the need for internal audit to compare human re-
sources data with financial payment data. Reconciling the active em-
ployee list, payroll list, bank payment file, employee onboarding noti-
fication, employee offboarding records, and system user accounts is
one of the fundamental audit procedures that reduces the risk of pay-
roll fraud.

ERP unauthorized access and cyber audit cases demonstrate that user
permissions are one of the most critical risk areas in digital systems.
Excessive privileges, failure to close legacy employee accounts, ne-
glecting to monitor privileged user accounts, shared username usage,
violations of separation of duties, and lack of regular analysis of log
records increase the risk of both financial errors and fraud. The com-
mon lesson from these cases is that access management cannot be
narrowed down to a purely technical IT issue. User permissions must
be evaluated in conjunction with business processes, approval mech-
anisms, control ownership, and audit evidence . Beyond knowing
which user accessed which system, the internal auditor must analyze
the company risks that this access poses.

Data backup and disaster recovery cases demonstrate that a business’s
digital resilience depends not only on systems being operational, but
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also on their capacity to recover in the event of system failure or data
loss. Backup alone is insufficient; regular testing of backups, estab-
lishment of recovery times, prioritization of critical systems, verifica-
tion of data integrity, and testing of disaster recovery plans against
realistic scenarios are necessary. The key lesson from this case is that
business continuity and disaster recovery plans, when merely docu-
mented , do not provide assurance. Internal audits should evaluate
the applicability and test results of these plans.

Fraud and ethics cases reveal that technological controls alone are in-
sufficient in the digital age. Management manipulation, insider trad-
ing... Threats , confidential data leaks, employee misconduct, and mis-
reporting under financial pressure are more likely to occur when the
control environment is not supported by an ethical culture. The key
lesson learned from these cases is that internal audit must consider
not only control procedures but also management pressure, the ethi-
cal climate, conflicts of interest, incentive systems, and employee be-
havior. Ethical awareness, whistleblowing mechanisms, independent
review, data access controls, and specific audit procedures to address
the risk of management circumvention of controls are critical in this
context.

The continuous audit, real-time assurance, future internal auditor
competencies, and Al-assisted auditing discussed in the book’s final
chapters demonstrate the future direction of internal auditing. Con-
tinuous control monitoring, real-time audit systems, intelligent dash-
boards, and integrated assurance models are transforming internal audit-
ing from a function that provides periodic reporting to an assurance sys-
tem that generates continuous value. This transformation enables man-
agement to identify risks earlier, improve controls faster, and base stra-
tegic decisions on more reliable information.

Data literacy is one of the most critical competencies for the internal
auditor of the future. Auditors must now be able to understand large
datasets, use basic analytical techniques, identify data quality issues,
and relate analytical results to business risk. In addition, technological
skills have become indispensable. An internal auditor without basic
knowledge of ERP systems, cybersecurity, cloud computing, artificial

344



Conclusion

intelligence, robotic process automation, blockchain, and automated
control systems will struggle to evaluate digital processes with suffi-
cient depth. However, technical knowledge alone is not enough. An-
alytical thinking, ethical awareness, communication skills, profes-
sional skepticism, and effective reporting capacity in digital environ-
ments are equally important.

The strategic importance of digital internal audit becomes apparent
here. Digital internal audit is not simply about performing audit ac-
tivities with technology. Its true strategic value lies in transforming
internal audit into a function that provides assurance in the com-
pany’s digital transformation process, identifies risks early, supports
the embedding of controls into digital systems, and provides the
board of directors with reliable information about technology-related
risks. In this sense, digital internal audit is a fundamental component
of corporate resilience, cybersecurity, data governance, financial
transparency, and ethical management.

The strategic importance of digital internal audit lies in its capacity to
transform audit activities from periodic control reviews into a more
continuous, data-driven, and risk-oriented assurance function. By us-
ing data analytics and continuous monitoring mechanisms, internal
audit improves the visibility of risks across business processes and
enables management to identify control weaknesses before they esca-
late. The evaluation of automated controls, ERP workflows, authori-
zation matrices, and system alerts further contributes to the reliability
of the control environment. Digital audit techniques also expand
fraud detection capacity by revealing anomalies, unusual transaction
patterns, and behavioral indicators that are difficult to detect through
conventional audit procedures. Beyond these areas, internal audit
plays an important role in strengthening cyber resilience by assessing
cybersecurity governance, access controls, backup arrangements, in-
cident response processes, and data protection practices. As audit
findings become more timely, visual, and evidence-based, they pro-
vide management with clearer insights and support more effective
strategic and operational decision-making.
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However, the digital internal audit transformation also carries some
risks. Over-reliance on technology can lead to the creation of false
assurances. Just because a system operates automatically doesn’t
mean it operates flawlessly. An Al model generating a risk score
doesn’t mean that score is correctly interpreted. The existence of de-
fined controls in an ERP system doesn’t mean those controls are ef-
fective. Therefore, the fundamental principle of digital internal audit
should not be to replace the auditor with technology, but to
strengthen the auditor’s professional judgment. The auditor should
question the data provided by the technology, evaluate the system’s
output within the company context, and independently form the final
assurance judgment.

In conclusion, the overall assessment reached in this book is this: In
the digital age, internal audit is not only a control function for busi-
nesses but also a fundamental element of their strategic governance
capacity. Internal audit should be positioned as a function that
strengthens corporate governance, evaluates internal control systems,
anticipates risks, secures technological transformation, makes fraud
and ethical risks visible, supports cyber resilience, and adds value to
management. This positioning makes the independence, objectivity,
and adherence to professional standards of internal audit even more
important.

Digitalization is not eliminating internal audit; on the contrary, it is
increasing its importance. Because as technology use increases, busi-
nesses generate more data, processes become more complex, controls
are embedded in systems, and risks spread more rapidly. In this envi-
ronment, managers, audit committees, and stakeholders have an even
greater need for a reliable, independent, and technologically compe-
tent internal audit function. The successful organizations of the future
will be those that view internal audit not merely as a formality for
regulatory compliance, but as a strategic partner ensuring that digital
transformation is carried out in a secure, ethical, controlled, and sus-
tainable manner.

Therefore, the future of internal audit will be shaped by a combina-
tion of risk-focused thinking, data-driven analysis, continuous
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assurance, ethical sensitivity, technological literacy, and independent
professional judgment. In the digital age, strong internal audit is not
merely a function that shows what went wrong; it is a strategic assur-
ance mechanism that anticipates what could go wrong, strengthens
control systems, alerts management in a timely manner, and contrib-
utes to the creation of corporate value.
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